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1 Welcome to COPA-DATA help

ZENON VIDEOGTUTORIALS

You can find practical examples for project configuration with zenon in &ouTubechannel
(https://www.copadata.com/tutorial_men The tutorials are grouped according to topics and give an
initial insight into working with different zenon modules. All tutorials are availabl&nglish.

GENERAL HELP

If you cannot find any information you require in this help chapter or can think of anything that you
would like added, please send an email tbcumentation@copadata.com

PROJECT SUPPORT

You can receive support for any real pject you may have from our Support Team, who you can
contact via email asupport@copadata.com

LICENSES AND MODULES

If you find that you need other modules or licenses, our staff will be happy to help you. Email
sales@copadata.com

2 |[EC870

Driver for the IEC 6087®-101 (serial) and the IEC 60830104 (TCP/IP) protocol.
Communication between zenon and the PLC is based on
}  The serial IEC 6087B-101 protocol

Here, zenon acts as a master in unbalanced communication mode. The communication
channel can be shared between a 60870 Master (zenon) and several 60870 Slaves (PLC).

} orthe TCP/IP protocol IEC 60875104

Here, zenon acts as the master on protocol leveehd as a client on TCP level.
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JOINT USE OF SERIAAND TCP/IP CONNECTIO

Connections in accordance witB70-104 (TCP/IP) an®70-101(serial) should not be created together
in a driver instance. The slower serial connection (101) would also slow down tREAF Connection
(104). 1t could even lead to a TCP/IP timeout.

Hint: If you need connections via both protocols, create two instances of the driver in the zenon
project.

3 IEC870- data sheet

Generel I

Driver file name IEC870.exe
Driver name IEC 608765-101 104
PLC types The IEC 6087(3-104 or IEC 6087®-101 slaves (controlled
stations).
PLC manufacturer Alstom; Siemens; IEC; SAT; Sprecher Automation; Areva
omersppors
Protocol IEC 608705-104; IEC 608%6-101

Addressing: Addresdased Address based
Addressing: Namebased --

Spontaneous X
communication

Polling communication X
Online browsing X
Offline browsing --
Realtime capable X
Blockwrite --
Modem capable --

RDA numerical --

5|87



RDA String --

Hysteresis X

extended API X

Supports status bit X

WR-SUC

alternative IP address X

D
Hardware PC Standard network card (for104) or serial interface R&32 or
RS485 (for-101).
Software PC --

Hardware PLC --
Software PLC --

Requires vdll X

Operating systems Windows 10; Windows 7; Windows 8; Windows 8.1; Windows
Server 2008 R2; Windows Server 2012; Windows Server 2012
Windows Server 2016

4 Configuration

In this chapter you will learn how to use the driver in a project and which settings you can change.

¥ Information

Find out more about further settings for zenon variables in the chaptéariables
(main.chm::/15247.htyof the online manual.
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4.1 Creating a driver

In the Create driver dialog, you create a list of the new drivers that you want to create.

Available drivers
-] 1Sprecher Automation
-G
513 ABB
+)-] Actisense
-] Allen-Bradiey
- 53 Alstom
#-(] Areva
2] Asfinag
41 Bachmann
3] BACnet
31-([]) Backhoff
-] Bernecker + Rainer
-2 Biffi-Tyco Flow Contral
3)- ] Bosch Rexroth
4[] Brodersen
(1) Buderus
- CAN
+)- (3 CIMoN
3 COPA-DATA

138 DDE Client driver
|8} OPC Clent V2-0 driver
8 OPC UA Client driver

B9 SQL Oriver
-] Copalp
&~ Costronic
363 CT1
+)- ] Daimles
-] Database
-] Dateien
%3 DNP3
i1 Echelon
@) E1B
#-JBau
+- ] ESA
4)- ] Esser
£61-{E) Euchner
@] Festo
3] [] Files
(-] Gantrer
-] GE Automation&Controls

Driver name
File driver

B8 Archive driver (RAW format)

B3 Remote Runtime driver

Create driver

Driver mformation
Description:

Data exchange with external programs on file basis. Values are read from a fil and displayed resp. archived in zenon, Vaiues can aba

be written into a file by zenon.
Supported PLC types:
Supported connection types:
Local

Supported communication protocols:
unknown

The driver is available for the folowing operating systems:
Windows 7, 8, 8.1, 10, Server 2008R2, Server 2012, Server 20122

The driver is avallable for the following CE processors:

Necessary additional hardware on the PC:
Necessary additional software on the PC:
Necessary additional hardware on the PLC:

Necessary additional software on the PLC:

Driver features:
RDAsupported:  YES

RDA String supported: NO
Address based: YES
Name based: NO
Blockwrite: NO

Seriallogging: O
External time stamping: YES
Modem supported: NO
Poling: YES
Spontaneous: HO
Onine browsing: NO
Offine browsing: ~ YES
Hysteresis: ]
WR-SUC supported: ~ NO
Alternate IP Address: NO
Driver EXE name: DATE132.exe

oK Cancel Help

Available drivers

Driver name

Driver information

List of all available drivers.

The display is in a tree structure:

[+] expands the folder structure and shows the
drivers contained therein.

[-] reduces the folder structure

Default:no selection
Unigue ldentification of the driver.

Default:Empty

The input field is prefilled with the pre defined
Identification after selecting a driver from the list
of available drivers.

Further information on the selected driver.
Default:Empty

The information on the selected driver is shown in
this area after selectigpa driver.
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CLOSE DIALOG

OK Accepts all settings and opens the driver configuration
dialog of the selected driver.

Cancel Discards all changes and closes the dialog.

Help Opens online help.

¥  Information

The content of this dialog is saved in the file called Treiber_[Language].xml. Y1
can find this file in the following folder:
CAProgrambData COPADATAZzenor{version number].

CREATE NEW DRIVER

In order to create a new driver:

1. Rightclick onDriver in the Project Manager and sele®ew driver in the context menu.
Optional: Select theNew driver button from the toolbar of the detail view of thevariables.
TheCreate driver dialog is opened.
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2. The dialog offers a list of all available drivers.

Available drivers Driver information
#1-_] \Sprecher Automation
B s
(20 ABB
(-] Actisense
#1-{] Allen-sradiey
#-{0 Alstom
0. Areva
i#1-(] Asfinag
¥ Bachmamn
¥ BACnet
#1-] Beckhoff
4] Berneckes +Rainer
#-{0 Biffi-Tyco Flow Confrol

-] Bosch Rexroth
#{(Z] Brodersen
-] Buderus

#- CAN

&2 CIMON
-] COPA-DATA
#-{_] Copalp

¥ Costronic
2@ cn

(#1-] Daimler

#-{_) Database

#-2) Dateien
+-( DNP3

#-{_] Echelon
#-_] EB

(] Blau

] ESA

() Esser

-/ Euchner
-] Festo

#+{Z]) Files

®- Gantrer
{20 GE Automation8Controls
4 (2] GE Mutiin
#1-{Z] Gossen Metrawatt
#-{_) Heimholz

1 ] Hischer

4. ] Hitachi

(#-{Z2] Hydrometer
#-{0 1BH

Driver name

3. Select the desired driver and name it in tHeriver name input field.
This input field corresponds to thédentification property. The name of the selected driver is
automatically inserted into this input field by default.
The following is applicable for th®river name:

}  TheDriver name must be unique.
If a driver is usednore than once in a project, a new name has to be given each time.
This is evaluated by clicking on theK button. If the driver is already present in the project,
this is shown with a warning dialog.

}  TheDriver name is part of the file name.
Therefore i may only contain characters which are supported by the operating system.
Invalid characters are replaced by an underscorg (

}  Attention: This name cannot be changed later on.

4. Confirm the dialog by clicking on th@©K button.
The configuration dialog for the selected driver is opened.

Note: The language of driver names cannot be switched. They are always shown in the language in
which they have been created, regardless of the language of the Editor. This also applies to diject

types.
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DRIVER NAMEDIALOG ALREADY EXIBSS

If there is already a driver in the project, this is shown in a dialog. The warning dialog is closed by
clicking on theOK button. The driver can be named correctly.

This driver name already exists!
JA Please enter an unique driver name!

ZENON PROJECT

The following drivers are created automatically for newdyeated projects:

} Intern
}  MathDr32
}  SysDrv

¥ |nformation

Only the required drivers need to be present in a zenon project. Drivers can be
added at a later time if required.

4.2 Settings in the driver dialog

You can change the following settings of the driver:
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4.2.1 General

The configuration dialog is opened when a driver is created. In order to be able to open the dialog later
for editing, double click on the driver in the list or click on ti@onfiguration property.

Configuration

ar

GGeneral

9 :
Mode: \ﬂ/
| Hardware A Help

Keep update list in memory
Qutputs writeable

Variable image remanent
Stopped on Standby-Server

| Update time global
Global updatetime in ms:
1000

Priority

Mode Allows to switch between hardware mode and simulatior
mode

}  Hardware
A connection to the control is established.

}  Simulation- static:
No communication between to the control is
established, the values are simulated by the drivel
In this modus the values remain constant or the
variables keep the values which were set by zeno
Logic. Each variable has its own memory area. E.
two variabks of the type marker with offset 79 can
have different values in the Runtime and do not
influence each other. Exception: The simulator
driver.

}  Simulation- counting
No communication between to the control is
established, the values are simulated by ther.
In this modus the driver increments the values

11| 87



Keep update list in the memory

Output can be written

Variable image remanent

within a value range automatically.

}  Simulation- programmed
No communication is established to the PLC. The
values are calculated by a freely programmable
simulation project. The simulation project seated
with the help of the zenon Logic Workbench and
runs in a zenon Logic Runtime which is integrated
in the driver.
For details seehapter Driver simulation
(main.chm::/25206.hth

Variables which were requested once are still requested
from the control even if they are currently not needed.
This has the advantage that e.g. multiple screen switche
after the screen was opened for the first time are
executed faster because the variables need not be
requested again. The disadvantage is a higher load for tl
communication to the control.

}  Active
Outputs can be written.

}  Inactive
Writing of outputs is prevented.

Note : Not availablefor every driver.

This option saves and restores the current value, time
stamp and the states of a data point.

Fundamental requirement: The variable must have a val
value and time stamp.

The variable image is saved in hardwareoate if one of
these statuses is active:

}  User statusM1(0) to M8 (7)

}  REVISION(9)

} AUS(20)

}  ERSATZWERT(27)

The variable image is always saved if:

}  the variable is of the object typ®river variable

}  the driver runs in simulation mode. (not
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Stop on Standby Server

Global Update time

programmed simulation)

The following states are not restored at the start of the
Runtime:

} SELECT(8)
}  WRACK(40)
}  WRSUC(41)

The modeSimulation - programmed at the driver start is
not a criterion in order to restoe the remanent variable
image.

Setting for redundancy at drivers which allow only one
communication connection. For this the driver is stoppec
at the Standby Server and only started at the upgrade.

Attention: If this option is active, the gapless archiving
no longer guaranteed.

}  Active
Sets the driver at the neprocessleading Server
automatically in a stoplike state. In contrast to
stopping via driver command, the variable does
not receive statuswitched off
(statusverarbeitung.chm::/24150.htm ) but an empty
value. This prevents that at the upgrade to the
Server irrelevant values are created in the AML, C
and Historian.

Default:inadive

Note: Not available if the CE terminal serves as a data
server. You can find further information in theenon
Operator manual in theCE terminal as a data server
chapter.

Setting for the global update times in milliseconds:

}  Active
The setGlobal update time is used for all
variables in the project. The priority set at the
variables is not used.

}  Inactive
The set priorities are used for the individual
variables.
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Exceptions: Spontaneous drivers ignore this option.
They generally ge the shortest possible update time.
For details, see th&pontaneous driver update time
section.

Priority The polling times for the individual priority classes are se
here. All variables with the according priority are polled ii
the set time.

The variables are allocated separately in the settings of
the variable properties.

The communication of the individual variables can be
graded according to importance or required topicality
using the priority classes. Thus the communication load
distributed better.

Attention: Priority classes are not supported by each
driver, e.g. spontaneously communicating zenon drivers.

CLOSE DIALOG

OK Applies all changes in all tabs and closes the dialog.
Cancel Discards all changes in aklbs and closes the dialog.
Help Opens online help.

UPDATE TIME FOR SPONANEOUS DRIVERS

With spontaneous drivers, foBet value, advising of variables andRequests, a read cycle is triggered
immediately- regardless of the set update time. This ensures that the value is immediately available for
visualization after writing. The update time is generally 100 ms.

Spontaneous drivers ar@rchDrv, BiffiDCM, BrTcp32, DNP3, Esser32 FipDrv32, FpcDrv32, IEC85Q
IEC87Q IEC870_1030tis, RTK900Q S7DCOS SAIA_Slave STRATON32and Trend32.
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4.2.2 Com

.
Configuration

| General | Com | Basic settings | Connections

OK

Cancel

1E g

For this driver, only COM port and baud rate for the communication can be changed. All other
communication parameters are defined and fixed in accordance with the IEC 608-7AD1 standard.

Values:

}  Parity: even

}  Stopbit: 1
} Startbit:1
} Data bit: 8

For details see: IEC 6084 1 'Part 5: Transmission protocols, Section On@ransmission frame
formats'.
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4.2.3 Basic setting

Note: This dialog is only available in English.

Configuration

General | Com | Basic settings | Connections
Configuration file name
C870 |EC 60870-5-101 104.bd
[] Deactivate standard DP1/DCS value mapping
Directory for file transfer
CATEMP
Directory for file transfer in Control Direction
CATEMP
Maxdmum time difference for clock synchronisation
60 s

Parameter

Configuration file name

Deactivate standard DPI/DCS
value mapping

Cancel

Help

Enter the name of the configuration file here. This file is
required for the definition of the driver connection.

Inactivédefault): The values of double messages (DPI and D¢
are adjusted to the operating elements of zenon. Use this
configuration if you want to use the modules of zenon Energy

The driver converts the values of double messages (DPI and
DCS) for the Runtime:

}  intermediate | off | on | fault
to:2|0]1]3
so that in Runtime, for example, the val®emeans OFF
and 1 means ON.

Active The values of double messages are forwarded to zenc
exactly as they are:

}  intermediate | off | on | fault
=0]1|2]|3
However, in this case you cannot use the command
processing, for example, to write double messages.

Note: The driver only converts a value of the variable that
corresponds to theDPI/DCS value rangéon page5J).
DPI/DCS consists, according to the standard, of 2 bits; all ott
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Directory for file transfer

Directory for file transfer in
Control Direction

Maximum time difference for
clock synchronisation

4.2.4 Connections

bits of the variable are not transferred.

Here, enter the folder in the Runtime computer in which the
"file transfel files are to be stored.

In this fobler, there are the files that are received by the
IEC60870 slavéGET)

Path of the directory in which the files for file transfer are
located.

In this folder, the files that are sent to the IEC60870 slave are
stored(PUT)

These parameters define a maximum time limit up to which tt
time synchronizations in reverse direction will be performed
automatically by the system. If the difference is bigger than tr
configured duration, the synchronization will not be
performed.

Default:60 s

The connections can be defined here.

}  Devices

}  Sectors

attention : configured sectors must be present in the PLC.

Configuration

i

General | Com | Basic settings | Connections

Devices

----- (1) Link1

New Devicel | New Sector | |Delete| | Edit |

o]

i

t

Cancel

i

Help
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Devices List of configured devices and sectors.

New Device Opens thedialog to configure new devicegon page 18.
New Sector Opens thedialog to configure new sectorgon page 26).
Delete Deletes selected entry from the list.

Edit Opens the selected entry for editing.

CLOSE DIALOG

OK Applies settings and closes the dialog.
Cancel Discards all changes and closes the dialog.
Help Opens online help.

4.2.4.1Device

A connection to aDeviceconsists of a physical device connection and several sec@@osnmon Address
of ASDUwithin this device. Each device is identified:

}  Onthe Runtime page through théNet address. This must correspond to th@et address
property of the respective variable.

}  On the protocol page through theLink address or IP address.
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Note: This dialog is only available in English.

Device
Device Link. layer
Met address Device name (®) E0870-5-101 (Serial)
Link1 Link address Link address size
1 1 octet v

Application layer
() B0S70-5-104 [TCRAF)

PFrimary connection

ASDU COT size

2 nchets v

IP address Fart
ASDU COA size ASDU 04 size 192 168 . 0 . 230 | 2404
2 otets v] [Soctets e Secondary connection
Originator IP address Port
a . . . 1]

Fiedundancy according to B0870-104
[ timestamps are UTC edition 2.0
Timing parameters

T1 T2 K

15000 10000 12

T3 W

20000 g

Cancel
DEVICE

Net address, name of the connection and reverse direction active.

Net address Net address of Runtime. Serial number of the configured
connection.
Attention: Each connection should have a unique
number. An automatic check of whether aumber has
already been issued is not carried out by zenon.

Device name Approved name of the device: Name of the device that is
displayed in the list.
Note: Use short names. This name becomes part of the
variable name during online import.

Reverse Diredion Determines whether reverse direction is active for this
connection. Default: inactive
APPLICATION LAYER

Application level of the driver. Match the configuration in this area to that of your PLC. There will be no
communication with the PLC if the configuration is incorrect.
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ASDU COT size Defines the length of the COTGause of Transmigsn).

Selection of address size from dredown list. Valid:
} 1 octet
} 2 octets
Note: If the 60870-5-104 (TCP/IP)connection type is

selected for link layer, the valu® octetsis expected in
accordance with the standard.

ASDU COA size Defines the length of the COAGommon Object
Address/Common Address of ASDU
Selection of address size from dregdown list:

} 1 octet

} 2 octets

Note: If the 60870-5-104 (TCP/IP)connection type is
selected for link layer, the valug octetsis expected in
accordance with the standard.

ASDU IOA size Defines the length of the IOAIGformation Object
Address.

Selection of address size from dredown list. Valid:

} 1 octet
} 2 octets
} 3 octets

Note: If the 60870-5-104 (TCP/IP)connection type is
selected for linkayer, the value3 octetsis expected in
accordance with the standard.

Originator Numerical identification of the IEC60870 master. The
identification is sent to the controller in commands. The
PLC can thus distinguish commands from different maste

The value of the originator is only sent if, f@&x<SDU
COT-Size, the value2 octetsis configured.

The entry is validated. An error dialog is called up if the
entry is invalid.

Default:0
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Input range:0 - 255

Grayed out if, forASDU COTFSize, the valuel octetis
configured.

Timestamps are UTC Checkbox to select the expected time format.
If this checkbox is activated, the time stamp in UTC forme
is expected or used for the command (e.§.103time
synchronization). A checkbox that is not activated means
that the time stamp is interpreted as local time in
accordance with the standard.

Default:inactive
Attention : All components should use local time in
accordance with the IEC60870 standard.

LINK LAYER

Configuration of the physical connection for commuration with serial interface or via TCP/IP.

SERIAL COMMUNICATION

870-101 SelectedSerial connection is made in accordance with
60870-5-101

Link adress Serial address on protocol side.
Default:1

Note: Only active ifLink layer is 608705-101 (TCP/IP)

Link address size Selection of address size from dredown list:
} 1 octet
} 2 octets

Default:1 octet

Note: Only active ifLink layer is 608705-101 (TCP/IP)
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COMMUNICATION VIA TCP/IP NETWORK

870-104 SelectedConnection is made via the network in
accordance with60870-5-104.

Note: Only active ifLink layer is608705-104 (Serial)
Primary connection Addressing of the primary connection of the controller.
IP address IP address of PLC.

Note: Only active ifLink layer is608705-104 (Serial)
Port Portnumber for primary IP_address.

Default: 2404

Note: Only active ifLink layer is608705-104 (Serial)
Secondary connection Addressing of the alternative connection of the controller.

IP address IP address on the protocol side for redundant controllers.
Alternative connection in case the primary connection fail

Note: Only active ifLink layer is 60870 5-104 (Serial)

Port Portnumber for redundant IP_address.

Default: 0
Redundancy according to Active: Redundancy is implemented in accordance with
870-104 ed. 2.0 60870-104 edition 2.

Activate this property only if you are sure that the
controller supports the guidelines of Edition 2 for
redundancy.

Note: Only active ifLink layer is 60873 5-104(Serial)

TIMING PARAMETERS

TO corresponds to the timeout when establishing a TCP connection and cannot be set (it is defined by
the operating system).

The properties of this group are only active 08705-104 (TCP/IPhas been selected as a connection
type.

T1 Timeout in milliseconds for confirmation of the frames ser
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T2

T3

If, withinT1, an ASDU or APClframe is not confirmed, it is
seen as a connection failure.

Value range0 - 4294967295
Default:15000ms

Timeout in milliseconds, within which a confirmation via S
frame (APC) must take place if there was no exchange of
data (viaASDU.

Value range0 - 4294967295
Default:10000ms

Note: In accordance with the IEC 6087® 104 standard,
T2 should be less thaT1; and the same on the master anc
slave.

Timeout for test frames in millisecondsperiodic U-frames
(APC) for the purpose of a connection test procedure if
there is no exchange of data (VviASDU.

Value range0 - 4294967295

Default:20000ms

Note: The test procedure takes place in the background
(Data Link Layeér If a test frame is not confirmed withimZl,

it is recognized as a connection failure. It is thus advisabl
to set T3 > T1 Exception: the redundanData Link Layem
accordance with Edion 2 of the IEC 6087(5-104 standard
- it is proposed to shortenT3 on the master's sidesfor
example).

Maximum number of {frames for which confirmations
have not yet been received. If the numbéxr of outstanding
confirmations has been exceeded, it is recognized as a
connection failure.

Value range0 - 4294967295
Default:12

Caution: both master and slave must use the sanke
value!

Note: in fast Ethernet networks, it may be advisable to
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increase thek and w parameters (in the master and slave)
by a factor of 10 or 100, for examplk=12Q w=80. This
can increase performance.

W Maximum number of {frames received until a confirmatior
is €nt. The valuev must be less thark.

Value range0 - 4294967295
Default:8

Caution: both master and slave must use the same
value!

Note: in fast Ethernet networks, it may be advisable to
increase thek and w parameters (in the master and slave)
by a fector of 10 or 100, for examplé&=12Q w=80. This
can increase performance.

NAVIGATION
OK Applies all changes and closes the dialog.
Cancel Discards all changes and closes the dialog.
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OK Applies all changes and closes the dialog.

& Attention

In accordance with thdEC 608766 standard, for each sectorGOA) and transfer
direction of the Type ID (monitoring or control directior), a 870 slave can only
have onelnformation Object(l0O) each, with a certaitOA address. An 10 can,
depending on the Cause of TransmissiofCOT) be transferred with or without a
time tag.

Example: Transfer is carried out once as TO1 due to a general query, once as
T02 or T30 with spontaneous value change. All these thilgge ID are
single point information, once without and once with time stamgi(me tag).

An 10 must not change its data type, for example from TO%ingleto TO3-
double.

If several variables are created in the IEC870 driver (master) that have the sar
COA, IOA and tansfer direction, this can lead to unwanted actions in the
Runtime.

Example: The following behavior is supported:

}  Two variables TOI{onitoring direction) and T45 ¢ommand direction) with
the same COA and IOA address.

It is conventional and recommendethat a command and a response
from an object have the same COA and IOA addressing.

}  Avariable TO1 which then contains the value of lrfiormation Object(with
or without time stamp). The driver will transfer the value and the time stai
(if applicable) from anrASDUwith TO1 or TO2 or T3Geent withtime tag) to
the variable.

It is thus not necessary, for variables that have been createdoviine
import (i.e. via the general query that provides the 10s without a tirr
stamp), to amend theType ID manually for an IO withtime tag.

The following are supported to a limited extent:

}  The two variables TOp@int information) and T30 éventwith time tag) with
the same COA and IOA address.

In this case, if an ASDU is received with the COA and IOA, the
received value (TO1) or value and time stamp (T02 or T30) are
transferred to all variables that have this COA, IOA and the transfel
direction.

This is applicatd from zenon version 8.10. In earlier versions, only c
of the variables was supplied with values and all others were ignore
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4.2.4.2Sector

EveryDevice can contain several sectors. A sector is identified usingdtanmon Object AddresgCOA),
also calledCommon Address of ASDlAnd can contain several data pointsinformation Objects

At least oneSector must be defined for eactDevice. The driver ignores alhSDUgframes with data)
that a Device (870 slave) sends if thaSDUcontains aCOA that does not belong to any predefined
Sector. When starting communication with th®evice, the driver sends thé&eneral(Station
Interrogation- C_IC_NA_4solely for theCOA of the defined sectors.

Note: This dialog is only available in English.

Sector

SCADA

==l

Name ector 1}

[ OK ] | Cancel

SCADA

Name

IEC

COA

CLOSE DIALOG
Option
OK

Cancel

Settings in the SCADA .

Freelydefinable name or short description of the
sector.

Settings on protocol side.

The Common Object Addressalso known (in IEC
608705-101 7.2.4) aSommon Address of ASDWby
which the sector is addressed. This number is issu
by the manufacturer of the device (870 slave), is in
the areal..2540xFE or 1..655340xFFFE
depending on the CAO Size of the slave.

Note: The COA 0xFF(FHs interpreted by some
slaves as a broadcast.

Description

Applies settings and closes the dialog.

Discards all changes and closes the dialog.
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Option Description

OK Applies settings and closes the dialog.
¥ Information

All sectors configured in the driver dialogoOAS must be present in the PLC!

If a sector that does not exist in the slave is defined, the initial general query
(C_IC_NA)ZXannot be completed.

5 Creating variables

This is how you can create variables in the zenon Editor:

5.1 Creating variables in the Editor
Variables can be created:

} assimple variables

} inarrays(main.chm::/15262.htin

} asstructure variablegmain.chm::/15278.htin

VARIABLE DIALOG

To create a new variable, regardless of which type:
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1. Select theNew variable command in theVariables node in the context menu

I %= Praject hee| 52 Netwark lﬂpdﬂw|

Replace text in selected column...
Replace text in limits...

The dialog for configuring variables is opened

2. Configure the variable

3. The settings that are possible depends on the type of variables

[T Project Manager =0 Eol =% |
S vokspae WP PRI - [Q & BB X |-V WG| REZ- Y 6| L XA S O
= [ VARIABLE (Start pr.
= . Wariables Statuz Name #  Unit Met address Data block Offset Bit um.. | Abgnm. ..
23} Diiver E E E of b ﬁ lber e i‘ Filter tex E: ¢ i‘ ]
# Datatp dry_grith o 0 1} 0 0
& @ Reactionm.. U g n
W Alocations dry_C Variable new... Ins 0 ] 0 0
= @ Alarm drv_C Create standard function 0 o 1] 0
B Units drv_ty 0 0 0 0
# ® Screens dre_tv Linked elements 0 0 0 0
&3] Functions dry_Ny 0 i 0 0
= Copy Cirl+C
Ei :?;99’9’ teble v o 0 0 0 0
o i) Hlecci::: dne_ S 0 0 0 0
T = Delete Del
& Time control drv_8 0 0 0 0
+ &g Programming interls 2 i Expandicollapse node L - ’ 0
S staon(ECEN3.| || = Inter 0 0 0 0
T Production & Facilt +  Interr grizates 0 0 0 0
& Interlockings Activate
Command Deactivate
& Energy Managemer
8 Message Control Export XML selected..
H Menus
& | Report Gererator Import AML...
£ lJ User administrati... Extended importiexport
7 SAP intesface
4 Files | Extended filter
T4 History of chang... Remove all filter
“ Projekisicherun... < — .
= i 7 PRI = i -
a = | v » 42 t0tair1] Edit selected cell F2 ble |
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CREATE VARIABLE DIRG
Create variable @

Settings
MName:  5_Variable

5_Varizble

Driver

SIMUL32 - SIMUL_WIZ -
Driver object type

PLC marker -
Datatype

REAL

Array settings
Startindex is 0
@) Startindexis 1
Dim 1 Dim 2 Dim 3
i)

Addressing options

Automatic addressing

|  Fnish | Cancel | Help
Name Distinct name of the variable. If a variable with the same name

already exists in the project, no additional variable can be create
with this name.

Maximum length: 128 characters

Attention: the characters# and @ are not permitted in variable
names. If nonpermitted characters are used, creation of variable
cannot be completed and theFinish button remains inactive.
Note: For some drivers, the addressing is possible over the
property Symbolic address, as well.

Drivers Select the desired driver from the drelown list.

Note: If no driver has been opened in the project, the driver for
internal variableslftern.exe (Main.chm::/Intern.chm::/Intern.htm ))
is automatically loaded.

Driver Object Type Select the appropriate driver object type from the dregown list.
(cti.chm::/28685.htm )

Data Type Select the desirediata type Click on the ... button to operthe
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selection dialog

Array settings Expanded settings for array variables. You can find details in the
Arrayschapter.
Addressing options Expanded settings foarraysand structure variablesYou can find

details in the respective section.

Automatic addressing Expanded settings foarraysand structure variablesYou can find
details in the respective section.

SYMBOLIC ADDRESS

The Symbolic address property can be used for addressing as an alternative to theme or
Identification of the variables. Selection is made in the driver dialog; configuration is carried out in the
variable property. When importing variables of supported drivers, the property is entered automatically.

Maximum length:1024characters.

The following drivers spport the Symbolic address:
35 V3
AzureDrv
BACnetNG
IEC850
KabaDPServer
OPCUA32
Phoenix32
POZYTON
RemoteRT
S7TIA

SEL
SnmpNg32

L N L S L VU VD S S S )

PA_Drv

INHERITANCE FROM DAA TYPE

Measuring range , Signal range and Set value are always:
} derived from the datatype
}  Automatically adapted if the data type is changed
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Note for signal range: If a change is made to a data type that does not support the ssgnal
range, the signal range is amended automatically. For example, for a change froRT to SINT, the
signal range is changed to127 The amendment is also carried out if thegnal range was not
inherited from the data type. In this case, theeasuring range must be adapted manually.

5.2 Addressing

The data points are addressed via a COB¢mmon Object Addresss Common Address of ASD)) of
an I0A (nformation Object Addressand the IEC 60870 Type. The type Type Identificatiof defines
the function of the variable (seeteroperabilitylist). The COA corresponds to the sector of the deeiin
which the variable resides. The IOA determines the offset in that sector.

SETTINGS FOR THE URIUE ADDRESSING OF MRAIABLES

Name

Identificati on

Net address

Data block
Offset
Alignment
Bit number

String length

Symbolic
address

IEC870 Type
identification

Freely definable name.
Attention: For every zenon project the name must be unambiguous.

Freely definable identification.
E.g. for Resources label, comments, ...

Network address of variable.

This address is used to define the allocation to tBevice specified in the driver
configuration. The Net address used there must be entered in the variable
configuration accordingly.

not used for this driver
not used for this driver
not used for this driver
not used for this driver

Only available for String variables.
Maximum number of characters that the variable can take.

not used for this driver

Defines the direction of communication, the type and function of the variable
according to the IEC 60870 specification.

Note: You can issue a type in the versiowith time tag', "with time tag
CP56Time24and without time stamp.
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Example: If the variable las been created witif01 singlepoint information
type, the driver accepts both values without time stamp forias well asT02or
T30 In zenon Runtime, the values received withtanie tag .. then have an
external time stamp however.

IEC870 COA Common Object Addres§Common Address of ASDLJ

Corresponds to the sector of th@®evice in which the variable resides.
IEC870 IOA Information Object Address

Addressing (offset) of the variable within a sectorC&A)

IEC870 private  Property only for variables witfType ID in private range, for exampld 160
Index

Default:0

Driver Object type of the variables. Depending on the driver used, is selected when t

connection variable is created and can be changed here.

/Driver Object Bl "

Type Default: PLC marker

Driver Data type of the variable. Is selected during the creation of the variable; the ty

connection/Da can be changed here.

ta Type . . .
Attention: If you change the data type later, all other properties of the variabl
must be checked and djusted, if necessary.

Driver not used for this driver The driver does not support cyclicafgling

connection/Pri  communication in priority classes.

ority

Read from Source of the variable value for display in Runtime if the project is used in a

Standby zenon network.

Server only

Active: The variable visualizes the value from the driver on the standby server
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& Attention

In accordance with thdEC 608766 standard, for each sectorGOA) and transfer
direction of the Type ID (monitoring or control directior), a 870 slave can only
have onelnformation Object(l0O) each, with a certaitOA address. An 10 can,
depending on theCause of TransmissiofCOT) be transferred with or without a
time tag.

Example: Transfer is carried out once as TO1 due to a general query, once as
T02 or T30 with spontaneous value change. All these thilege ID are
single point information, once without and once with time stamgi(me tag).

An 10 must not change its data type, for example from TO%ingleto TO3-
double.

If several variables are created in the IEC870 driver (master) that have the sar
COA, IOA and tansfer direction, this can lead to unwanted actions in the
Runtime.

Example: The following behavior is supported:

}  Two variables TOI{onitoring direction) and T45 ¢ommand direction) with
the same COA and IOA address.

It is conventional and recommendethat a command and a response
from an object have the same COA and IOA addressing.

}  Avariable TO1 which then contains the value of lrfiormation Object(with
or without time stamp). The driver will transfer the value and the time stai
(if applicable) from anrASDUwith TO1 or TO2 or T3Geent withtime tag) to
the variable.

It is thus not necessary, for variables that have been createdoviine
import (i.e. via the general query that provides the 10s without a tirr
stamp), to amend theType ID manually for an IO withtime tag.

The following are supported to a limited extent:

}  The two variables TOp@int information) and T30 éventwith time tag) with
the same COA and IOA address.

In this case, if an ASDU is received with the COA and IOA, the
received value (T01) or value and time stamp (T02 or T30) are
transferred to all variables that have this COA, IOA and the transfel
direction.

This is apficable from zenon version 8.10. In earlier versions, only «
of the variables was supplied with values and all others were ignore
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5.3 Driver objects and datatypes

Driver objects are areas available in the PLC, such as markers, data blocks etc. Here you can find out
which driver objects are provided by the driver and which IEC data types can be assigned to the
respective driver objects.

5.3.1 Driver object s

The following object types are available in this driver:

DRIVER OBJECT TYPEE®D SUPPORTED IEC DPA TYPES FOR PROCESS
VARIABLES IN ZENON

Driver Object Channel Read | Write Supported Comment
Type type data types

PLC marker BOOL, SINT, Variables that
USINT, INT, correspond to the
UINT, DINT, Information Objects
UDINT, REAL, inthe PLC and those
STRING with TOO (internal
state).

Type ID:

} 137 126-
read only

} 45103 122-
write only

Communication 35 X X BOOL, SINT, Variables for the static
details USINT, INT, analysis of the
UINT, DINT, communication; is
UDINT, REAL, transferred between
STRING driver and Runtime
(not to the PLC).

Note: The
addressing and the
behavior is the same
for most zenon
drivers.

You can ind detailed
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Driver Object Channel Read | Write Supported Comment
Type type data types

Key:

X: supported

--: not supported

information on this in
the Communication
details (Driver
variables)on page
46) chapter.

5.3.2 Mapping of the data types

All variables in zenon are derived from IEC data types. The following table compares the IEC datatypes
with the datatypes of the PLC.

MAPPING OF THE DATATYPES FROM THE PLGOTZENON DATA TYPES

ASDU Zenon Comment Data
type ID type

M_SP_NA_1

M_SP_TA_1

M_SP_TB_1

M_DP_NA_1

M_DP_TA 1
M_DP TB 1

M_ST_NA 1

30

31

BOOL

BOOL

BOOL

USINT

USINT

USINT

USINT

SPI <0..1>

single point information

SPP 8
single point information with time tag(CP24Time2a

SPP 8
single point information with time tagCP56Time2a

DPI <0..3> withMapping of Double Point Valuegon 9
page 58)

double-point information
DPIDwith Mapping of Double Point Valuegon page58) 9
DPI2 with Mapping of Double Point Valuegon page58) 9

Corresponds to whole VTI (IEC608H101 7.2.6.5). Bit 8 9
is the Transientbit.
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PLC ASDU Zenon Comment Data
type ID type

step position information

M STTA1l 6 USINT  VTI® 9
M ST TB 1 32 USINT  VTI? 9
M BO NA 1 7 UDINT  BSI (32 bits) 4

bitstring of 32 bits

M BO TA_1 8 UDINT BSP 4
M BO TB. 1 33 UDINT BSP 4
M_ME_NA_1 9 REAL  NVA <31..+152%% in practice <1..0,9999> 5

measured value, normalized value

M_ME_TA 1 10 REAL  NVAD 5
M_ME_TD 1 34 REAL  NVA? 5
M_ME_NB_1 11 INT SVA 5215 +2191> = <-32768..32767> 1

measured value, scaled value

M ME_TB 1 12 INT SVAY 1
M ME TE.1 35 INT SVA2 1
M_ME_NC 1 13 REAL  R32 5

measured value, short floating point number

M ME_TC 1 14 REAL R32v 5
M_ME_TF 1 36 REAL R322 5
M_IT_NA 1 15 DINT BCR.Counter reading-23L.+23-1> 3

integrated totals

M_IT_TA 1 16 DINT BCR.Counter reading v 3
M IT TB 1 37 DINT BCR.Counter reading 2 3
C_SC NA_ 1 45 BOOL SCS 8

single command
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ASDU Zenon Comment Data
type ID type

C_SC_TA 1 BOOL

C DC NA 1 46 USINT DCS withMapping of Double Point Valuegon page58) 9
double command

CDCTA 1 59 USINT DCS withMapping of Double Point Valuegon page58) 9

C RC NA 1 47 USINT RCS 9
regulating step command

C RC_TA 1 60 USINT RCS 9

C SE NA 1 48 REAL  NVA 5
set point command, normalized value

CSETA 1 61 REAL  NVA 5

C SE NB 1 49 INT SVA 1
set point command, scaled value

CSETB1 62 INT SVA 1

C SENC 1 50 REAL R32 5
set point command, short floating point number

CSETC1 63 REAL R32 5

CBONA 1 51 UDINT  BSI (32 bits) 4
bitstring of 32 bits command

CBO TA 1 64 UDINT  BSI (32 bits) 4

C IC_NA 1 100 BOOL 1 during execution 8
(general) interrogation command

C CS NA1 103 BOOL 1 during execution 8
clock synchronization command

F SC NA 1 122 STRING Command for file transfer12

F DR TA 1 126 STRING response variable for file transfer 12

3787



1)Time tagCP24Time2a only contains mm:ss.ms; is used for the time stamp of the variable, whereby
the driver uses the PC clock to supplement the missing information. If the minute value is higher than
that of the PC clock, the driver automatically sets the time back one hour.

Time tag CP56Time2& used for the time stamp of the variable.

ASDU Type ID:IEC608765-101 Type identificatiqrrorresponds to the EC870 Type identification
property of a variable.

DATA TYPE

The termdata type is the internal numerical identification of the data type. It is also used for the
extended DBF import/export of the variables.

5.4 Creating variables by importing
Variables can also be imported by importing them. The XML and DBF import is available for every
driver.

¥  Information

You can find details on the import and export of variables in thaport-Export
(main.chm::/13028.htprmanual in theVariables(main.chm::/13045.htinsection.

5.4.1 XML import

During XML import of variables or dattypes, these are first assigned to a driver and then analyzed.
Before import, the user decides whether and how the respective element (variable or data type) is to be
imported:

}  Import
The element is imported as a new element.

}  Overwrite
The element is imported and overwrites a prexisting element.

} Do notimport
The element is not imported.

Note: The actions and their durations are shown in a progress bar during import. The import of
variables is described in the following documentatioData types are imported along the same lines.
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REQUIREMENTS

The following conditions are applicable during import:

} Backward compatibility

At the XML import/export there is no backward compatibility. Data from older zenon versions
can be taken over. Théandover of data from newer to older versions is not supported.

} Consistency

The XML file to be imported has to be consistent. There is no plausibility check on importing
the file. If there are errors in the import file, this can lead to undesirable effén the project.

Particular attention must be paid to this, primarily if not all properties exist in the XML file and
these are then filled with default values. E.g.: A binary variable has a limit val3e@f

}  Structure data types

Structure data types must have the same number of structure elements.

Example: A structure data type in the project has 3 structure elements. A data type with the
same name in the XML file has 4 structure elements. Then none of the variables based on this
data type in the file are imported into the project.

® Hint

You can find further information on XML import in thinport - Export manual,
in the XML import (main.chm::/13046.htm) chapter.

5.4.2 DBF Import/Export
Data can be exported to and imported from dBase.
¥ |nformation

Import and Export via CSV or dBase supported; no driver specific variable
settings, such as formulas. Use export/import via XML for this.

IMPORT DBF FILE

To start the import:
1. right-click on the variable list
2. in the drop-down list of Extended export/import... select thelmport dBase command

3. follow the import assistant
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The format of the file is described in the chapt&iile structure
¥ |nformation

Note:

}  Driver object type and data type must be amended to the target driver in
the DBF file in order for variables to be imported.

}  dBase does not support structures or arrays (complex variables) at impot

EXPORT DBF FILE

To start the export:
1. right-click on the variable list
2. in the drop-down list of Extended export/import... select theExport dBase...command

3. follow the export assistant

A Attention

DBF files:

}  must correspond to the 8.3 DOS format for filenames (8 alphanumeric
characters for name, 3 character suffix, no spaces)

}  must not have dots (.) in the path name.
e.g. the pathCAusersJohn.Smithtest.dbfis invalid.
Valid: CAuserd JohnSmithtest.dbf

}  must be stored close to the root directory in order to fulfill the limit for file
name length including path: maximum 255 characters

The format of the file is described in the chapt&ile structure
¥ Information

dBase does not support structures or arrays (complex variables) at export.

FILE STRUCTURE OF BDBASE EXPORT FILE

The dBaselV file must have the following structure and contents for variable import and export:
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A Attention

dBase does not support structures or arrays (complex variables) at export.

DBF files must:

}  conform with their name to the 8.3 DOS format (8 alphanumeric characte
for name, 3 characters for extension, no space)

}  Be stored close to the root directory Roof)

STRUCTURE
KANALNAME Variable name.
r

The length can be limited using th&1AX_LAENGE
entry in the project.ini file.

KANAL R C 128 The original name of a variable that is to be replaced b
the new name entered und
(variable name) (field/column must be entered
manually).
Thelength can be limited using theVIAX_LAENGE
entry in the project.ini file.

KANAL D Log 1 The variable is deleted with thé entry (field/column has
to be created by hand).

TAGNR C 128 Identification.
The length can be limited using tht1AX_LAENGE
entry in the project.ini file.

EINHEIT C 11 Technical unit

DATENART C 3 Data type (e.g. bit, byte, word, ...) corresponds to the
data type.

KANALTYP C 3 Memory area in the PLC (e.g. marker area, data area,
corresponds to the driver object type.

HWKANAL Nu 3 Net address

m
BAUSTEIN N 3 Datablock address (only for variables from the data are
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e

ADRESSE

BITADR

ARRAYSIZE

LES_SCHR

MIT_ZEIT

OBJEKT

SIGMIN

SIGMAX
ANZMIN
ANZMAX

ANZKOMMA

UPDATERATE

MEMTIEFE

HDRATE

HDTIEFE

NACHSORT

F

N

of the PLC)
5 Offset
2 For bit variables: bit address

For byte variables: O=lower, 8=higher byte
For string variables: Length of stringnéx. 63 characters

16 Number of variables in the array for index variables
ATTENTION: Only the first variable is fully available. A
others are only available for VBA or the Recipegroup
Manager

1 Write-Read Authorization
0: Not allowed to set value.
1: Allowed to set value.

1 time stamp in zenon (only if supported by the driver)

2 Driverspecific ID number of the primitive object
comprises TREIBEBBJEKTTYP and DATENTYP

16 Non-linearizd signal- minimum (signal resolution)

16 Non-linearized signat maximum (signal resolution)

16 Technical value minimum (measuring range)

16 Technical value maximum (measuring range)

1 Number of decimal places for the display of the values

(measuring range)

19 Update rate for mathematics variables (in sec, one
decimal possible)
not used for all other variables

7 Only for compatibility reasons

19 HD update rate for historical values (in sec, one decim
possible)

7 HD entry depth for historical values (number)

1 HD data as postsorted values
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DRRATE Updating to the output (for zenon DDE server, in [s],
one decimal possible)

HYST_PLUS F 16 Positive hysteresis, from measuring range
HYST_MINUS F 16 Negative hysteresis, from measuring range

PRIOR N 16 Priority of the variable

REAMATRIZE C 32 Allocated reaction matrix

ERSATZWERT F 16 Substitute value, from measuring range

SOLLMIN F 16 Minimum for set value actions, from measuring range
SOLLMAX F 16 Maximum for set value actions, from measuring range
VOMSTANDBY R 1 Get value from standby server; the value of the variabl

is not requested from the server but from the Standby
Server in redundant networks

RESOURCE C 128 Resources label.
Free string for export and display in lists.

The length can be limited using the MX_LAENGE entry
in project.ini .

ADJWVBA R 1 Non-linear value adaption:
0: Non-linear value adaption is used
1 Non-linear value adaption is not used

ADJZENON C 128 Linked VBA macro for reading the variable value for
non-linear value adjustment.

ADJWVBA C 128 ed VBA macro for writing the variable value for
non-linear value adjustment.

ZWREMA N 16 Linked counter REMA.

MAXGRAD N 16 Gradient overflow for counter REMA.

A Attention

When importing, the driver object type and data type must be amended to the
target driver in the DBF file in order for variables to be imported.

43 | 87



LIMIT VALUE DEFINITON

Limit definition for limit valued to 4,

or statuslto 4.

AKTIV1

GRENZWERT1

SCHWWERT1

HYSTERESE1

BLINKEN1
BTB1
ALARM1
DRUCKEN1
QUITTIER1
LOESCHE1

VARIABLE1

FUNC1
ASK_FUNC1

FUNC_NR1

A_GRUPPE1
A_KLASSE1
MIN_MAX1
FARBE1
GRENZTXT1

A_DELAY1

F

J XU XV XV XNV AU X

20

16

14

10

10

10

10

66

10

Limit value active (per limit value available)

technical value or ID number of a linked variable fo
a dynamic limit value (see VARIABLEX)

(if VARIABLEX sand here it is-1, the existing
variable linkage is not overwritten)

Threshold value for limit value

Is not used

Set blink attribute

Logging in CEL

Alarm

Printer output (for CEL or Alarm)
Must be acknowledged

Must be deleted

Dyn. limit value linking
the limit is defined by an absolute value (see field
GRENZWERTX).

Functions linking
Execution via Alarm Message List

ID number of the linked function
(i-T6 0i s entered here, t
overwritten during import)

Alarm/Event Group
Alarm/Event Class
Minimum, Maximum
Color as Windows coding
Limit value text

Time delay
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INVISIBLE1 Invisible

Expressions in the column "Comment" refer to the expressions used in thindiboxes for the
definition of variables. For more information, see chaptéariable definition

5.4.3 Online import

Variables can only be create by driver online import in message direction (T01..T39). You must create
variables for the commands (T45..T64) manually, because the commandsvaite-only in the IEC
60870 protocol. It is not possible to read their addresginsing the controller.

You can find the online import in the driver list in the context menu of the driver.
First select a component, whose variables you want to browse.

After that, a '§eneral interrogation commandt (Gl) is sent to the selected device @all contained
variables are displayed in a list.

After the Gl is finished, you will see a dialog for selecting the variables to be imported:

B ' Select Variable

Address Type

[Link1] T1001.0 interrogation command

single-paint information
[Link1] TOD 1.0 connect state Cancel

=
=
[H

3N
Address Type

[Link1]TO1 1.1 zingle-paint information

Eemove

I
b
=N
=N

140

Add a vaiable to the variables to be imported by doubkelicking on it or by selecting it and pressing
the "Add" button. Press the button OK to create all selected variables in zenon. The addressing is taken
over from the device.
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5.5 Communication det ails (Driver variables)

The driver kit implements a number of driver variables. This variables are part of the driver object type
Communication detailsThese are divided into:

} Information
} Configuration
}  Statistics and

}  Error message

The definitions of the variables implemented in the driver kit are available in the importff/VAR.DBF
and can be imported from there.
Path to file:%ProgrambData%COPADATAzenorVersionsnummerxPredefinedVariables

Note: Variable names must be uniqui zenon. If driver variables of the driver object type
Communication detailsre to be imported fromDRVVAR.DBFRagain, the variables that were imported
beforehand must be renamed.

¥ |nformation

Not every driver supports all driver variables of the driver object type
Communication details

For example:

}  Variables for modem information are only supported by
modem-compatible drivers.

}  Driver variables for the polling cycle are only available for pure polling
drivers.

}  Connectionrelated information such agrrorMSG is only supported for
drivers that only edit one connection at a a time.

INFORMATION
MainVersion UINT Main version number of the driver.
SubVersion UINT 1 Sub version number of the driver.
BuildVersion UINT 29 Build version number of the driver.
RTMajor UINT 49 zenon main version number
RTMinor UINT 50 zenon sub version number
RTSp UINT 51 zenon Service Pack number
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RTBuild UINT zenon build number

LineStateldle BOOL 24.0 TRUE, if the modem connection is idle
LineStateOffering BOOL 241 TRUE, if a call is received
LineStateAccepted BOOL 24.2 The call is accepted
LineStateDialtone BOOL 243 Dialtone recognized
LineStateDialing BOOL 244 Dialing active

LineStateRingBack BOOL 245 While establishing the connection
LineStateBusy BOOL 24.6 Target station is busy
LineStateSpeciallnfo BOOL 247 Special status information received
LineStateConnected BOOL 24.8 Connection established
LineStateProceeding BOOL 249 Dialing completed
LineStateOnHold BOOL 24.10 Connection in hold
LineStateConferenced BOOL 2411 Connection in conference mode.

LineStateOnHoldPendConf BOOL 24.12 Connection in hold for conference

LineStateOnHoldPendTransf BOOL 24.13 Connection in hold for transfer
r

LineStateDisconnected BOOL 24.14 Connection terminated.
LineStateUnknow BOOL 24.15 Connection status unknown
ModemStatus UDINT 24 Current modem status
TreiberStop BOOL 28 Driver stopped

Fordriver stop the variable has the value
TRUEand an OFFbit. After the driver has

started, the variable has the valueALSE

and no OFFbit.

SimulRTState UDINT 60 Informs the status of Runtime for driver
simulation.

ConnectionStates STRING 61 Internal connection status of the driver to
the PLC.
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Connection statuses:

0: Connection OK

1:Connection failure

2:Connection simulated

Formating:
<Netzadresse>:<Verbindungszs t a n d

A connection is only known after a variable
has first signed in. In order for a connectiot
to be contained in a string, a variable of thi
connection must be signed in once.

The status of a connection is only updated
if a variable of the connetion is signed in.
Otherwise there is no communication with
the corresponding controller.

CONFIGURATION

ReconnectinRead BOOL 27 If TRUE, the modem is automatically
reconnected for reading

ApplyCom BOOL 36 Apply changes in the settings of the serial
interface. Writing to this variable
immediately results in the method
SrvDrvVarApplyCom being called (which
currently has no further function).

ApplyModem BOOL 37 Apply changes in the settings of the
modem. Wriing this variable immediately
calls the method SrvDrvVarApplyModem.
This closes the current connection and
opens a hew one according to the settings
PhoneNumberSet and ModemHwAdrSet .

PhoneNumberSet STRING 38 Telephone number, that should be used
ModemHwAdrSet DINT 39 Hardware address for the telephone
number
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GlobalUpdate UDINT Update time in milliseconds (ms).

BGlobalUpdaten BOOL 4 TRUE, if update time is global

TreiberSimul BOOL 5 TRUE, if driver in sin simulation mode

TreiberProzab BOOL 6 TRUE, if the variables update list should b
kept in the memory

ModemActive BOOL 7 TRUE, if the modem is active for the drive

Device STRING 8 Name of the serial interface or name of thi
modem

ComPort UINT 9 Number of the serial interface.

Baudrate UDINT 10 Baud rate of the serial interface.

Parity SINT 11 Parity of the serial interface

ByteSize USINT 14 Number of bits per character of the serial
interface

Value =0 if the driver cannot establish any
serial connection.

StopBit USINT 13 Number of stop bits of the serial interface.

Autoconnect BOOL 16 TRUE, if the modem connection should be
established automatically for
reading/writing

PhoneNumber STRING 17 Current telephone number

ModemHwAdr DINT 21 Hardware address of current telephan
number

RxldleTime UINT 18 Modem is disconnected, if no data transfe

occurs for this time in seconds (s)

WriteTimeout UDINT 19 Maximum write duration for a modem
connection in milliseconds (ms).

RingCountSet UDINT 20 Number of ringing tones before a call is
accepted

ReCallldleTime UINT 53 Waiting time between calls in seconds (s).

ConnectTimeout UINT 54 Time in seconds (s) to establish a
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STATISTICS

connection.

'ﬁiﬁiﬁiliiiillll'iﬁilliiﬁﬁlIiiiiiiIIIIIIIIIIIIIIIIIIIII

MaxWriteTime

MinWriteTime

MaxBIkReadTime

MinBlkReadTime

WriteErrorCount
ReadSucceedCount

MaxCycleTime

MinCycleTime

WriteCount
ReadErrorCount

MaxUpdateTimeNormal

MaxUpdateTimeHigher

MaxUpdateTimeHigh

MaxUpdateTimeHighest

PokeFinish

UDINT

UDINT

UDINT

UDINT

UDINT

UDINT

UDINT

UDINT

UDINT

UDINT

UDINT

UDINT

UDINT

UDINT

BOOL

32

40

41

33
35

22

23

26
34

56

57

58

59

55

The longest time in milliseconds (ms) that is
required for writing.

The shortest time in milliseconds (ms) that is

required for writing.

Longest time in milliseconds (ms) that is require

to read a data block.

Shortest time in milliseconds (ms) that is require

to read a data block.

Number of writing errors

Number of successful reading attempts

Longest time in milliseconds (ms) required to

read all requested data.

Shortest time in milliseconds (ms) required to

read all requested data.

Number of writing attempts

Number of reading errors

Time since the last update of the priority group

Normal in milliseconds (ms).

Time since the last update of the priority group

Higher in milliseconds (ms).

Time since the last update of the priority group

High in milliseconds (ms).

Time since the last update of the priority group

Highest in milliseconds (ms).

Goes tolfor a query, if all current pokes were

executed
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ERROR MESSAGE

ErrorTimeDW UDINT Time (in seconds since 1.1.1970), when the last erro
occurred.

ErrorTimeS STRING 2 Time (in seconds since 1.1.1970), when the last erro
occurred.

RAErPrimObj UDINT 42 Number of the PrimObject, when the last reading
error occurred.

RdErrStationsName STRING 43 Name of the station, when the last reading error
occurred.

RdErrBlockCount UINT 44 Number of blocks to read when the last reading errol
occurred.

RdErrHwAdresse DINT 45 Hardware address when the last reading error
occurred.

RdErrDatablockNo  UDINT 46 Block number when the last reading error occurred.

RdErrMarkerNo UDINT 47 Marker number when the last reading error occurred

RdErrSize UDINT 48 Block size when the last reading error occurred.

DrvError USINT 25 Error message as number

DrvErrorMsg STRING 30 Error message as text

ErrorFile STRING 15 Name of error log file

6 Driver-specific functions

The driver supports the following functions:

VALUE CHANGES

Communication with the PLC is spontaneous. This means that all value changes of the PLC are
processed by the driver. The general settings of a driv@étobal update time and Priority do not
influence the IEC870 driver.
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Example:

The PLC sends three value changes at an interval of 5 ms; these changes are all forwarded to zenon.
E.g. if you use aeaction matrix that reacts to every value change and triggers an entry in the
Chronological Event List (CEL), the CELwill contain three entries at intervals of 5 ms. The same applies to
spontaneous archiving or alarms etc. None of the values are lost.

GENERAL INTERROGAON

As envisaged in the IEC 60870 standard, the driver automatically send$éeeral Interrogation
C_IC_NA_tb the PLCs straight after the connection is established. The driver sends the initial general
queries for all sectorsGOA) that have been defied in the driver configuration.

If, on a sector COA), during an ongoing general interrogationGOT_actterrmot yet received), arend

of InitializatiorM_EI_NA ik received, the Gl request is canceled and started again. If the initial general

query has na yet been completed for theCOA, the driver will refuse any attempt to trigger 845.764

command. The error message in LOG iBdke to unconnected devioe. Only once the i n
has been completed a OWHLETBdy agsetabVyval ien ¢cdhmemaredtioo
by the driver to the slave.

Note: If the initial Gl requests are completed, the driver sets the value of the communication status
variable 00 COAQIOA Q to 5.

A general request can be triggered manually atlater time. In order to do so, a BOOL variable tfpe
ID T100must be written to. ThdOA of these variables must b&. The value of this variable swhilst
the general request is running. If the time general request could not be carried out correchis
variable will get the statuNVALID Variables of typ€l 100can be created separately for every sector
(COA). This allows you to check whether the sectors of a slavevice) can be reached.

COMMUNICATION STATUS(APPLICATION LAYER)

The curent communication status of the connection to the 870 slave can be requested via a USINT
variable of thetype ID TOO internal stateCOA 0 and IOA 0. If the value of this variable 5 this means
that there is a running, valid IEC 608Application Laye and the general query has been completed
successfully.

Note : TheApplication Layerof the driver is the same for both IEC 60878 101 as well as IEC
60870 5-104 communication.

TCP/IP CONNECTION &C 608705-104 DATALAYER)

The driver also supports, as ditC 608765-104 master, connections to 870 slaves via dual Ethernet
networks. This is configured in the configuration dialog of the driver in the option 8Fcondary
connection . If the Secondary connection is configured, the driver can also use the redundancy of the
Data Layerin accordance with the rules of Edition 2 of the IEC 6083004 standard. This is optionally
activated with theRedundancy according to 870 -104 ed. 2.0checkbox.
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In the event of a I&s of connection, the server automatically carries out all necessary procedures for the
reconnections or the switching betweeRrimary and Secondary connections.

Example:

Without redundancy in accordance with Edition 2:

If the connection is interrupted @ Primary, all variables (messages and commands) get the status bit
INVALID The driver automatically attempts to establish this connection again in the background. If this is
not possible, the driver attempts to establish a connection to the controllex the Secondary

connection . If the connection is successful, the driver sends the general qu€rMC_NA )1After the
connection has been successfully established or reestablished, the values of the variables of the
messagesT0:T37) are marked with thestatus bitSPONTor GI. The variable of the commands that are
solelywrite-only remain unchanged (value ANVALID until a respective bit is set (= a command is

given).

} If the driver has successfully switched to tBecondary connection, this connectionis used for
communication until the connection is disconnected. The next time there is a disconnection,
there is another automatic attempt to switch to thBrimary connection .

} Ifthe 870 slave cannot be reached by either communication method, the driveeatpts to
establish a connection every 30 seconds. In doing so, fPrémary connection and Secondary
connection are used alternately to establish a connection.

STATUS OF THE DL LAR FOR TCP/IP

The status of theData Link Layeconnection to an IEC6087%3-104 controller can be read with the help
of a TOO internal statdype ID variable andCOA 0 and IOA 1 The variable provides information on
which of the two IPs the driver is currently using for communication. In the eventdifi@n 2
redundancy, information on the availability of thBata Link Layeis also provided.

Bit 0 Connection status of the primary connection IP

Bit 1 Displays whether the primary connection is active (is used
communication)

Bit 4 Connection status of the secondary connection IP

Bit 5 Displays whether the secondary connection is active (is us
for communication)

Following the IEC 608%8-104 standard, the availability of bothata Link Layersan be checked for
Edition 2 redundancy. The driver sends t#PCl framesTESTFR actat time intervals of the timeout
T3 (default value20 9. ATESTFR cois expected from the slave as a confirmation. If ti&STFRame
remains unconfirmed for timeotT1(default valuel53, the bit0O or 4 of the status DL layer variable is
reset accordingly. If it is a currentlgctive IP connection, it triggers the switching of the 1Fhe driver
sends aSTARTDT acb the other IP.
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Note: For the redundant connectins via land lines, Edition 2 of the standards proposes shortening the
T3 timeout.

MANUAL SWITCHING OFTHE TCP/IP CONNECTI®
¥ |nformation

Only available if you have activated tHeedundancy according to 60870 -104
edition 2.0 option in the driver.

You trigger manual switching to the redundant connection with the help of the drivgrecific command
104_MANUAL_SWITCHnet address'The'net addressValue stands for the corresponding network
address of the slave.

Example: create zenondriver commands function and select thedriver specific commandption in the
driver command property. This opens the additiondDriver-specific command input field. Write the
following text in the input field104_MANUAL_SWITCH 1

If the function is called up in the Runtime, by means obatton for example, the driver will switch
between both redundant IP addresses for the connection that has thet address 1in its configuration.
With the currentlyactive IP connection to the slave with net addressthe driver sends arAPClframe
with STOPDT acand with the previously passive FPa STARTDT act

FILETRANSFER

There are three functions implemented fdhe file transfer:
1. Request folder informatiof{DIR)
2. Get file from the PLGGET)
3. Send file to the PLEPUT)
4. Delete file from the PLEDEL)

1ST REQUEST DIRECTORNFORMATION (DIR)

To request the folder information:
1. Create two string variables in your zenon project:

a) The first variable is acall directory, call file " type variable (T122) (hereinafter called a
command variable). It can also be used to obtain and delete files.

a) The second variable o d i r etgpe O't28) is only used for the result of the folder query.
It receives the folder content as legible text. For this reason, its size (string length) should
correspond to the maximum size of the file name (including thelder) in the PLC.
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2. For the command variable (T122), set the valldR' (for the root directory) or DIR
<IOA>.<NOF>"

If the folder has been successfully received:
}  The command variable changes its value RIR OK

}  The folder variable (T126) contains the received folder content.
One line of this text has the following forma&lOA>.<NOF>;<File length>;<Time stamp>;SOF

2. GET FILE FROM THELC (GET)
To get a file from the PLC, set the valu&ET <IOA>.<NOF2 for the command variable (T122).

If the file has been successfully received:

} Ifitis saved in the folder that was defined &rectory for file transfer in the driver dialog
basic settinggon page 16

} The command variable changes its value t6ET OK

} A subfolder is created for each COA

An active file transfer can be canceled by setting the val@ANCELto the command variable (T122).

The driver thus does not expect any further segments of data andl aliso not request any further

sections of the file. A deactivation is not sent to the PLC however. The file for which the transmission was
cancelled is not saved.

B Example

Getthe file with IOA 1100 and NOF 'transparent' (1) from sector 151 if the folder was
defined in the driver configuration as "CFEMRIEC870":
}  Send the target valueGET 1100:10 a variable of type T122, COA 151 und IOA 0

}  Thefile is stored aCATEMRIEC8701511100.1

3. SEND FILE TO PL(PUT)
To send a file to the PLC, set the valuBUT <IOA>.<NOF2 for the command variable (T122).

A file from the COA folder is sent. This folder is a subdirectory of the directory that is defined in the
driver dialay basic settinggon page 16, in the Directory for file transfer in Control Direction input
field.

Note: This folder must be created manually by the user.

If the file has been successfully sent:

}  The command variable changes its value RUT OK
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If the transfer is in progressPUT BUSYis displayed. An active file transfer can be canceled by setting
the value 'CANCELto the command variable (T122).

4TH DELETE FILE FROWVHE PLC (DEL)
To delete a file on the PLC, set the valuBEL <IOA>.<NOF>for the command variable (T122).

If the file was deleted successfully, the command variable changes its valuBib 'OK

ERROR HANDLING

If an error occurs when the file transfer is carried outetcommand variable changes its value t&XXX
ERROR(XXX = DIR, GET, PUT or DEL) and the driver optionally writes an entry into the log file (see also
error analysigon page 85)).

TIME SYNCHRONIZATION

By writing to a variable of Type I@_CS_NA_(T103, the current time of the PC is sent to the PLC. The
IOA of these variables must bé.
Ti me sy nc hrnomtoringadirectiom : i n 0

The driver offers the possibility to accept and evaluate a T103 tedegin Monitoring Direction- from

the device. If the device sends an ASDU<103> with COT=3, the time on the PC will be taken from the
device, however only if the difference between the device time and the PC time does not exceed the
configured maximum diff erence (see the Basic setting in the driver dialog).

STATUS BIT WRSUC (BT 41)

If, for aWrite set value or Write recipe action or command processing, a write confirmation has been
requested WR_ACK this status bit is set accordingly after the command has been s@@T_ac). There
is no wait forCOT_actcon

STATUS BIT BL_870 (B 44)

Indicates IEC statuslocked The value is blocked for transferring and remains in the status it had before
it wasblocked. This status bit can be selectedMulti reaction matricesin Combined elementsand in
the Interlocking formula

In VBA the top 32 bits can be polled witBtatusExtValue()Vith SetValueWithStatusExd)l 64 status bits
can be polled.
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STATUS BITSB_870 (BIT 45)

Indicates IEC statusubstituted The value was set by an operator or an automatic source. This status bit
can be selected irMulti reaction matricesin Combined elementsand in the Interlocking formula

In VBA the top 32 bits can be poltewith StatusExtValue(Vith SetValueWithStatusEx{)l 64 status bits
can be polled.

STATUS BIT NT_870 (B 46)

Indicates IEC statusot topical The value was not updated or was not available for a certain period of
time. This statudbit can be selected ifMulti reaction matricesin Combined elementsand in the
Interlocking formula

In VBA the top 32 bits can be polled witBtatusExtValue()Vith SetValueWithStatusEx{)l 64 status bits
can be polled.

STATUS BIT OV_870 (B 47)

IndicatesOverflow The value lies outside the predefined bandwidth.

STATUS BIT SE_870 (B 48)

Corresponds to IEQualifier S/Eand is used in conjunction with th&elect before operate functionality:
serves to distinguish betweeBelect and Executestatus of a command.

STATUS BITS COTX (BB 32..37)

The received value of th€ause of TransmissionseelEC6087&b-101 7.2 Bis portrayed to the status
bits COTx

STATUS BIT T_INVALKIT 49)

The status bit T_INVAL (real time invalid) is set by driver IEC870 if the received real time stamp is marked
as invalid. In this case, the local PC time is stamped.

Note: In the process gateway IEC870 slave, this status bit is forwarded in the directiomesfaging in
the time stamp.

ASDUS WITH "TIME TAGCP24TIME2A"

The time information of typeCP24Time2aonly contains minutes, seconds and milliseconds. Date
information (year, month, day) and information about to the hour is not transferred. The drivererév
to the PC clock in order to complement the missing time information (year, month, day and hour). If a
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CP24Time2awith a difference of more than plus/minus 30 minutes is received, the driver corrects the
time stamp automatically by one hour plus/minugt this a possible date change is also considered.

Note: This does not influenc&€P56Time2atime stamps.

HYSTERESIS HANDLING

In general the driver supports hysteresis. The hysteresis is only considered for numeric data types if
hysteresis<>0 was configugk For variables with hysteresis=0 and for variables of type BOOL or
STRING, the driver sends all received values to the Runtime.

SELECT & EXECUTE

In order to be able to use Select & executéa command processing must be executed. In addition, the
Select Before Operate property must be activated for the command variables. At the first stage of the
action, the driver sends &electommand- an ASDUwith IECQualifier S/Eequals 1gelect. TheSE_ 870
status bit of the command variable is also sehédre is then anExecutecommand - an ASDUwith IEC
Qualifier S/Eequals 0 éxecutg, or aCancelcommand- an ASDUwith COT 8 A Cancel(deactivation

can only be triggered from a twestage action- if the user cancels the command during execution of
the action, instead of confirming it.

If the value is set directly not by a command processing action then:
}  The driver ignores theSelect Before Operate property of the command variable

}  The driver uses thedirect executtcommand and sends the command with the IBQualifier
S/E= 0 (executg.

LIMITATIONS

} See IEC608%B-101/104 interoperability list for information about supported communication
parameters and type names.

}  "select and executecan only be used for command processing. Otherwisdirect executéis
always used.

6.1 Mapping of double point values

Double Point Value Mapping Is a standard function of the zenon Energy driver. It only influences
zenon Runtime and has neffect on the driver communication with a device. Configuration is carried
out in the driver settings in theBasic Settings tab.

Note: It is recommended that you leave thBeactivate standard double point value mapping
option in the driver configuration as the default, inactive.
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The driver use®ouble Point Value Mappindo convert values so that they are displayed in a
userfriendly manner. However this only applies to the HMI.

The driver always communicates with onedice with values foDouble Pointswith 2-bit information.
This corresponds to the definitions of the energy standard. That means:

Intermediate Switches are neither open nor closed, fo
example theEnd Positionhas not yet
been reached

Off 01b 1 Switch open
On 10b 2 Close switch/switch closed
Fault 11b 3 Error

Double Pointsare coded with 2bits in the energy sector for historical reasons: The transmissioa of
telegram to a serial connection (RS232) with a series of values that only coftaias not safeguarded
against transmission errors. In order to increase the certainty, it was decided in the first standards that
the value forOFF is not to be sent a€) but as01h which corresponds to decimal TheseDouble

Point Valuesalso precisely reflect the type of how two sensors record the physical position of a switch.

However, the values sent this way may be confusing for people:
} OFF=1
} ON=2
Humans are usd to all other devices and systems:
}  OFF=0
} ON=1
At the same time in the same standard, tHgingle Point Valueare defined withOFF= 0 and

ON=1

In order to avoid dangerous incorrect actions by the user, the zenon Energy driver offers its Dauble
Point Value Mapping Without DPI Mapping the user must always be aware of the technical level on
which they are acting and receiving or sending information. In stress situations, this can very easily lead
to serious errors, for example ®N is sern instead of OFF

MAPPING BEFORE HMI

With the Double Point Value Mappingall Double Pointsin zenon have the following values:
} Intermediate= 2
} Off=0
} On=1
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}  Fault=3
¥ |nformation

This function can be deactivated in the driver settings. However some features
such asCommand Processingr ALCcan no longer be used then.

Recommendation: Do not use numerical elements and numerical values to
displayOFF/ONor OPEN/CLOSHJsecombined elementswith graphic symbols
or text elements instead.

DCS MAPPING IN DOUBEE COMMAND

In general, the following applies: If a set value is written to a command variable, the value is written to
the PLC. The value is normally written to ticentroller exactly as it is.

However, if this command variable is:
} Type ID T46 or T59

} and has the value <3
communication to the controller is mapped:

Because DCS consists of two bits, all higher values are cut off and not sent. That means:

zenon value DCS value Meaning

0 =00b 0lb =1* Off

1=01b 10b =2* On

2=10b 00b = O* Intermediate
3=11b 11b=3 Fault

4 = 100b 00b=0 Intermediate
5=101b 0Olb=1 Off

6 =110b 10b =2 On
7=111b 11b=3 Fault

*mapped value

Values>4 are communicated to the controller as unmapped.
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6.2 TLS encrypted communication

Encrypted communication between the IEC870 driver and the PLC is configured in the configuration file
of the driver. This configuration file is in the project éwdr in the following subfolder by default:
\zenon customdrivers.

The save location and the naming of the configuration file can also be configured in the driver dialog in
the Basic settings (on page 16 tab in the Configuration File name option.

Hint: You can switch to the project folder in the zenon Editor with ti@rl + Alt + E keyboard
shortcut.

This configuration must contain the following entries:

*k%k LINK *k%k

The parameters of a secured connection can be configured separately for each connection.

[TLS activated] Type of secure communication

} 0: deactivated
No encrypted communication

} 1:activated
Communication is in encrypted form on
the basis of the following parameters

Default:0

[Encryption process list] List of the supported encryption processes. The li
contains an abbreviation in openSSL format.

[Certificate] Name of the TLS certificate.
The default save location is configured with the
entry for the[save location of the certificates]
(TLS_CERTIFICATE_STORE_PATHH)e TLS
certificate must be present in th®RIVATEfolder.

[Identification certificate] Client certificate identification used.

The client certificate must contain th8UBJECT
configured here. The connection is disconnected i
they do not correspond.

[Time until the key is renewed] Maximum duration of a key used before it is
replaced.
Only the key is renewed. The certificate is not
updated in the process. The certificate is renewec
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after expiry of the configured time. Time indicatior
in seconds.

Default43200

[Amount of data until the key is renewed] Amount of data for which a key is used lhere it is
renewed.

The encryption is renewed after the configured
amount of data has been transferred. The
certificate is not updated in the process. Indicatior

in bytes.

Default10485760
[Maximum duration of an encrypted Maximum duration ofan encrypted connection
connection] before it is renewed.

The encryption is reinitialized after the configured
time has expired. In doing so, certificates and the
key are replaced for new ones. Time indication in
seconds.

Default86400

[Maximum transferred amount of data of  Amount of data for which an encrypted connectior
an encrypted connection] is used before it is renewed.

The encryption is reinitialized after the configured
amount of data has been reinitialized. In doing so.
certificates and the key are replaced for new ones
Indication in bytes.

Default1048576

[checking interval of th&@REVOCATIONIST] Time interval for the check to see whether the
certificate currently being used is included in the
REVOCATION LIST

The encrypted onnection is no longer secure if
the certificate is included in th&@EVOCATION
LIST The connection is terminated. Time indicatio
in seconds.

Default21600
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*** TLS CONTEXT ***

The configuration of the save location of the certificates is applicable fur triver and cannot be
configured individually per connection.

[save location of the certificates] Absolute save location of the certificates. This bas
directory must contain the two subdirectorieGA
and PRIVATE

} CA
for trusted certificates

and

}  PRIVATE
for your own certificates

EXAMPLE

1

sk | |NK *e*
29

1

Link1

0
192.168.0.230
2404

1

0.0.0.0

15000

63|87



10000
20000

12

0

0

[TLS activated]

[Encryption process list]

[Certificate]

[Identification certificate]

0 [Time until the key is renewed] in seconds

0 [Amount of data until the key is renewed]

0 [Maximum duration of an encrypted connection]

0 [Maximum transferred amount of data of an encrypted connection]
0 [Checking interval of the REVOCATION LIST] in seconds
1

*** SECTOR ***

2

Sectorl

1

1

% TLS CONTEXT ***

1

C\Certificategsave location of the certificates]
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7 Driver command function

The zenonDriver commands function is to influence drivers using zenon.
You can do the following with a driver command:

} Start
} Stop
}  Shift a certain driver mode

} Instigate certain actions

Note: This chapter describes standard functions that are valid for most zenon drivers.
Not all functions described here are available for every driver. For example, a driver that does not,
according to the data sheet, support a modem connection also does not have any modem functions.

A Attention

The zenonDriver commands function is not identical to driver commands that
can be executed in the Runtime with Energy drivers!

CONFIGURATION OF THEEUNCTION

Configuration is carried out using th®river commands function.
To configure the function:

1. Create anew functionin the zenon Editor.
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The dialog for selecting a function is opened

Select a function

Functions selection

-3y, Add-In
[-E+d AML and CEL

- ™1 Application

- Batch Control

EJ---“ Historian

[ ! Message Control

E]---,#i Metwork

(- [®] Recipes

E]---a_] Report Generator/Report Viewer /Analyzer
- % Screens

w63 Script

E]---= Shift Management

E]---‘B User Administration

E]---. Variable

-5 VBA

[0 VSTA

-4 Windows

Quick help

2. Navigate to the nodeVariable.
3. Select theDriver commands entry.

The dialog for configuration is opened

Driver commands

Settings
Drivers

Current status

Privers

Driver command

| <Mo command >

[ show this dialog in the Runtime

4. Select the desired driver and the required command.

5. Close the dialog by clicking oK and ensure that the function is executed in the Runtime.
Heed the notices in theDriver command function in the network  section.
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DRIVER COMMAND DIALGE

Driver commands
Settings
Drivers
{1 11231, — Driver for internal variables ~
Current status
privers

Driver command
Driver-spedific command w

Driver-specific command

[ show this dialog in the Runtime

Cancel

Help

Driver

Current condition

Driver command

Driver-specific command

Show this dialog in the Runtime

Selection of the driver from the drogdown list.
It contains all drivers loaded in the project.

Fixed entry that is set by the system.
Has no function in the current version.

Selection of the desired driver command from a
drop-down list.

For details on the configurable driver commands, see
the available driver commands section.

Entry of a command specific to the selected driver.

Note: Only available if, for thedriver command
option, the driverspecific commandhas been selected.

Configuration of whether the configuration can be
changed in the Runtime:

}  Active This dialog is opened ithe Runtime
before executing the function. The configuration
can thus still be changed in the Runtime before
execution.

}  Inactive The Editor configuration is applied in th
Runtime when executing the function.

Default:inactive
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CLOSE DIALOG

OK Applies settings and closes the dialog.
Cancel Discards all changes and closes the dialog.
Help Opens online help.

AVAILABLE DRIVER COMANDS

These driver commands are availabledepending on the selected driver:

Driver command Description

<No command> No command is sent.
A command that already exists can thus be removed
from a configured function.

Start driver (online mode) Driver is reinitialized and started.
Note: If the driver has already been started, it must be
stopped. Only then can the driver be ranitialized and
started.

Stop driver (offline mode) Driver is stopped. No new data is accepted.

Note: If the driver is in offline mode, all variables that
were created for this driver receive the statssvitched
off (OFF Bt 20).

Driver in simulation mode Driver is set into simulation mode.
The values of all variables of the driver are simulated |
the driver. No values from the connected hardware (e.
PLC, bus system, ...) are displayed.

Driver in hardware mode Driver is set into hardware mode.
For the variables of the driver the values from the
connected hardware (e.g. PLC, bus system, ...) are
displayed.

Driverspecific command Entry of a driverspecific command. Opens input field ir
order to enter a command.

Activate driver write set value Write set value to a driver is possible.
Deactivate driver write set value Write set value to a driver is prohibited.

Establish connection with modem  Establish connection (for modem drivers)
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Driver command Description

Opens the input fields for te hardware address and for
the telephone number.

Disconnect from modem Terminate connection (for modem drivers)

Driver in counting simulation mode Driver is set into counting simulation mode.
All values are initialized witB and incremented in the
setupdate time byl each time up to the maximum
value and then start ab again.

Driver in static simulation mode No communication to the controller is established. All
values are initialized wit.

Driver in programmed simulation The values are calculated by a freeprogrammable

mode simulation project. The simulation project is created
with the help of the zenon Logic Workbench and runs
in the zenon Logic Runtime.

DRIVER COMMAND FUNCTON IN THE NETWORK

If the computer on which theDriver commands function is executed is part of the zenon network,
further actions are also carried out:

} A special network command is sent from the computer to the project server.
It then executes the desired action on its driver.

} In addition, the Serverends the same driver command to the project standby.
The standby also carries out the action on its driver.

This makes sure that Server and Standby are synchronized. This only works if the Server and the Standby
both have a working and independent conneicin to the hardware.

8 Interoperability

This companion standard presents sets of parameters and alternatives from which subsets must be
selected to implement particular telecontrol systems. Certain parameter values, such ashthieecof
'structured’ or'unstructured' fields of the informationobject address of ASDUs represent mutually
exclusive alternatives. This means that only one value of the defined parameters is admitted per system.
Other parameters, such as the listed set different process information incommand and in monitor
direction allow the specification of the complete set orsubsets, as appropriate for given applications. This
clause summarizes theparameters of the previous clauses to facilitate a suitable selectiasgecific
application. If a system is composed of equipment stemming from different manufacturers, it is
necessary that all partners agree on the selected parameters.
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The interoperability list is defined as in IEC 60830.01 and extended with parameteused in this
standard. The text descriptions of parameters which are not applicable to this companion standard are
strike-through (corresponding check box is marked black).

NOTE In addition, the full specification of a system may require individuac@n of certain
parameters for certain parts of the system, such as the individual selection of scaling factors for
individually addressable measured values.

The selected parameters should bemarked in the white boxes as follows:

[ ] Function or ASDU is not used

[X] Function or ASDU is used as standardized (default)

[R] Function or ASDU is used in reverse mode

[B] Function or ASDU is used in standard and reverse mode

The possible selection (blank(, R, or B) is $ecified for each specific clause or parameter.

A black check box indicates that the option cannot be selected in this companion standard.

1. SYSTEM OR DEVICE

(systemspecific parameter, indicate definition of a system or a device by marking one offtil®wing
with ' X"

[ ] System definition

[ X] Controlling station definition (Master)
[ ] Controlled station definition (Slave)

2. NETWORK CONFIGURAION: 101 ONLY

(network -specific parameter, all configurations that are

used are to be marked ' X ")
Configuration types

[X] Pointto-point [X] Multipoint-partyline

[ X] Multiple pointto-point [ ]  Multipoint-star

3. PHYSICAL LAYERO1 ONLY

(network specific parameter, all interfaces and data rates that are used to be marked 'X")
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TRANSMISSION SPEEDOONTROL DIRECTION)

Unbalanced Unbalanced interchange Balanced
interchange Circuit V.24/V.28 interchange

Circuit V.24/V.28 Recommended if >1 200 Circuit X.24/X.27
Standard bit/s

[X] 100 bit/s [X] 2400 bit/s [ ] 2400 bit/s
[X] 200 bit/s [X] 4800 bit/s [ ] 4800 bit/s
[X] 300 bit/s [X] 9600 bit/s [ ] 9600 bit/s
[X] 600 bit/s [ ] 19200 bit/s
[X] 1200 bit/s [ ] 38400 bit/s

[ ] 56000 bit/s

[ ] 64000 bit/s

TRANSMISSION SPEEDMONITOR DIRECTION)

Unbalanced Unbalanced interchange Balanced
interchange Circuit V.24/V.28 interchange

Circuit V.24/V.28 Recommended if >1 200 Circuit X.24/X.27
Standard bit/s

[X] 100 bit/s [X] 2400 bit/s [ ] 2400 bit/s
[X] 200 bit/s [X] 4800 bit/s [ ] 4800 bit/s
[X] 300 bit/s [X] 9600 bit/s [ ] 9600 bit/s
[X] 600 bit/s [ ] 19200 bit/s
[X] 1200 bit/s [ ] 38400 bit/s

[ ] 56000 bit/s
[ ] 64000 bit/s

4. LINK LAYER: 101 LY

(network specific parameter, all options that are used are to be marked". Specify the maximum
frame length. If a norstandard assignment of class 2 messages is implemented for unbalanced
transmission, indicate the Type ID and COT of all messages assigned to class 2.)

Frame format FT 1.2, single character 1 and the fixed takinterval are used exclusively in this
companion standard.
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Link transmission Frame length Address field of the link

[ ] Balanced [255] Maximum length L [ ] not present (balanced transmission
transmission (number  only)

of octets)
[X] Unbalanced [ X] One octet

transmission
[X] Two octets
[ X] Structured
[ X] Unstructured

When using an unbalanced link layer, the following ASDU types are returned in class 2 messages (low
priority) with the indicated causes of transmission:

[ ] The standard assignment of ASDUSs to class 2 messages is used as follows:

9,11, 13,21 <1>

[ ] A special assignment of ASDUs to class 2 messages is used as follows:

any* any
*assignment of any ASDU type to class 2 as well to class 1 is supported

Note: (In response to a class 2 poll, a controlled station may respond with class 1 data when there is no
class 2 data available).

5. APPLICATION LAYER

TRANSMISSION MODE F®& APPLICATION DATA

Mode 1 (Least significant octet first), as defined in 4.10 of6B&70-5-4, is used exclusively in this
companion standard.

COMMON ADDRESS OF ABU

(systemspecific parameter, all configurations that are used are to be marked')
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[ X] Oneoctet | [X]  Two octets

INFORMATION OBJECT RDRESS

(systemspecific paraneter, all configurations that are used are to be marke&X")

[ X] One octet [ X] Structured
[X] Two octets [X] Unstructured

[X] Three octets

CAUSE OF TRANSMISSIO

(systemspecific parameter, all configurations that are used are to be marked')

[X] Oneoctet |[X] Two octets (with originator address).
Originator address is set to

zero if not used

LENGTH OF APDU

(systemspecific parameter, all configurations that are used are to be marked’)
The maximum length of the APDU is 253 (default). The maximum length may be reduced by the system.

[253] Maximum length of APDU per system
SELECTION OF STANDARASDUS

PROCESS INFORMATIONN MONITOR DIRECTION

(stationspecific parameter, mark each Type IX" if it is only used in the standard directionR" if only
used in the reverse direction, andB ' if used in both directions).

[X] <1> := Single-point in formation M_SP_NA_1

[X] <2> := Single point information with time tag M_SP_TA_1
[X] <3> := Double-point information M _DP_NA 1
[X] <4> := Double-point information with time tag M_DP_TA 1
X <5> := Step position information M ST NA 1
pp
[X] <6> := Step position information with time tag M_ST TA 1
X <7> := Bitstring of 32 bit M_BO_NA 1
g
[X] <8> := Bitstring of 32 bit with time tag M_BO TA 1
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[X] <1> := Single-point in formation M_SP_NA 1

[X] <9> := Measured value, normalized value M_ME_NA_1

[X] <10> := Measuredvalue, normalized value with time tag M _ME TA 1

[X] <11> := Measured value, scaled value M _ME NB 1

[X] <12> := Measured value, scaled value with time tag M_ME _TB 1

[X] <13> := Measured value, short floating point value M_ME_NC 1

[X] <14> := Measured value, short floating point value with time tac M_ME_TC_1

[X] <15> := Integrated totals M_IT NA 1

[X] <16> := Integrated totals with time tag M_IT TA 1

[ ] <17> = Event of protection equipment with time tag M EP TA 1

[ ] <18> = Packed start events of protection equipment with time M_EP_TB_1
tag

[ ] <19> = Packed output circuit information of protection M EP TC 1
equipment with time tag

[ ] <20> :=Packed singlepoint information with status change M_SP_NA 1
detection

[ ] <21> = Measured value, normalized value without quality M_ME_ND_1
descriptor

[X] <30> := Single point information with time tag CP56Time2a M SP TB 1

[X] <31> := Double-point information with time tag CP56Time2a M_DP_TB_1

[X] <32> := Step position information with time tag CP56Time2a M_ST TB 1

[X] <33> := Bitstring of 32 bit with time tag CP56Time2a M_BO_TB_1

[X] <34> := Measured value, normalized value with time tag M_ME_TD 1
CP56Time2a

[X] <35> := Measured value, scaled value with time tag CP56Time. M_ME_TE_1

[X] <36> := Measured value, short floating point value with time tac M_ME_TF_1
CP56Time2a

[X] <37> := Integrated totals with time tag CP56Time2a M IT TB_ 1
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[X] <1> := Single-point in formation M_SP_NA 1

[ ] <38> :=Event of protection equipment with time tag M_EP_TD_1
CP56Time2a
[ ] <39> .= Packed start events of protection equipment with time M_EP_TE 1

tag CP56Time2a

[ ] <40> :=Packed output circuit information of protection M_EP_TF_1
equipment with time tag CP6Time2a

Either the ASDUSs of the set <2>, <4>, <6>, <8>, <10>, <12>, <14>, <16>, <17>, <18>, <19> or of the
set <30> 0 <40> are used.

PROCESS INFORMATIONN CONTROL DIRECTION

(stationspecific parameter, mark each Type IX" if it is only used in the standard directionR" if only
used in the reverse direction, andB ' if used in both directions).

[X] <45> := Single command C_SC_NA_1
[X] <46> := Double command C DC NA 1
[X] <47> := Regulating step command C_RC NA 1
[X] <48> := Set point command, normalized value C SE NA 1
[X] <49> := Set point command, scaled value C_ SE NB 1
[X] <50> := Set point command, short floating point value C_SE NC_1
[X] <51> := Bitstrhg of 32 bit C_ BO_NA 1
[X] <58> := Single command with time tag CP56Time2a CSCTA 1
[X] <59> := Double command with time tag CP56Time2a C DC TA 1
[X] <60> := Regulating step command with time tag CP56Time2a C RC _TA 1
[X] <61> := Set point command, normalized value with time tag C SE TA 1
CP56Time2a
[X] <62> := Set point command, scaled value with time tag C SE TB 1
CP56Time2a
[X] <63> := Set point command, short floating point value with time C_SE_TC 1

tag CP56Time2a
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[X] <64> := Bitstring of 32 bit with time tag CP56Time2a C BO TA 1

Either the ASDUSs of the set <458 <51> or of the set <58>0 <64> are used.

SYSTEM INFORMATIONN MONITOR DIRECTION

(stationspecific parameter, markX" if used)

[ ] <70> = End of M _EI NA 1
initialization
SYSTEM INFORMATIONN CONTROL DIRECTION

(stationspecific parameter, mark each Type IX" if it is only used in the standard directionR" if only
used in the reverse direction, andB ' if used in both directions).

[X] <100> := Interrogation command C IC_ NA 1

[ ] <101> :=Counter interrogation command C CILNA 1

[ ] <102> :=Readcommand C_RD_NA_1
[X] <103> := Clock synchronization command C_CS NA 1
[ ] <104> :=Testcommand C_TS_NA_1
[ ] <105> :=Reset process command C_RP_NA_ 1
[ ] <106> :=Delay acquisition command C_CD_NA_1

[ ] <107> :=Test command with time tag CP56Time2e C_ TS TA 1

PARAMETER IN CONTRODIRECTION

(stationspecifc parameter, mark each Type IDX " if it is only used in the standard directionR" if only
used in the reverse direction, andB ' if used in both directions).

[ ] <110> := Parameter of measured value, normalized valu¢e P_ME_NA_1
[ ] <111> := Parameter of measured value, scaled value P_ME NB 1
[ ] <112> = Parameter of measured value, short floating P_ME_NC_1
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point value

[ ] <113> :=Parameter activation

FILE TRANSFER

P_AC_NA_1

(stationspecific parameter, mark each Type IX" if it is only used in the standard directionR" if only
used in the reverse direction, andB " if used in both directions).

[B] <120>
[B] <121>
[B] <122>
[B] <123>
[B] <124>
[B] <125>
[X] <126>

:= File ready

:= Section ready

:= Call directory, select file, call file, call section
:= Last section, last segment

:= Ack file, ack section

= Segment

direction}

TYPE IDENTIFIER ANITAUSE OF TRANSMISSNDASSIGNMENTS

(stationspecific parameters)

Shaded boxes: option not required.
Black boxes: option not permitted in this companion standard
Blank: functions or ASDU not used.

Mark Type Identification/Cause of transmission combinations:
' X" if only used in the standard direction;

"R'"if only used in the reverse direction;

'B'if used in both directions.

F FR_NA_1

F SR NA 1

F SC_NA 1

F LS _NA_1

F_AF NA 1

F SG_NA_1

:= Diredory {blank or X, only available in monitor (standard) F DR _TA 1

Type identification

Cause of transmission

20 |37
1|2 |3|4|5|6|7]|8/|9]|10 |11 |12 |13 |to |to |44
36 |41
<1> [M_SP NA 1 X | X X | x 20
<2> [M_SP_TA 1 X X | X
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Interoperability ﬂ

Zenon

Type identification Cause of transmission

<3> |M_DP_NA_1 X

N
o

<4> |M_DP TA 1

<5> |[M_ST NA_ 1

N
o

<6> |M_ST TA 1

<7> |M_BO NA 1

<8> |M_BO_TA 1

<9> [M_ME_NA_1

N
o

<10> |M_ME_TA 1

<11> |M_ME_NB_1

N
o

<12> |M_ME_TB_1

N
o

N
o

<13> |M_ME_NC_ 1

<14> |[M_ME_TC 1

<15> |M_IT_NA_1

<16> |M_IT.TA 1

<17> |[M_EP TA 1

<18> |M_EP TB 1

T D D o D Do o [ [

<19> |M_EP_TC_1

<20> |M_PS_NA 1

<21> |M_ME_ND 1 .

<30> |M_SP_TB_1

<31> |M_DP_TB_ 1

<32> |M_ST_TB 1

<33> |M_BO TB 1

<34> |[M_ME_TD 1

<35> |M_ME_TE_1
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