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1 Welcome to COPA-DATA help

ZENON VIDEO-TUTORIALS

You can find practical examples for project configuration with zenon in &ouTubechannel
(https://www.copadata.com/tutorial_men The tutorials are grouped according to topics and give an
initial insight into working with different zenon modules. All tutorials are availabl&nglish.

GENERAL HELP

If you cannot find any information you require in this help chapter or can think of anything that you
would like added, please send an email tbcumentation@copadata.com

PROJECT SUPPORT

You can receive support for any real pject you may have from our Support Team, who you can
contact via email asupport@copadata.com

LICENSES AND MODULES

If you find that you need other modules or licenses, our staff will be happy to help you. Email
sales@copadata.com

2 KDNP1

TheKDNP1 driver is for communication with KepcoDNP1 protocol, which is based on the DNP3
standard. In doing so, the driver acts asMaster. At protocol level, serial communication and IP
communication to severaDutstationsare supported via TCP.

} TheKDNP1 driver polls for objects. This polling is cyclical. In addition, this polling can be
activated or deactivated with a driver command.

}  In addition, the driver supports communication witGonfirmed Data link layerTo do this, the
Data link confirm property in the Outstation driver dialog can be activated. Timeout and the
number of attempts can be configured for this property.
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DEFINITION OF TERMS

In order for you to understand this document better, please find the definition of important terms in the
following list.

Master Controlling station. AMaster sends read queries and control queries to the
Outstation.
Objekt Group Data type or data type in theDutstation with a defined functionality.

Examples of assignments:
}  Object Group30 s a statistical analog entry.
}  Avalue change for an analog input is assigned @bject Group32
}  Object Group40Qis for reading an analog output.

}  Object Group4lis for writing to an analog output.

Outstation SPS or RTU in KDNP1. An Outstation is aslave at protocol level and sends
data to the Master on request.

Point Equivalent of a variable in the Outstation. Point is addressed with @oint
Number (Offsef per Objekt Group, whereby the following is applicabld2oint
12for Object Group 30 andPoint 12for Object Group 32 both have the
same analog input as a basis, b#oint 12for Object Group 1 is a
completelyindependent binary input. The general term for a value, time or
status change i®NP Object.

Variation Format in which theDustation saves a static value or a value change Gfess
O or Class 1, 2 or 3. This can be configured in th@utstation for eachObject
Group or for eachPoint.

TheVariation defines (e.g.)

}  astatic valuelass 0) or a value change, if this is an integer or a
floating point.

} atime stamp is saved or not, or whethédbject Flagsare saved or
not.

COMMUNICATION

The communication is mainly polling. In doing so, the driver carries out a corresponddass Poll
Different polling intervals can be defined for binary inputs, binary outputs and analog inputs.

The driver processes the received values and sends them to the Runtime.
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3 KDNP1! - data sheet

General:

Driver file name
Driver name
PLC types

PLC manufacturer

Driver supports:

Protocol

Addressing: Addres$ased

Addressing: Namebased

Spontaneous
communication

Polling communication
Online browsing
Offline browsing
Realtime capable
Blockwrite

Modem capable

RDA numerical

RDA String

Hysteresis

extended API

Supports status bit
WR-SUC

alternative IP address

KDNP1.exe

Kepco KDNP1 Treiber

Outstations that support the KDNP1 protocol

KEPCO

KDNP1

Address based
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roquromens |

Hardware PC Serial connection; standard network card
Software PC -
Hardware PLC -
Software PLC -

Requires vdll X

Operating systems Windows 10; Windows 7; Windows 8; Windows 8.1; Windows
Server 2008 R2; Windows Server 2012; Windows Server 2012
Windows Server 2016

4 Driver history

15.08.15 21913 Created driver documentation

5 Requirements

This chapter contains information on the requirements that are necessary for use of this driver.

5.1 PC

HARDWARE
}  Serial interface

} Ethernet TCP
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CE

TheKDNP1 driver is not available for CE.

6 Configuration
In this chapter you will learn how to use the driver in a project and which settings you can change.
¥ Information

Find out more about further settings for zenon variables in the gitar Variables
(main.chm::/15247.htyof the online manual.

6.1 Creating a driver
In the Create driver dialog, you create a list of the new drivers that you want to create.

Available drivers Driver mformation
(-] 'Serecher Automation ~ Description:
a3 Data exchange with external programs on file basis, Values are read from a file and displayed resp. archived in zenon, Values can also
& gms be written into a file by zenon.
-] Actisense Supported PLC types:
@) Allen-Bradiey -
-3 Alstom .
B ; Arva ﬁzﬂ&d ‘connection types:
(-] Asfnag
[#-{Z]) Bachmann Supported communication protocols:
-3 BACnet urknown
(- Beckhoff

#-{1]) Bemnecker + Rainer
- () Biffi-Tyco Fiow Control
(2] Bosch Rexroth

The driver is avallable for the following operating systems:
Windows 7, 8, 8.1, 10, Server 2008R2, Server 2012, Server 20122

The driver is avallable for the following CE processors:

[]-{) Brodersen
-0 Buderus Necessary additional hardware on the PC:
#- CAN -
@-3 camoN 3
23 COPA-DATA Necessary additional software on the PC:
8 Archive driver (RAW format) B
89 DDE Clent driver Necessary additional hardware an the PLC:
|- M8 OFC Client v2-0 dri
':WU:nmmﬂ'Wl:fer Necessary additional software on the PLC:
i+ @5 Remote Runtme driver
B SQL Driver
-3 Copalp Driver features:
-2 Costranic RDA euported:  YES
RDA String supported: NO
B-Ecm Addressbased:  YES
-] Daimler Name based: NO
[#-(]) Database Blockwrite: NO
Seriallogging:  NO
-] Dateten External time stamping: YES
®-Zgone3 Modem supported: N
3] Echelon Poling:
(- €18 Spontaneous: NO
-3 Bau Onine browsing: ~ NO
=T Offine browsing: ~ YES.
- Hysteresis: NO
[5)-(1] Bsser -SUC supported:  NO'
-2 Euchner Alternate IP Address: NO
&-{Z] Festo Driver EXE name: DATEI32.exe
-] Fles
-] Gantner

-] GE Automation&Controls

Driver name
Fie driver

Cancel

Help
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Available drivers List of all available drivers.

The display is in a tree structure:

[+] expands the folder sticture and shows the
drivers contained therein.

[-] reduces the folder structure

Default:no selection
Driver name Uniqueldentification of the driver.

Default:Empty

The input field is prefilled with the pre defined
Identification after selecting a driver from the list
of available drivers.

Driver information Further information on the selected driver.
Default:Empty
The information on the selected driver is shown in
this area after selecting a driver.

CLOSE DIALOG

OK Accepts all settings and opens the driver configuration
dialog of the selected driver.

Cancel Discards all changes and closes the dialog.

Help Opens online help.

* |Information
The content of this dialog is saved in the file called Treiber_[Language].xml. Y1

can find this file in the following folder:
CAProgrambData COPADATAZzenor{version number].

CREATE NEW DRIVER

In order to create a new driver:

9|65



1. Rightclick onDriver in the Project Manager and selettew driver in the context menu.
Optional: Select theNew driver button from the toolbar of the detail view of thevariables.

TheCreate driver dialog is opened.

2. The dialog offers a list of Ahvailable drivers.

Available drivers

#1-_] \Sprecher Automation
7@ s

#1788

(8- (] Actsense

#1-{] Allen-sradiey
{0 Alstom

7. Areva

& Asfinag

#- ) Bachmann

¥ (2] BACnet

- (] Beckhoff

#1-{Z] Benecker +Rainer
#-{] Biffi-Tyco Flow Control
-] Bosch Rexroth
[8]-{_] Brodersen

+-_) Buderus

- CAN

-2 CIMON

-] COPA-DATA
{1 Copalp

¥ Costronic

9@ cn

61 ] Daimer

#-{_) Database

¥ ] Dateien

&2 DiP3

#-{_] Echelon

i _JEE

(] Elau

@] ESA

4] Esser

#1-{_J) Euchner

-] Festo

8+ Files

-] Gantmer

{20 GE Automation8Controls
1.2 GE Muitiin

#1-{Z] Gossen Metrawatt
#-_] Heimholz

(2] Hilscher

4. 2] Hitachi

(#1-{Z] Hydrometer
#-{0 1BH

Driver name

Driver information

3. Select the desired driver and name it in tHariver name input field.
This input field corresponds to thédentification property. The name of the selected driver is

automatically inserted into this input field by default.
The following is applicable for th®river name:

}  TheDriver name must be unique.

If a driver is used more than once in a project, a new name has todieen each time.
This is evaluated by clicking on th@K button. If the driver is already present in the project,

this is shown with a warning dialog.

}  TheDriver name is part of the file name.

Therefore it may only contain characters which are supporteylthe operating system.
Invalid characters are replaced by an underscorg (

}  Attention: This name cannot be changed later on.

4. Confirm the dialog by clicking on th@©K button.

The configuration dialog for the selected driver is opened.
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Note: The language of driver names cannot be switched. They are always shown in the language in
which they have been created, regardless of the language of the Editor. This also applies to driver object

types.

DRIVER NAME DIALOG ALREADY EXISTS

If there is already a driver in the project, this is shown in a dialog. The warning dialog is closed by
clicking on theOK button. The driver can be named correctly.

This driver name already exists!
. Please enter an unique driver name!

ZENON PROJECT

The following drivers are created automatically for newdyeated projects:

} Intern
}  MathDr32
}  SysDrv

¥ |nformation

Only the required drivers need to be present in a zenon project. Drivers can be
added at a later time if required.

6.2 Settings in the driver dialog

You can change the following settings of the driver:
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6.2.1 General

The configuraion dialog is opened when a driver is created. In order to be able to open the dialog later
for editing, double click on the driver in the list or click on tlgnfiguration property.

Configuration

ar

GGeneral

9 :
Mode: \ﬂ/
| Hardware A Help

Keep update list in memory
Qutputs writeable

Variable image remanent
Stopped on Standby-Server

| Update time global
Global updatetime in ms:
1000

Priority

Mode Allows to switch between hardware mode and simulatior
mode

}  Hardware
A connection to the control is established.

}  Simulation- static:
No communication between to the control is
established, the values are simulated by the drivel
In this modus the values remain constant or the
variables keep the values which were set by zeno
Logic. Each variable has its own memory area. E.
two variabks of the type marker with offset 79 can
have different values in the Runtime and do not
influence each other. Exception: The simulator
driver.

}  Simulation- counting
No communication between to the control is
established, the values are simulated by ther.
In this modus the driver increments the values
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Keep update list in the memory

Output can be written

Variable image remanent

within a value range automatically.

}  Simulation- programmed
No communication is established to the PLC. The
values are calculated by a freely programmable
simulation project. The simulation project seated
with the help of the zenon Logic Workbench and
runs in a zenon Logic Runtime which is integrated
in the driver.
For details seehapter Driver simulation
(main.chm::/25206.hth

Variables which were requested once are still requested
from the control even if they are currently not needed.
This has the advantage that e.g. multiple screen switche
after the screen was opened for the first time are
executed faster because the variables need not be
requested again. The disadvantage is a higher load for tl
communication to the control.

}  Active
Outputs can be written.

}  Inactive
Writing of outputs is prevented.

Note: Not availablefor every driver.

This option saves and restores the current value, time
stamp and the states of a data point.

Fundamental requirement: The variable must have a val
value and time stamp.

The variable image is saved in hardwareoate if one of
these statuses is active:

}  User statusM1(0) to M8 (7)
}  REVISION(9)
} AUS(20)
}  ERSATZWERT(27)
The variable image is always saved if:
}  the variable is of the object typ®river variable

}  the driver runs in simulation mode. (not
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Stop on Standby Server

Global Update time

programmed simulation)

The following states are not restored at the start of the
Runtime:

} SELECT(8)
}  WRACK(40)
}  WRSUC(41)

The modeSimulation - programmed at the driver start is
not a criterion in order to restoe the remanent variable
image.

Setting for redundancy at drivers which allow only one
communication connection. For this the driver is stoppec
at the Standby Server and only started at the upgrade.

Attention: If this option is active, the gapless archiving |
no longer guaranteed.

}  Active
Sets the driver at the neprocessleading Server
automatically in a stoplike state. In contrast to
stopping via driver command, the variable does
not receive statuswitched off
(statusverarbeitung.chm:./24150.htm) but an empty
value. This prevents that at the upgrade to the
Server irrelevant values are created in the AML, C
and Historian.

Default:inadive

Note: Not available if the CE terminal serves as a data
server. You can find further information in theenon
Operator manual in theCE terminal as a data server
chapter.

Setting for the global update times in milliseconds:

}  Active
The setGlobal update time is used for all
variables in the project. The priority set at the
variables is not used.

}  Inactive
The set priorities are used for the individual
variables.
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statusverarbeitung.chm::/24150.htm

Exceptions: Spontaneous drivers ignore this option.
They generally ge the shortest possible update time.
For details, see th€pontaneous driver update time
section.

Priority The polling times for the individual priority classes are se
here. All variables with the according priority are polled ii
the set time.

The variables are allocated separately in the settings of
the variable properties.

The communication of the individual variables can be
graded according to importance or required topicality
using the priority classes. Thus the communication load
distributed better.

Attention: Priority classes are not supported by each
driver, e.g. spontaneously communicating zenon drivers.

CLOSE DIALOG

OK Applies all changes in all tabs and closes the dialog.
Cancel Discards all changes in all tabs and closes the dialog.
Help Opens online help.

UPDATE TIME FOR SPONTANEOUS DRIVERS

With spontaneous drivers, foet value, advising of variables andRequests, a read cycle is triggered
immediately- regardless of the set update time. This ensures that the value is immediately available for
visualization after writing. The update time is generally 100 ms.

Spontaneous drivers ar@rchDrv, BiffiDCM, BrTcp32, DNP3, Esser32, FipDrv32, FpcDrv32, IEC850,
IEC870, IEC870_103, Otis, RTK9000, S7DCOS, SAIA Slave, STRATON32 and Trend32.
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6.2.2 Com

General | Com | Options | Connections

Com:
Com1
Databit:
8
Stopbit:
1

Configuration
Cancel
Help
Baud rate:
5600 "]
Parity:
Nao v
Pratocal:
NO )

Com

Baud rate

Data bit

Stop bit

Selection Com port.
Select from dropdown list:
COM 1to COM 64

Default: 1

Selection baud rate. Amend to PLC.
Select from dropdown list:
110to 256000

Default:9600

Number of data bits. Amend to PLC.
Select from dropdown list:
5,6,7,8

Default:8

Selection stop bit. Amend to PLC.
Select from dropdown list:
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Parity

Protocol

CLOSE DIALOG
Option
OK

Cancel

Help

¥ |nfo

}o1

} 15

}o2
Default:1

Selection of the parity. Amend to PLC.
Select from dropdown list:

} No

}  Odd

}  Even
Default:No

Selection protocol. Amend to PLC.
Select from dropdown list:

} No

}  Xon/Xoff

}  Rts/CTS

} DTR/DSR
Default:No

Description

Applies all changes in all tabs and closes the dialog.

Discards all changes in all tabs and closes the dialog.

Opens online help.

The exact settings depend on the used PLCs. Take the valid values from the
manual of your PLC.
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6.2.3 Options

You configure the communication parameters in this tab.

Note: This dialog is only available in English.

Configuration

General | Com | Options | Connections
Data link
®TCPAP

Netwark connection

Eiheme v

() Serial
Receive frame timeout 1000 H
Send frame timeout 5000 H

Al duplex

Application
Double point mapping
Custom legacy mapping v

Pulse duration
On time Off time
Norm 1000| ms 1000| g
Trip 1000| ms 1000 g
Close 1000| ms 1000/ ms
DATA LINK

Cancel

Help

TCP/IP

Network connection

}

Selection of the network connection that is used for
communication. Entry in the field or selection from a

Active Communication is via TCP/IP.

drop-down list from:

}

}

Network connection

IP address.

The names of the network connections available on the
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local computer are shown in ta drop-down list.

For remote Runtime computers, enter the name of the
network card or the IP address of the remote computer.

Serial Active: Communication is via the serial interface.
Default:Inactive

Receive frame timeout [ms] Timeout in milliseconds for the receipt of a complete
telegram. The start time is the first character of the
telegram.

Default:1000
Note: Only active if serial has been activated.

Send frame timeout [ms] Timeout in milliseconds for the sending of a telegm. If
the serial output buffer is filled for longer than this time
period, this is considered a transmission error

Default:5000

Note: Only active if serial has been activated.

Half duplex }  Active A telegram is sent again if a response has
been receivel for the telegram that was last sent
on the interface.

Default:Inactive

Note: Only active if serial has been activated.

APPLICATION
Double Point Mapping Selection ofDouble Point Mappingto an integer value.

Selectfrom drop-down list:
}  SCADA default mapping
}  DNPS3 binary mapping
}  Custom legacy mapping

Default: SCADA default mapping
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PULSE DURATION

Setting of the pulse duration foNorm, Trip and Close for each connectionNorm, Trip and Close
define which relay is switched

Norm Corresponds toNUL:

Pulse duration norm:

} Ontime:
Period of time, in milliseconds, in which tH@utput
iSON
Default:1000

} Off time:
Period of time in milliseconds in which the output i
OFF
Default:1000

Trip Pulse duration trip:

}  Ontime:
Period of time, in milliseconds, in which the outpult
isON
Default:1000

1 Off time:
Period of time in milliseconds in which the output i
OFF
Default:1000

Close Pulse duration close:

} Ontime:
Periodof time, in milliseconds, in which the output
isON
Default:1000

}  Off time:
Period of time in milliseconds in which the output i
OFF
Default:1000
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CLOSE DIALOG

OK Applies all changes in all tabs and closes the dialog.
Cancel Discards all changes in all tabs and closes the dialog.
Help Opens online help.

6.2.4 Connections

You configure the connection in this tab.

Note: This dialog is only available in English.

Configuration

General | Com | Options | Connections
oK

Net address Description Connection
Cancel

Help

Mew Edit Delete

List of connections Displays the configured connections.:

} Net address
Network address of the outstation. This address must be
unique and can only be issued once.
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New

Edit

Delete

}  Description
Descriptionof the outstation. Corresponds to thé&riendly
name.

} Connection
Connection port.

}  With a TCP connection
TCP/IP address, TCP port

}  With a serial connection:
Corresponds to the Com setting configured in the
Com tab.

Opens thedialog for creating a new connectiorfon page 23).
Opens dialog for editing the selected connection.

Deletes the selected connection.

CLOSE DIALOG

OK
Cancel

Help

Applies all changes in all tabs and closes the dialog.
Discards all changes in all tabs and closes the dialog.

Opens online help.

CREATE NEW CONNECTION

1.

Click on theNew button.
Thedialog for the configuration of the outstatior{on page23) is opened.

Enter the connection details.

Click onOK.
The dialog is closed. The connection that has just been created is listed in the connections list.

EDIT CONNECTION

Select the connection in the connection list.

Click on thekdit button.
Thedialog for the configuration of an outstatiorfon page 23) is opened.

Change the connection parameters.

Click onOK.
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DELETE CONNECTION

1. Select the connection in the connection list.
2. Click on theDelete button.

3. The connection will be removed from the list

6.2.4.1 Outstation

You configure connetions in this dialog. The dialog is opened if you click, in thennections tab, on

the New or Edit button.

Note: This dialog is only available in English.

Outstation “
General
Met address Friendly name
Connection (IF)
v
Add Edit
Source address (Jocal) Dest. address (remote) Error wait time
3 4 20 s

Reply timeout Retries Keepalive

10000 | ms 3 120 | s

DL timeout DL Retries

[ pata link confirm 1000 | ms 3
Advanced
Max. APDU size 048
Timesync LAM [Ino integrity poll on TIN2.3
[Ino dass poll on TIN1. 1,1IN1.2,IIN1. 3 Delay measurement (Timesync)
|:| Mo time sync on IIN1.4
Poll per object
(®) Qualifier: Al () Qualifier: Range start/stop
Digital Input Interval 10| s Digital Output Interval W0 s
Analog Input Interval 30| s Device Indication  Interval 60 | 5

GENERAL

General settings.
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Net address Net address of the connection.

Value betweer0 and 255
Corresponds to theNet address property for the
variable.

The network address must be unique.
Default:Last network address issued + 1
Friendly name Name of connection. Freely selectable.

Connection (IP) Selection of the TCP channel via which communication
with thisOutstationtakes place.

With virtualOutstations it is possible that several stations
share one channel.

Select from dropdown list. Administration of the
connection with theAdd and Edit buttons.

(Not available for serial communication.)

Add Adds anew TCP link configuratiofon page 28). The TCP
links dialog is opened.

Edit Opens thedialog to edit (on page 30) all existing TCP
links.

Source address (local) The driver's own address (KDNRastel).
Default: 3

Dest. address (remote) Link address of the PLC (KDNBIlavg.
Default: 4

Error wait time Waiting time in the event of a communication error. After

an error, the given time is waited before another attempt
at establishing a connection is made.

Default: 20s

Reply timeout [ms] Time in milliseconds that is waited for a response from tt
controller. If this time has expired, a repetition is sent.

If a fragment of a multipart response is received. The
interval starts over with each fragment received.
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Default:10000 ms

Retries Number of communication retries after timeouts.
Default: 3
Keepalive If data is received or sent beyond the given time, a

LINK_STATUS REQUESEgram is sent.
Default: 120 s

Data link confirm If the Data link confirm property is activated Confirmed
data link layertelegrams are used in communication.

This check is configured in thBL timeout and DL
Retries properties.

Default:Inactive

Note: This property should only be activated if
Confirmed data link layeis also activated on the

outstation.

DL timeout Time in milliseconds that is waited for a data link respon:
from the controller . If this time has expired, a repetition
is sent.

In contrast to theReply timeout [ms] that is applicable
for an application layer telegram, theDL timeout is
applicable for a data link layer telegram.

An Application Layettelegram can consist of sever&@lata
link layertelegrams.

Default:1000 ms
Maximum time:99999 ms
Only active ifData link confirm is active.

DL Retries Maximum number of repeats for a connection check afte
a connection error on theData link layer

Default:3

Only active ifData link confirm is active.
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ADVANCED

Max. APDU size Maximum size of a KDNRpplication Layer Fragment
}  Minimum: 249
} Maximum:65535

Default:2048

Timesync LAN }  Active Time synchronization via the LAN.
Can only be configured for a TCP connection.

Default:Activated

If serial connection typgon page 18 is selected, the
property in the driver dialog is automatically activated an
grayed out.

Note: Use variation 3 of the time object. This is not
accepted by all stations.

No class poll on 1IN1.1, 1IN1.2, Active: Driver ignores thénternalindicaton FlagslIN1.1,
[IN1.3 IIN1.2 and IN1.3.
Compatibility setting: Ensure that polling for events is
carried out regularly in order to avoid possible buffer
overflows in theOutstation

No time sync on IIN1.4 Active The driver ignores the internal indicatiorafy 1IN1.4.
Compatibility setting. Time synchronization required.

No integrity poll on 1IN2.3 Active: Driver ignores the Internallndication FlaglIN2.3
(BufferOverflow). Compatibility setting.

Delay Measurement (Timesync) If active, the driver carries out Belay Measurementvhen
time synchronizing.

Active if:
}  Connection typeSerial

}  IP connection type (TCP/IRNd Timesync LAN
not active.

Note: With a serial connectionTimesync_LAN is active
by default and grayed outDelay Measurement
(Timesync) can however be selected.
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POLL PER OBJECT
In this area, you configure the query parameters to the outstation.

The following can be configured:

}  Type of polling (query)
} Polled objects

} Time interval of the polling

Qualifier: All If this property is active, all available data points ft
the respective object type of the outstation are
read.

The interval time of the query can be configured
for the respective property.

Default:activated

Quialifier: Range start/stop If this property is active, only variables in the
project can be polled for object types.
This means: The driver determines the smallest a
largest offset and uses this for the object poll.

Default:Not activated

Binary Input Polling interval forBinary Input objecttype
variables.

Default1l0 s

Note: ValueO deactivates the polling for this
object type.

Binary Output Polling interval forBinary Output object-type
variables.

Default20 s

Note: ValueO deactivates the polling for this
object type.

Analog Input Polling interval forAnalog Input object-type
variables.

Default30 s

Note: ValueO deactivates the polling for this
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object type.

Device Indication Polling interval for theDevice Indication object
type. This object type provides information on the
status of the modules in the outstation:

} 0=o0k
}  1=fault
Default:60 s

Note: ValueO deactivates the polling for this
object type.

CLOSE DIALOG

OK Applies settings and closes the dialog.

Cancel Discards all changes and closes the dialog.

6.2.4.1.1 TCP/IP link configuration

Configuration of TCP links.

Note: This dialog is only available in English.

TCP/IP Link
IP address [primary]: Part:
192.163.01| 20000
IP address [zecondary]: Part 2
20000
TCP re-connect delay [z]: TCP dizconnect delay [z]:
10 10
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IP address (primary) Entry of the primary IP address.
Port Primary TCP port of the PLC.
Default:20000
IP address (secondary) Backup address for redundant connection to the PLC.
Port 2 Port of the backup address.
Default:20000
TCP re-connect delay [s] Minimum time period in seconds that must be between

two TCP connection attempts.
Default:10 s

TCP disconnect delay [s] If no data is sent or received over the given time period,
the TCP connection is disconnected automatically.

Default:10 s

Note: In this case, thdollingntervals must be configurec
with a correspondingly low time period.

If the time period set here = Olte TCP connection is not

separated.
NAVIGATION
Applies settings and closes the dialog.
Cancel Discards all changes and closes the dialog.

ERROR DIALOG - ADDRESS ALREADY EXISTS

Only one outstation with a port number can be configured per IP address. If two outstations on the
same IP address with different port numbers need to be addressed, use an additional driver.

If an IP address conflict occurs during the configuration of aatstation, this is visualized with a warning
dialog.

KDNP1

! Alink with the specified primary address does already exist!
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Click on theBrowse... button to return to the configuration dialog.

Note: This dialog is ont available in English.

6.2.4.1.2TCP/UDP Links

Display and administration of all TCP links.

Note: This dialog is only available in English.

TCP/UDP Links

Links
192.168.0.10, TCP:20000

Mew Edit Delete

()8 Cancel

Links Displays the configured TCP channels.
The IP address and the TCP port is displayed:

[IP address], TCP:[port number]

New Opens thedialog to create a new(on page 28) TCP channel.
Edit Opens thedialog to edit (on page 28) the selected TCP channel.
Delete Deletes selected TCP link.

The TCP link is deleted without requesting confirmation.
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NAVIGATION

OK Applies settings and closes the dialog.

Cancel Discards all changes and closes the dialog.

CREATE A NEW TCP CHANNEL

1. Click on theNew button.
TheTCP/IP link configuratiofon page 28) dialog is opened.

2. Enter the connection details.

3. Click on theOK button.
The dialog is closed. The configured TCP channel is displayed irLthé&s list.

EDIT A TCP CHANNEL
1. Select the desiredLinkin the list.

2. Click on thekdit button.
TheTCP/IP link configuratiofon page 28) dialog is opened.

3. Change the link parameter.

4. Close it withOK. .
The dialog is closed. The configured TCP channel is displayed irLihé&s list.

DELETE A TCP CHANNEL
1. Select the desiredLinkin the list.
2. Click on theDelete button.

3. The connection will be deleted from the list without requesting confirmation.

7 Creating variables

This is how you can create variables in the zenon Editor:

7.1 Creating variables in the Editor

Variables can be created:

31|65



} assimple variables

} inarrays(main.chm::/15262.htin

} asstructure variablegmain.chm::/15278.htin

VARIABLE DIALOG

To create a new variable, regardless of which type:

1. Select theNew variable command in theVvariables node in the context menu

': Froject nee| Eﬁi Metwork topology

Replace text in selected column...

Replace textin limits...

The dialog for configuring variables is opened

2. Configure the variable

Project Manager [ol= =
= [ Workspace 'T-\WSPE_PRJ « Y 3 | B2 - | o | g s o7 7| @
- £ VARIABLE (Start pn - ==
= . Wariables Statuz Name #  Unit Met address Data block Offset Bit um.. | Abgnm. ..
23 Diiver E E i E E E E j
# Datatypes -
o Bl Reactionm.. | | B dry_grithmantie i — 0 1] 1] 0
W Alocations drv_C Variable new... Ins 0 0 0 0
(D) Alam drv_C Create standard function 0 0 0 0
B Units drv_ty 0 0 0 0
© & Sciens drv:ru Linked elements 3 0 0 0 0
+ @] Funchions drv_M 0 o 0 0
ms' Language table UN_N Copy Ctrl+C 0 0 0 0
B n - - r
‘I Histonan ‘aste Ctri+
£ (8 Recipes = e Dos Del ; ¢
& Time control =
+ g Programming interfz 0t Expandicollapse node » . - : :
S straton [IEC 113 + Interr o 0 0 0 0
T Production & Faci| ||+ Interr AL 0 0 0 0
& Interlockings Activate
Command Flaar B
Ieactivate
&) Energy Managemer
'E]T ::essage Control Export XML selected. .
enus
& | Report Gererator Import AML...
v B User administrati,. Extended importiexpart »
7 SAP intesface
¥ ) Files Extended filter b
L History of chang.. Remove all filter
“ Projekisicherun... < .
= i, 7 PRI - i
. o v » 42 t0tair1] Edit selected cell F2 ble

3. The settings that are possible depends on the type of variables
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CREATE VARIABLE DIALOG
Create variable @

Settings
MName:  5_Variable

5_Varizble

Driver

SIMUL32 - SIMUL_WIZ -
Driver object type

PLC marker -
Datatype

REAL

Array settings
Startindex is 0
@) Startindexis 1
Dim 1 Dim 2 Dim 3
i)

Addressing options

Automatic addressing

|  Fnish | Cancel | Help
Name Distinct name of the variable. If a variable with the same name

already exists in the project, no additional variable can be create
with this name.

Maximum length: 128 characters

Attention: the characters# and @ are not permitted in variable
names. If nonpermitted characters are used, creation of variable
cannot be completed and theFinish button remains inactive.
Note: For some drivers, the addressing is possible over the
property Symbolic address, as well.

Drivers Select the desired driver from the drelown list.

Note: If no driver has been opened in the project, the driver for
internal variableslftern.exe (Main.chm::/Intern.chm::/Intern.htm))
is automatically loaded.

Driver Object Type Select the appropriate driver object type from the dregown list.
(cti.chm::/28685.htm)

Data Type Select the desirediata type Click on the ... button to open the
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selection dialog

Array settings Expanded settings for array variables. You can find details in the
Arrayschapter.
Addressing options Expanded settings foarraysand structure variablesYou can find

details in the respective section.

Automatic addressing Expanded settings foarraysand structure variablesYou can find
details in the respective section.

SYMBOLIC ADDRESS

The Symbolic address property can be used for addressing as an alternative to thiame or
Identification of the variables. Selection is made the driver dialog; configuration is carried out in the
variable property. When importing variables of supported drivers, the property is entered automatically.

Maximum length:1024characters.

The following drivers support th&ymbolic address:
35 V3
AzureDrv
BACnetNG
IEC850
KabaDPServer
OPCUA32
Phoenix32
POZYTON
RemoteRT
STTIA

SEL
SnmpNg32

L N L S L VU VD S S S )

PA Drv

INHERITANCE FROM DATA TYPE

Measuring range, Signal range and Set value are always:
} derived from the datatype
}  Automatically adapted if the data type is changed
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Note for signal range: If a change is made to a data type that does not support the signal
range, the signal range is amended automatically. For example, for a change froNT to SINT, the
signal range is changed to127 The amendment is also carried out if thegnal range was not
inherited from the data type. In this case, theeasuring range must be adapted manually.

7.2 Addressing

The offset determines th&DNP Point Nummerln combination with the driver object type, the KDNP
object group is determined.

General

Name

Identification

Addressing

Net address

Data block

Offset

Alignment
Bit number

String length

Driver connection

Driver Object Type

General variable properties.
Freely definable name.
Attention: For every zenon project the name must be unambiguou

Freely definable identification.
E.g. for Resources label, comments, ...

Properties of the variable addressing.
Bus address oNet address of the variable.

This address refers to the station address in the connection
configuration of the driver. This defines the PLC, on which the varia
resides.

Attention: The DNP address of th@®utstationis configured
separately during the connection.

not used for this driver
For variables of all driver object types

KDNP Point in the Outstation. To see always in combination with th
driver object type.

not used for this driver
not used for this driver

Only availdle for String variables.
Maximum number of characters that the variable can take.

Driverspecific properties.

Object type of the variables. Depending on the driver used, is
selected when the variable is created and can be changed here.
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Data Type Data type of the variable. Is selected during the creation of the
variable; the type can be changed here.

Attention: If you change the data type later, all other properties of
the variable must be checked and adjusted, if necessary.

7.3 Driver objects and datatypes

Driver objects are areas available in the PLC, such as markers, data blocks etc. Here y@incant
which driver objects are provided by the driver and which IEC data types can be assigned to the
respective driver objects.

7.3.1 Driver objects

The following object types are available in this driver:

Driver object Channel | Read | Write Supported Comment
type type data types

Analog input UDINT, DINT,
REAL, LREAL.
UINT, INT
Analog output 69 X X UDINT, DINT,
REAL, LREAL.
UINT, INT
Binary Input 64 X -- BOOL
Binary Output 65 X X BOOL, USINT
Command 11 X X STRING
Device indication 79 X -- USINT
Communication 35 X X BOOL, SINT, Variables for the static
details USINT, INT, analysis of the

UINT, DINT, communication; is

UDINT, REAL, transferred between

STRING driver and Runtime (not
to the PLC).

Note: The addressing
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Driver object Channel | Read | Write Supported Comment
type type data types

and the behavior is the
same for most zenon
drivers.

You can find detailed
information on this in the
Communication details
(Driver variablesfon
page 49) chapter.

Key:
X: supported

--: not supported

7.3.2 Mapping of the data types

DRIVER OBJECT TYPES AND SUPPORTED IEC DATA TYPES FOR VARIABLES IN
ZENON

Driver object types | Channe | Supported data Write Comment
types

(DataType)

Binary Input 64 BOOL X --
Static object group 1
Event object group 2
Binary Output 65 BOOL -- X Value 1: LATCH_ON
) ) Value 0: LATCH_OFF
Static object group
10

Event object Group
11

CROB object group
12
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Driver object types | Channe | Supported data Comment

types
(DataType)
Binary Output 65 USINT X Value 1: PULSE_ON
_ _ - Value 2: PULSE_OFF
Static object group Value 3: LATCH_ON
10 Value 4: LATCH_OFF
Event object group 1 Value 65: CLOSE
(12508 object group Value 129: TRIP
Value 1 for PULSE_OM
LATCH_ON and
CLOSE, value 0 for
PULSE_OFF,
LATCH_OFF and TRIF
Analog Input 68 INT, DINT, REAL, X --
, . LREAL
Static object group
30
Event object group
32
Analog Output 69 INT, DINT, REAL, -- X written value is
) ) LREAL mirrored as a response
Static object group after successful writing
40
Event object group
42
Analog Output Block
object group 41
Command 11 STRING X X Initiates an explicit
command
For example, explicit
reading, ...
Device indication 79 USINT X -- Provides information

on the status of the
modules in the
outstation:
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Driver object types | Channe | Supported data | Read | Write Comment
| type types
(DataType)
}

0=o0k
}  1=fault

BINARY OUTPUTS

The writing ofBinary Outputsis always carried out by means of @GROB (group 12), with a choice of
Direct OperateSelect Before Operater Direct Operate No AcKn doing so, the setting for the
variable specific propertyCommand Mode (accessible via XML export/import and VBA
COMMAND_MODE) is used. Direct writing to groufd.0is not supported by the driver.

After successful writing, the variable receives the valuer Binary Outputswith PULSE_OFF
LATCH_OF&nd TRIR and valuelfor PULSE _ONLATCH_ONind CLOSEThe value is also updated if a
Binary Output Statuggroup 10) orBinary Output Status Everfgroup 11) object is received.

Command processing witlBinary Outputvariables:
}  Only dual command or switching commands can be used.

} The propertySelect Before Operate must be deactivated for the variable; the KDNP1 driver
usesAuto- SBOIf necessary.

Use of theQualifier of Command is recommended for the Command Processing in order to
determine the type:

Qo

PULSE OFF/PULSE ON 1
LATCH OFF/LATCH ON 0
TRIP/CLOSE 2

The Qualifier of Command option can be used with bothBinary Outputvariables of theBOOLdata
type as well as thdJSINTdata type.

ANALOG OUTPUTS

The writing ofAnalog Outputsis always with a group 41, with the choice Dfrect OperateSelect Before
Operateor Direct Operate No Ackn doing so, the setting for the variablspecific propertyCommand
Mode (accessible via XML export/import and VB¥OMMAND_MODE) is used.

After successful writing, the variable first receives the value written in Runfithe.value is also updated
if an Analog Output Statuggroup 40) orAnalog Output Statuggroup 42) object is received.
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Use thewrite set valueaction text forAnalog Outputs According to theCommand Mode option for
the variable, forAnalog Outputseither adirect operateor a select before operatis carried out. The
Select Before Operate option must be deactivated for the variable. Th@ualifier of Command
option is not available for théNrite set valueaction and has no influence witlnalog Ouputs.

For two-stage command processing, the command is only sent to the outstation at the second stage of
the command, includingSelect with Auto-SBQ

EXPLICIT COMMAND

Commanddriver object type variables are used to instigate a certain action once. Thioads initiated
by the writing of a string value to the command variable. The result of the action is assigned to the
variables.

}  Syntax:
A command consists of the command name and parameters. The command name and the
individual parameters are separatelly spaces.
Example: READ 1 Read all binary inputs for network addressQMject Group 1, Variation O
(default variation)

Attention: It is possible, with the compilation of parameters for an explicit command, that there
combinations that do not correspond to a valid command in the meaning of the IEEE 1815 standard.
Commands are sent to the outstation without further checking and can, under certain circumstances,
trigger incorrect actions here.

EXPLICIT COMMAND

Commanddriver object type variables are used to instigate a certain action once. The action is initiated
by the writing of a string value to the command variable. The result of the action is assigned to the
variables.

}  Syntax: A command consists of the commandme and parameters. The command name and
the individual parameters are separated by spaces.
ExampleREAD_VAR 1 0 254 Read all device attributes for network addressCbfect Group
0, Variation 254
Example: READ 1 Read all binary inputs for networladdress 1@bject Group 1, Variation 0
(default variation)

Attention: It is possible, with the compilation of parameters for an explicit command, that there are
combinations that do not correspond to a valid command in the meaning of the IEEE 1815 stdndar
Commands are sent to the outstation without further checking and can, under certain circumstances,
trigger incorrect actions here.

EXPLICIT READ, VARIATION 0

Command:READ
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Read all points of a group:Qualifier Code06 - you can use this number of paragters for staticObject
Groupsand Event Object Groups

} Parameter 1Net address

} Parameter 2: Group

Read npoints of a group: Qualifier Code07, 08, 09- you can use this number of parameters for the
Event Object GroupsThe use & a number greater than 65535Qualifier CodeQ9) is not
recommended))

} Parameter 1Net address
} Parameter 2: Group

} Parameter 3: Number of the points to be read

Read certain points of a groupQualifier Code00, 01- you can use this number of parameteffer static
Object Groups for example:Group 1- Binary Inpu}.

} Parameter 1Net address
} Parameter 2: Group

} Parameter 3: Start index
}

Parameter 4: Stop index

EXPLICIT READ
Command:READ_VAR

Read all points of a group:Qualifier Code06 - you can use this number of parameters for statidbject
Groupsand Event Object Groups

} Parameter 1Net address
} Parameter 2: Group

} Parameter 3: Variation

Read npoints of a group: Qualifier Code07, 08, 09- you can use this number of parameteffer
EventObject Groups The use of a number greater than 65538 (alifier CodeQ9) is not
recommended))

} Parameter 1Net address
} Parameter 2: Group
}  Parameter 3: Variation

} Parameter 4: Number of the points to be read

Read certain points of a groupQualiier Code00, 01- you can use this number of parameters for static
Object Groups for example: Group 1 Binary Inpuj.
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Parameter 1Net address
Parameter 2: Group
Parameter 3: Variation

Parameter 4: Start index

(S L SV W N )

Parameter 5: Stop index

ACTIVATE/DEACTIVATE OBJECT POLL

Command:CYCLIC_POLL

} Parameter 1Net address
The command is rejected if an invalid network address is entered.

} Parameter 2: Polling:
} 0- deactivated

} 1- activated

COMMAND STATUS CODES

16 Syntax error.

17 Unknown command.

18 Net address Not existing.

3 Command has been sent.

4 Command completed successfully.

5 Command could not be processed.

6 Command received a negative response.

7 Error when executing the commandr{meout
8 Execution of the command was interrupted.

7.4 Creating variables by importing

Variables can also be imported by importing them. The XML and DBF import is available for every
driver.
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Information

You can find details on the import and export of variables in thaport-Export
(main.chm::/13028.htdrmanual in theVariables(main.chm::/13045.htinsection.

7.4.1 XML import

During XML import of variables or data types, these are first assigned to a driver and then analyzed.
Before import, the user decides whether and how the respective element (variable or dgieltis to be

imported:
}  Import
The element is imported as a new element.
}  Overwrite
The element is imported and overwrites a prexisting element.
} Do notimport

The element is not imported.

Note: The actions and their durations are shown in a progress bar during import. The import of
variables is described in the following documentation. Data types are imported along the same lines.

REQUIREMENTS

The following conditions are applicable during impor

}

Backward compatibility

At the XML import/export there is no backward compatibility. Data from older zenon versions
can be taken over. The handover of data from newer to older versions is not supported.

Consistency

The XML file to be imported has tbe consistent. There is no plausibility check on importing
the file. If there are errors in the import file, this can lead to undesirable effects in the project.

Particular attention must be paid to this, primarily if not all properties exist in the XNl aind
these are then filled with default values. E.g.: A binary variable has a limit val3e@f

Structure data types

Structure data types must have the same number of structure elements.

Example: A structure data type in the project has 3 structetements. A data type with the

same name in the XML file has 4 structure elements. Then none of the variables based on this
data type in the file are imported into the project.

43| 65


main.chm::/13028.htm
main.chm::/13045.htm

® Hint

You can find further information on XML import in themport - Export manual,
in the XML import (main.chm::/13046.htm) chapter.

7.4.2 DBF Import/Export

Data can be exported to and imported from dBase.
¥ Information

Import and Export via CSV or dBase supported; no driver specific variable
settings, such as formulas. Use export/import via XML for this.

IMPORT DBF FILE

To start the import:
1. right-click on the variable list
2. in the drop-down list ofExtended export/import... select thelmport dBase command

3. follow the import assistant

The format of the file is described in the chapt&ile structure
¥ Information

Note:

}  Driver object type and data type must be amended to the target driver in
the DBF file in order for variables to be imported.

}  dBase does not support structures or arrays (complex variables) at impot

EXPORT DBF FILE

To start the export:
1. right-click on the variable list
2. in the drop-down list ofExtended export/import... select theExport dBase... command

3. follow the export assistant
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A Attention

DBF files:

}  must correspond to the 8.3 DOS format for filenames (8 alphanumeric
characters for name, 3 character suffix, no spaces)

}  must not have dots (.) in the path name.
e.g. the pathCAuserdJohn.Smitktest.dbfis invalid.
Valid: CAuserd JohnSmithtest.dbf

}  must be stored close to the root directory in order to fulfill the limit for file
name length including path: maximum 255 characters

The format of the file is described in the chaptéiile structure
¥ Information

dBase does not support structures or arrays (complex variables) at export.

FILE STRUCTURE OF THE DBASE EXPORT FILE

The dBaselV file must have the following structure and contents for variable import and export:

A Attention

dBase does not support structures or arrays (complex variables) at export.

DBF files must:

}  conform with their name to the 8.3 DOS format (8 alphanumeric characte
for name, 3 characters for extension, no space)

}  Be stored close to the root directory Koot

STRUCTURE

e

KANALNAME Cha 128 Variable name.

r
The length can be limited using th&1AX_LAENGE

entry in the project.ini file.

KANAL R C 128 The original name of a variable that is to be replaced b
the new name entered und
(variable name) (field/column must be entered
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e

KANAL_D

TAGNR

EINHEIT

DATENART

KANALTYP

HWKANAL

BAUSTEIN

ADRESSE

BITADR

ARRAYSIZE

LES_SCHR

MIT_ZEIT

OBJEKT

manually).

The length can be limited using th&AAX LAENGE
entry in the project.ini file.

Log 1 The variable is deleted with th&entry (field/column has
to be created by hand).

C 128 Identification.

The length can be limited using th&AAX LAENGE
entry in the project.ini file.

C 11 Technical unit

C 3 Data type (e.g. bit, byte, word, ...) corresponds to the
data type.

C 3 Memory area in the PLC (e.g. marker area, data area,

corresponds to the driver object type.

Nu 3 Net address

m

N 3 Datablock address (only for variables from the data are
of the PLC)

N 5 Offset

N 2 For bit variables: bit address

For byte variables: O=lower, 8=higher byte
For string variables: Length of string (max. 63 characte

N 16 Number of variables in the array for index variables
ATTENTION: Only the first variable is fully available. A
others are only available for VBA or the Recipegroup
Manager

L 1 Write-Read Authorization
0: Not allowed to set value.
1: Allowedo set value.

R 1 time stamp in zenon (only if supported by the driver)

N 2 Driver-specific ID number of the primitive object
comprises TREIBEBBJEKTTYP and DATENTYP
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SIGMIN

SIGMAX
ANZMIN
ANZMAX

ANZKOMMA

UPDATERATE

MEMTIEFE

HDRATE

HDTIEFE
NACHSORT

DRRATE

HYST PLUS
HYST_MINUS
PRIOR
REAMATRIZE
ERSATZWERT
SOLLMIN
SOLLMAX

VOMSTANDBY

RESOURCE

Floa 16 Non-linearized signal minimum (signal resolution)

t

F 16 Non-linearized signal maximum (signal resolution)

F 16 Technical value minimum (measuring range)

F 16 Technical value maximum (measuring range)

N 1 Number of decimal places for the display of the values
(measurirg range)

F 19 Update rate for mathematics variables (in sec, one
decimal possible)
not used for all other variables

N 7 Only for compatibility reasons

F 19 HD update rate for historical values (in sec, one decim
possible)

N 7 HD entry depth for historical values (number)

R 1 HD data as postsorted values

F 19 Updating to the output (for zenon DDE server, in [s],
one decimal possible)

F 16 Positive hysteresis, from measuring range

F 16 Negative hysteresis, from measuring range

N 16 Priority of the variable

C 32 Allocated reaction matrix

F 16 Substitute value, from measuring range

F 16 Minimum for set value actions, from measuring range

F 16 Maximum for set value actions, from measuring range

R 1 Get value from standby server; the value of the variabl
is not requested from the server but from the Standby
Server in redundant networks

C 128 Resources label.

Free string for export and display in lists.
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ADJWVBA R
ADJZENON C
ADJWVBA C
ZWREMA N
MAXGRAD N

A Attention

128

128

16

16

The length can be limited using the X_LAENGE entry
in project.ini.

Non-linear value adaption:
0: Non-linear value adaption is used
1 Non-linear value adaption is not used

Linked VBA macro for reading the variable value for
non-linear value adjustment.

ed VBA macro for writing the variable value for
non-linear value adjustment.

Linked counter REMA.

Gradient overflow for counter REMA.

When importing, the driver object type and data type must be amended to the
target driver in the DBF file in order for variables to be imported.

LIMIT VALUE DEFINITION

Limit definition for limit valued to 4,

or statuslto 4.

AKTIV1

GRENZWERT1

SCHWWERT1

HYSTERESE1

BLINKEN1

BTB1

ALARM1

F

g XU

20

16

14

Limit value active (per limit value available)

technical value or ID number of a linked variable fo
a dynamic limit value (see VARIABLEX)

(if VARIABLEX sand here it is-1, the existing
variable linkage is not overwritten)

Threshold value for limit value
Is not used

Set blink attribute

Logging in CEL

Alarm
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DRUCKEN1
QUITTIER1
LOESCHEL1

VARIABLE1

FUNC1
ASK_FUNC1

FUNC_NRI

A_GRUPPE1
A_KLASSEL
MIN_MAX1
FARBE!
GRENZTXT1
A_DELAY1

INVISIBLE1

O 0

Py,

pd

Z O zZz O =z Z

R

10

10

10

3

10

66

10

1

Printer output (for CEL or Alarm)
Must be acknowledged
Must be deleted

Dyn. limit value linking
the limit is defined by an absolute value (see field
GRENZWERTX).

Functions linking
Execution via Alarm Message List

ID number of the linked function
(i-T60is entered here, t
overwritten during import)

Alarm/Event Group
Alarm/Event Class
Minimum, Maximum
Color as Windows coding
Limit value text

Time delay

Invisible

Expressions in the column "Comment" refer to the expressions used in the dialog boxes for the
definition of variables. For more information, see chaptéariable definition

7.5 Communication details (Driver variables)

The driver kit implements a number of driver variables. This variables are part of the driver object type
Communication detailsThese are divided into:

[ R S S e

Information

Configuration
Statistics and

Error message
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The definitions of the variables implemented the driver kit are available in the import flBRVVAR.DBF
and can be imported from there.
Path to file:%ProgrambData%COPADATAzenorsVersionsnummerxPredefinedVariables

Note: Variable names must be unique in zenon. If driver variables of the drivereabjype
Communication detailsre to be imported fromDRVVAR.DBF again, the variables that were imported
beforehand must be renamed.

¥ |nformation

Not every driver supports all driver variables of the driver object type
Communication details

For example:

}  Variables for modem information are only supported by
modem-compatible drivers.

}  Driver variables for the polling cycle are only available for pyrelling
drivers.

}  Connectiorrelated information such a&rrorMSG is only supported for
drivers that only edit one connection at a a time.

INFORMATION
MainVersion UINT Main version number of the driver.
SubVersion UINT 1 Sub version number of the driver.
BuildVersion UINT 29 Build version number of the driver.
RTMajor UINT 49 zenon main version number
RTMinor UINT 50 zenon sub version number
RTSp UINT 51 zenon Service Pack number
RTBuild UINT 52 zenon build number
LineStateldle BOOL 24.0 TRUE, if the modem connection is idle
LineStateOffering BOOL 24.1 TRUE, if a call is received
LineStateAccepted BOOL 24.2 The call is accepted
LineStateDialtone BOOL 243 Dialtone recognized
LineStateDialing BOOL 244 Dialing active
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LineStateRingBack BOOL 245 While establishing the connection
LineStateBusy BOOL 24.6 Target station is busy
LineStateSpeciallnfo BOOL 247 Special status information received
LineStateConnected BOOL 24.8 Connection established
LineStateProceeding BOOL 249 Dialing completed
LineStateOnHold BOOL 24.10 Connection in hold
LineStateConferenced BOOL 24.11 Connection in conference mode.

LineStateOnHoldPendConf BOOL 24.12 Connection in hold for conference

LineStateOnHoldPendTransf BOOL 24.13 Connection in hold for transfer
r

LineStateDisconnected BOOL 24.14 Connection terminated.
LineStateUnknow BOOL 24.15 Connection status unknown
ModemStatus UDINT 24 Current modem status
TreiberStop BOOL 28 Driver stopped

Fordriver stop the variable has the value
TRUEand anOFF bit. After the driver has

started, the variable has the valueALSE

and no OFF bit.

SimulRT State UDINT 60 Informs the status of Runtime for driver
simulation.

ConnectionStates STRING 61 Internal connection status of the driver to
the PLC.

Connection statuses:

0: Connection OK
1:Connection failure
2:Connection simulated
Formating:

<Netzadresse>: <Verb
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CONFIGURATION

A connecion is only known after a variable
has first signed in. In order for a connectiot
to be contained in a string, a variable of thi
connection must be signed in once.

The status of a connection is only updated
if a variable of the connection is signed in.
Otherwise there is no communication with
the corresponding controller.

ReconnectinRead

ApplyCom

ApplyModem

PhoneNumberSet

ModemHwAdrSet

GlobalUpdate
BGlobalUpdaten
TreiberSimul

TreiberProzab

ModemActive

BOOL
BOOL 36
BOOL 37
STRING 38
DINT 39
UDINT 3
BOOL 4
BOOL 5
BOOL 6
BOOL 7

If TRUE, the modem is automatically
reconnected for reading

Apply changes in the settings of the serial
interface. Writing to this variable
immediately results in the method
SrvDrvVarApplyCom being called (which
currently has no further function).

Apply changes in the settings of the
modem. Wriing this variable immediately
calls the method SrvDrvVarApplyModem.
This closes the current connection and
opens a new one according to the settings
PhoneNumberSet and ModemHwAdrSet.

Telephone number, that should be used

Hardware address for the telephone
number

Update time in milliseconds (ms).
TRUE, if update time is global
TRUE, if driver in sin simulation mode

TRUE, if the variables update list should b
kept in the memory

TRUE, if the modem is active for the drive
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Device STRING 8 Name of the serial interface or name of thi
modem

ComPort UINT 9 Number of the serial interface.

Baudrate UDINT 10 Baud rate of the serial interface.

Parity SINT 11 Parity of the serial interface

ByteSize USINT 14 Number of bits per character of the serial
interface

Value =0 if the driver cannot establish any
serial connection.

StopBit USINT 13 Number of stop bits of the serial interface.

Autoconnect BOOL 16 TRUE, if the modem connection should be
established automatically for
reading/writing

PhoneNumber STRING 17 Current telephone number

ModemHwAdr DINT 21 Hardware address of current telephone
number

RxIdleTime UINT 18 Modem is disconnected, if no data transfe

occurs for this time in seconds (s)

WriteTimeout UDINT 19 Maximum write duration for a modem
connection in milliseconds (ms).

RingCountSet UDINT 20 Number of ringing tones before a call is
accepted
ReCallldleTime UINT 53 Waiting time between calls in seconds (s).
ConnectTimeout UINT 54 Time in seconds (s) to establish a
connection.
STATISTICS

MaxWriteTime UDINT The longest time in milliseconds (ms) that is
required for writing.
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MinWriteTime UDINT The shortest time in milliseconds (ms) that is
required for writing.

MaxBlIkReadTime UDINT 40 Longest time in milliseconds (ms) that is require
to read a data block.

MinBlkReadTime UDINT 41 Shortest time in milliseconds (ms) that is require
to read a data block.

WriteErrorCount UDINT 33 Number of writing errors

ReadSucceedCount UDINT 35 Number of successful reading attempts

MaxCycleTime UDINT 22 Longest time in milliseconds (ms) required to

read all requested data.

MinCycleTime UDINT 23 Shortest time in milliseconds (ms) required to
read all requested data.

WriteCount UDINT 26 Number of writing attempts
ReadErrorCount UDINT 34 Number of reading errors

MaxUpdateTimeNormal UDINT 56 Time since the last update of the priority group
Normal in milliseconds (ms).

MaxUpdateTimeHigher  UDINT 57 Time since the last update of the priority group
Higher in milliseconds (ms).

MaxUpdateTimeHigh UDINT 58 Time since the last update of the priority group
High in milliseconds (ms).

MaxUpdateTimeHighest UDINT 59 Time since the last update of the priorityroup
Highest in milliseconds (ms).

PokeFinish BOOL 55 Goes tolfor a query, if all current pokes were
executed

ERROR MESSAGE

ErrorTimeDW UDINT Time (in seconds since 1.1.1970), when the last erro
occurred.
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t

ErrorTimeS

RAErPrimObj

RdErrStationsName

RdErrBlockCount

RdAErrHwAdresse

RdErrDatablockNo
RdErrMarkerNo
RdErrSize
DrvError
DrvErrorMsg

ErrorFile

STRING 2 Time (in seconds since 1.1.1970), when the last erro
occurred.

UDINT 42 Number of the PrimObject, when the last reading
error occurred.

STRING 43 Name of the station, when the last reading error
occurred.

UINT 44 Number of blocks to read when the last reading errol
occurred.

DINT 45 Hardware address when the last reading error
occurred.

UDINT 46 Block number when the last reading error occurred.

UDINT 47 Marker number when the last reading error occurred

UDINT 48 Block size when the last reading error occurred.

USINT 25 Error message as number

STRING 30 Error message as text

STRING 15 Name of error log file

8 Driver-specific functions

The driver supports the following functions:

Blockwrite
Redundancy

RDA

Real time stamping

Browsen

Not supported.

If the Outstationsupports severaMasters.

Not supported.

If the Variation is configured accordingly in th®utstation
Not supported.

Pollingfor objects, in configurable cycles or controlled
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manually.
Spontaneous Not supported.
Number of PLCs One driver can connect to any number dDutstations For

serial communications, sever@lutstationscan be configured
for a serial interface (bus). Mixed operati@erial/TCHs also
possible with a driver.

ERROR FILE

The driver supports central logging on thdiagnosis servefon page6J).

DRIVER VARIABLES

Communication monitoring is possible using th&lVALID status bit.

KDNP1 OBJECT FLAGS MAPPING

The DNP object flag©ONLINE and COMM_LOST are evaluated by the KDNP1 driver. WI@NLINE =
falseor COMM_LOST = true, the INVALIDbit for the variable is set in Runtime.

Note that the variation configured in the outstation determines whether objects are sent with or without
flags for an object group.

In addition, the following flags/IIN bits listed are transferred toetivariable status bits:

KDNP1 Flag / IIN | Status bit

Restart NT Bit
Remote forced SBBit
Local forced SBBit
Rollover OV Bit

IIN.1.4 Need time Timeinval Bit

TIME SYNCHRONIZATION

The driver supports time synchronization @utstationswith the time of the Masterstation. If the
Outstationreports a need for time synchronization by means of amternal Indication flag 1.4 an, the
driver sends the current system time in accordance with the options for UTC/local time and the LAN
time synchronization.
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Ensure that theDutstationgets the time from a different source in this case (such as a GPS receiver) and
as a result may possibly not send any requirement for time synchronization toMuester. In this case,
ensure that the Runtime computer with the KIMLMasterstation is synchronized with the same time
source.

HYSTERESIS

The driver supports hysteresis for spontaneous values (unsolicited responses). Hysteresis is not taken
into account by:

} Values that are received as a response to a read request foreaent class

} Variables that are explicitly read as classless variables

If an identical value, however with a more recent time stamp is received, then this value is sent by the
driver as a new value in Runtime.

9 Driver command function

The zeron Driver commands function is to influence drivers using zenon.
You can do the following with a driver command:

}  Start
} Stop
}  Shift a certain driver mode

} Instigate certain actions

Note: This chapter describes standard functions that are valid for most zenon drivers.
Not all functions described here are available for every driver. For example, a driver that does not,
according to the data sheet, support a modem connection also does nave any modem functions.

A Attention

The zenonDriver commands function is not identical to driver commands that
can be executed in the Runtime with Energy drivers!

CONFIGURATION OF THE FUNCTION

Configuration is carried out using th®river commands function.
To configure the function:

1. Create anew functionin the zenon Editor.
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The dialog for selecting a function is opened

Select a function

Functions selection

-3y, Add-In
[-E+d AML and CEL

- ™1 Application

- Batch Control

EJ---“ Historian

[ ! Message Control

E]---,#i Metwork

(- [®] Recipes

E]---a_] Report Generator/Report Viewer /Analyzer
- % Screens

w63 Script

E]---= Shift Management

E]---‘B User Administration

E]---. Variable

-5 VBA

[0 VSTA

-4 Windows

Quick help

2. Navigate to the nodeVariable.
3. Select theDriver commands entry.

The dialog for configuration is opened

Driver commands

Settings
Drivers

Current status

Privers

Driver command

| <Mo command >

[ show this dialog in the Runtime

4. Select the desired driver and the required command.

5. Close the dialog by clicking o@K and ensure that the function is executed in the Runtime.
Heed the notices in theDriver command function in the network section.
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DRIVER COMMAND DIALOG

Driver commands
Settings
Drivers
{1 11231, — Driver for internal variables ~
Current status
privers

Driver command
Driver-spedific command w

Driver-specific command

[ show this dialog in the Runtime

Cancel

Help

Driver

Current condition

Driver command

Driver-specific command

Show this dialog in the Runtime

Selection of the driver from the drogdown list.
It contains all drivers loaded in the project.

Fixed entry that is set by the system.
Has no function in the current version.

Selection of the desired driver command from a
drop-down list.

For details on the configurable driver commands, see
the available driver commands section.

Entry of a command specific to the selected driver.

Note: Only available if, for thedriver command
option, the driverspecific commandhas been selected.

Configuration of whether the configuration can be
changed in the Runtime:

}  Active This dialog is opened in the Runtime
before executing the function. The configuration
can thus still be changed in the Runtime before
execution.

}  Inactive The Editor configuation is applied in the
Runtime when executing the function.

Default:inactive
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CLOSE DIALOG

OK Applies settings and closes the dialog.
Cancel Discards all changes and closes the dialog.
Help Opens online help.

AVAILABLE DRIVER COMMANDS

These driver commands are availabledepending on the selected driver:

Driver command Description

<No command> No command is sent.
A command that already exists can thus be removed
from a configured function.

Start driver (online mode) Driver is reinitialized and started.
Note: If the driver has already been started, it must be
stopped. Only then can the driver be rénitialized and
started.

Stop driver (offline mode) Driver is stopped. No new data is accepted

Note: If the driver is in offline mode, all variables that
were created for this driver receive the statssvitched
off (OFF Bit20).

Driver in simulation mode Driver is set into simulation mode.
The values of all variables of the driver are simulateyl
the driver. No values from the connected hardware (e.
PLC, bus system, ...) are displayed.

Driver in hardware mode Driver is set into hardware mode.
For the variables of the driver the values from the
connected hardware (e.g. PLC, bus system, ...) are
displayed.

Driverspecific command Entry of a driverspecific command. Opens input field ir
order to enter a command.

Activate driver write set value Write set value to a driver is possible.
Deactivate driver write set value Write set value to a driver is prohibited.

Establish connection with modem  Establish connection (for modem drivers)
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Driver command Description

Opens the input fields for the hardware address and fc
the telephone number.

Disconnect from modem Terminate connection (for modem drivers)

Driver in counting simulation mode Driver is set into counting simulation mode.
All values are initialized witB and incremented in the
set update time byl each time up to tre maximum
value and then start ab again.

Driver in static simulation mode No communication to the controller is established. All
values are initialized wit.

Driver in programmed simulation The values are calculated by a freeprogrammable

mode simulation project. The simulation project is created
with the help of the zenon Logic Workbench and runs
in the zenon Logic Runtime.

DRIVER COMMAND FUNCTION IN THE NETWORK

If the computer on which theDriver commands function is executed is part of the zenon network,
further actions are also carried out:

} A special network command is sent from the computer to the project server.
It then executes the desired action on its driver.

} In addition, the Serverends the same driver command to the project standby.
The standby also carries out the action on its driver.

This makes sure that Server and Standby are synchronized. This only works if the Server and the Standby
both have a working and independent conneicin to the hardware.

10 Error analysis

Should there be communication problems, this chapter will assist you in finding out the error.

10.1 Analysis tool

All zenon modules such as Editor, Runtime, drivers, etc. write messages to a joint log file. To display
them correctly and clearly, use thBiagnosis Viewefmain.chm::/12464.htonprogram that was also
installed with zena. You can find it undeStart/All programs/zenon/Tools 8.10 -> Diagviewer.

61|65


main.chm::/12464.htm

zenon driver log all errors in the LOG files.LOG files are text files with a special structure. The default
folder for the LOG files is subfoldaiOG in the folderProgrambData. For example:

%ProgramData%\COPA-DATA\LOG.

Attention: With the default settings, a driver only logs error information. With tBéagnosis Viewer
you can enhance the diagnosis level for most of the drivers @ebug’ and 'Deep Debud'. With this the
driver also logs all other important tasks and events.

In the Diagnosis Vieweyou can also:
} Follow newlycreated entries in real time
} customize the logging settings

} change the folder in which the LOG files are saved

1. TheDiagnosis Viewedisplays all entries in UTC (coordinated world time) and not in local time.

2. TheDiagnosis Viewedoes not display all columns of a LOG file per default. To display more
columns activate propertyAdd all columns with entry in the context menu of the column
header.

3. If you only useError-Logging, the problem description is in the columarror text. For other
diagnosis level the description is in the colun@eneral text.

4. For communication problems many drivers also log erroumbers which the PLC assigns to
them. They are displayed iBrror text or Error code or Driver error parameter (1 and 2). Hints on
the meaning of error codes can be found in the driver documentation and the protocol/PLC
description.

5. At the end of your testset back the diagnosis level fromdebug or Deep Debug. At Debug and
Deep Debug there are a great deal of data for logging which are saved to the hard drive and
which can influence your system performance. They are still logged even after you close the
Diagnosis Viewer

A Attention

In Windows CE errors are not logged per default due to performance reasons.

You can find further information on the Diagnosis Viewer in tBéagnose Viewer
(main.chm::/12464.htinmanual.

10.2 Check list

Questions and hints for fault isolation:

62| 65


main.chm::/12464.htm

GENERAL TROUBLESHOOTING
} Isthe PLC connected to the power supply?

}  Analysis with theéDiagnosis Viewer (on page 6J):
-> Which messages are displayed?

} Are the participants available in th€CP/IP network?
} Canthe PLC be reached via tHeéingcommand?

Ping:Open command line -> ping <IP address > (e.g.: ping 192.168.0.100) -> Press the
Enter key.

Do you receive an answer with a time or a timeout?
} Canthe PLC be reached at the respective port iELNET

Telnet:Command line: enter: telent <IP address port number> (e. g. telnet
192,168,0,100 20000) -> press the enter key.

If the monitor turns black and the cursor blinks, a connection could be established.

} Analysis by using a network monitoring program (Sniffer, e.g. Wireshark, Microsoft Network
Monitor / Microsoft Message Analyzer)

}  Areyou using the orrect cable which is recommended by the manufacturer for the connection
between the PLC and the PC?

Did you select the right COM port?
Do the communication parameters match (Baud rate, parity, start/stop bits,...)?

Is the COM port blocked by another apmation?

[ e S S W)

Did you configure the Net address in the address properties of the variable correctly?
} Does the addressing match with the configuration in the driver dialog?

} Does the net address match the address of the target station?

} Did you use the right object type for the variable

Example: Driver variables are purely statistics variables. They do not communicate with the
PLC. (See chaptddriver variable(on page49).)

} Does the offset addessing of the variable match the one in the PLC?

SOME VARIABLES REPORT INVALID.
}  INVALID bits always refer to a net address.

}  Atleast one variable of the net address is faulty.
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VALUES ARE NOT DISPLAYED, NUMERIC VALUES REMAIN EMPTY
Under circumstances, no answer can be received from the PLC for a readatgiest.

Driver is not working. Check the:
} Installation of zenon
} the driver installation

} The installation of all components
-> Pay attenton to error messages during the start of the Runtime.

VARIABLES ARE DISPLAYED WITH A BLUE DOT

The communication in the network is faulty:

}  With a network project:
Is the network project also running on the server?

}  With a standalone project or a network poject which is also running on the server:
Deactivate the property Only read from Standby Server in node Driver connection/Addressing.

VALUES ARE DISPLAYED INCORRECTLY
Check the information for the calculation in node Value calculation of the variablegarties.

Check the configuration of théutstation if the desired variation is sent (p. €loat with decimal
places).

VALUES ARE NOT DISPLAYED PROMPTLY

Check in theOutstation if events are generated for the selected values. Also check in which ¢lass
are generated. Check the polling of this event class in the driver configuration.

Check the configuration ofinsolicited responses in the outstation.

THE TIME STAMP OF THE VARIABLE IS INCORRECT.

Check the configuration of théutstation,to see whethe the KDNP1 objects are actually sent with a
time stamp. (corresponding variation selected with time stamp.)

Check to see if theDutstationuses local time or UTC and set the option in the driver configuration
accordingly,

Check the time of the local compter and the time of theOutstation including settings for the time
zone.
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DRIVER FAILS OCCASIONALLY

Analysis with thediagnosis Viewer (on page61):
-> Which messages are displayed?

Check the timeout of the response time in the driver configuration, especially with outstations with many
data points and a slow connection.

With Secure Authenticatigreheck whether thepre-shared Update Key in the driver and in theOutstation
is identica.
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