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1 Welcome to COPA-DATA help

ZENON VIDEOGTUTORIALS

You can find practical examples for project configuration with zenoroiar YouTubechannel
(https://www.copadata.com/tutorial_men The tutorials are grouped according to topics and give an
initial insight into working with different zenon modules. All tutorials are available in English.

GENERAL HELP

If you cannot find any information you require in this help chapter or can thinkaofything that you
would like added, please send an email tbcumentation@copadata.com

PROJECT SUPPORT

You can receive support for any real project you may have from our Support Team, who you can
contact via email asupport@copadata.com

LICENSES ANDMODULES

If you find that you need other modules or licenses, our staff will be happy to help you. Email
sales@copadata.com

2 BAChetNG

BACNET/IP CLIENT DRIER

The BACnet protocol was defined by ASHRAE (American Society of Heating, Refrigeration and
Air-Conditioning Engineers, Inc.) and is described extensively in the ASHRAE standard 135 (year) +
Appendix Ad L "A Data Communication Protocol for Building Automatn and Contr ol Net v
BACnet/IP is specified in appendix J and describes the BACnet communication via IP/UDP telegrams.
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This driver allows communication between one or more devices that support BACB&GnetDevice}
and zenon Runtime via BACnet/IPhiB requires that the connected BACnet devices run as servers. Only
client functionality is implemented in the driver.

The BACnet protocol defines objects and object properties. The driver makes it possible to read and
write one or several properties of anbject. In principal both polling reading and spontaneous
communication using COV (changef-value) subscription is supported. Many devices support
spontaneous communication only for theRESENIVALUEand STATUSFLAGSproperties:

3 BACnhetNG - data sheet

Driver file name BACnetNG.exe

Driver name BACnet Treiber Next Generation

PLC types All controllers with BACnet/IP support

PLC manufacturer ABB; Siemens; Kieback + Peter; BACnet; SE Elektronic; Trend
Owerswports

Protocol BACnet/IP

Addressing: Addresdbased Name based
Addressing: Namebased --

Spontaneous X
communication

Polling communication X
Online browsing X
Offline browsing --
Realtime capable --
Blockwrite --
Modem capable --

RDA numerical --

6152



RDA String --
Hysteresis X
extended API X
Supports status bit X
WR-SUC

alternative IP address --

Requromens: |

Hardware PC Standard network card
Software PC --
Hardware PLC --
Software PLC --

Requires vdll X

Operating systems Windows 10; Windows 7; Windows 8; Windows 8.1; Windows
Server 2008 R2; Windows Server 2012; Windows Server 2012
Windows Server 2016

4 Requirements

This chapter contains information on the requirements that are necessary for use ofdtiner.

4.1 PC

For the BACnet/IP communication an IP network connection is needed which supports the UDP
protocol.
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If the driver is started several times, a separate network connection (network card) is necessary for each
instance of the drive

4.2 PLC

PLCs oBACnet Devicesust also support the BACnet protocol BACnet/IP. If a PLC is not connected to
the zenon Runtime via BACnet/IP, a corresponding BACnet router must be used.

MINIMUM REQUIREMENTFOR BACNET INTEROPEBILITY BUILDING BL@KS :

Data sharing Device & Network Management

DSRRB DM-DDB-B

DS RPMB DM-DOB-B

5 Configuration
In this chapter you will learn how to use the driver in agpect and which settings you can change.
¥ Information

Find out more about further settings for zenon variables in the chaptéariables
(main.chm::/15247.htyof the online manual.
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5.1 Creating a driver

In the Create driver dialog, you create a list of the new drivers that you want to create.

Available drivers
-] 1Sprecher Automation
-G
513 ABB
+)-] Actisense
-] Allen-Bradiey
- 53 Alstom
#-(] Areva
2] Asfinag
41 Bachmann
3] BACnet
31-([]) Backhoff
-] Bernecker + Rainer
-2 Biffi-Tyco Flow Contral
3)- ] Bosch Rexroth
4[] Brodersen
(1) Buderus
- CAN
+)- (3 CIMoN
3 COPA-DATA

138 DDE Client driver
|8} OPC Clent V2-0 driver
8 OPC UA Client driver

B9 SQL Oriver
-] Copalp
&~ Costronic
363 CT1
+)- ] Daimles
-] Database
-] Dateien
%3 DNP3
i1 Echelon
@) E1B
#-JBau
+- ] ESA
4)- ] Esser
£61-{E) Euchner
@] Festo
3] [] Files
(-] Gantrer
-] GE Automation&Controls

Driver name
File driver

B8 Archive driver (RAW format)

B3 Remote Runtime driver

Create driver

Driver mformation
Description:

Data exchange with external programs on file basis. Values are read from a fil and displayed resp. archived in zenon, Vaiues can aba

be written into a file by zenon.
Supported PLC types:
Supported connection types:
Local

Supported communication protocols:
unknown

The driver is available for the folowing operating systems:
Windows 7, 8, 8.1, 10, Server 2008R2, Server 2012, Server 20122

The driver is avallable for the following CE processors:

Necessary additional hardware on the PC:
Necessary additional software on the PC:
Necessary additional hardware on the PLC:

Necessary additional software on the PLC:

Driver features:
RDAsupported:  YES

RDA String supported: NO
Address based: YES
Name based: NO
Blockwrite: NO

Seriallogging: O
External time stamping: YES
Modem supported: NO
Poling: YES
Spontaneous: HO
Onine browsing: NO
Offine browsing: ~ YES
Hysteresis: ]
WR-SUC supported: ~ NO
Alternate IP Address: NO
Driver EXE name: DATE132.exe

oK Cancel Help

Available drivers

Driver name

Driver information

List of all available drivers.

The display is in a tree structure:

[+] expands the folder structure and shows the
drivers contained therein.

[-] reduces the folder structure

Default:no selection
Unigue ldentification of the driver.

Default:Empty

The input field is prefilled with the predefined
Identification after selecting a driver from the list
of available drivers.

Further information on the selected driver.
Default:Empty

The information on the selected driver is shown in
this area after selecting a driver.
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CLOSE DIALOG

OK Accepts all settings andens the driver configuration
dialog of the selected driver.

Cancel Discards all changes and closes the dialog.

Help Opens online help.

¥  Information

The content of this dialog is saved in the file called Treiber_[Language].xml. Y1
can find this file in the following folder:
CAProgrambData COPADATAZzenor{version number].

CREATE NEW DRIVER

In order to create a new driver:

1. Rightclick onDriver in the Project Manager and sele®ew driver in the context menu.
Optional: Select theNew driver button from the toolbar of the detail view of thevariables.
TheCreate driver dialog is opened.
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2. The dialog offers a list of all avaliée drivers.

Available drivers Driver information
#1-_] \Sprecher Automation
B s
(20 ABB
(-] Actisense
#1-{] Allen-sradiey
#-{0 Alstom
0. Areva
i#1-(] Asfinag
¥ Bachmamn
¥ BACnet
#1-] Beckhoff
4] Berneckes +Rainer
#-{0 Biffi-Tyco Flow Confrol

-] Bosch Rexroth
#{(Z] Brodersen
-] Buderus

#- CAN

&2 CIMON
-] COPA-DATA
#-{_] Copalp

¥ Costronic
2@ cn

(#1-] Daimler

#-{_) Database

#-2) Dateien
+-( DNP3

#-{_] Echelon
#-_] EB

(] Blau

] ESA

() Esser

-/ Euchner
-] Festo

#+{Z]) Files

®- Gantrer
{20 GE Automation8Controls
4 (2] GE Mutiin
#1-{Z] Gossen Metrawatt
#-{_) Heimholz

1 ] Hischer

4. ] Hitachi

(#-{Z2] Hydrometer
#-{0 1BH

Driver name

3. Select the desired driver and name it in tHeriver name input field.
This input field corresponds to thédentification property. The name of the selected driver is
automatically inserted into this input field by default.
The following is applicable for th®river name:

}  TheDriver name must be unique.
If a driver is used more than once in a project, a new name has to be given each time.
This is evaluated by clicking on theK button. If the driver is already present in the project,
this is shown with a warning dialog.

}  TheDriver name is part of the fie name.
Therefore it may only contain characters which are supported by the operating system.
Invalid characters are replaced by an underscorg (

}  Attention: This name cannot be changed later on.

4. Confirm the dialog by clicking on th@©K button.
The corfiguration dialog for the selected driver is opened.

Note: The language of driver names cannot be switched. They are always shown in the language in
which they have been created, regardless of the language of the Editor. This also applies to driver object

types.
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DRIVER NAMEDIALOG ALREADY EXIBSS

If there is already a driver in the project, this is shown in a dialog. The warning dialog is closed by
clicking on theOK button. The driver can be named correctly.

This driver name already exists!
JA Please enter an unique driver name!

ZENON PROJECT

The following drivers are created automatically for newdyeated projects:

} Intern
}  MathDr32
}  SysDrv

¥ |nformation

Only the required drivers need to be present in a zenon project. Drivers can be
added at a later time if required.

5.2 Settings in the driver dialog

You can change the following settings of the driver:
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5.2.1 General

The configuration dialog is opened when a driver is created. In order to be able to open the dialog later
for editing, double click on the driver in the list or click on ti@onfiguration property.

Configuration

ar

GGeneral

9 :
Mode: \ﬂ/
| Hardware A Help

Keep update list in memory
Qutputs writeable

Variable image remanent
Stopped on Standby-Server

| Update time global
Global updatetime in ms:
1000

Priority

Mode Allows to switch between hardware mode and simulatior
mode

}  Hardware
A connection to the control is established.

}  Simulation- static:
No communication between to the control is
established, the values are simulated by the drivel
In this modus the values remain constant or the
variables keep the values which were set by zeno
Logic. Each variable has its own memory area. E.
two variabks of the type marker with offset 79 can
have different values in the Runtime and do not
influence each other. Exception: The simulator
driver.

}  Simulation- counting
No communication between to the control is
established, the values are simulated by ther.
In this modus the driver increments the values
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Keep update list i n the memory

Output can be written

Variable image remanent

within a value range automatically.

}  Simulation- programmed
No communication is established to the PLC. The
values are calculated by a freely programmable
simulation project. The simulation project seated
with the help of the zenon Logic Workbench and
runs in a zenon Logic Runtime which is integrated
in the driver.
For details seehapter Driver simulation
(main.chm::/25206.hth

Variables which were requested once are still requested
from the control even if they are currently not needed.
This has the advantage that e.g. multiple screen switche
after the screen was opened for the first time are
executed faster becase the variables need not be
requested again. The disadvantage is a higher load for tl
communication to the control.

}  Active
Outputs can be written.

}  Inactive
Writing of outputs is prevented.

Note : Not available for every driver.

This option saves and restores the current value, time
stamp and the states of a data point.

Fundamental requirement: The variable must have a val
value and time stamp.

The variable image is saved in hardware mode if one of
these statuses is active:

}  User statusM1(0) to M8 (7)

}  REVISION(9)

} AUS(20)

}  ERSATZWERT(27)

The variable image is always saved if:

}  the variable is of the object typ®river variable

}  the driver runs insimulation mode. (not
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Stop on Standby Server

Global Update time

programmed simulation)

The following states are not restored at the start of the
Runtime:

} SELECT(8)
}  WRACK(40)
}  WRSUC(41)

The modeSimulation - programmed at the driver start is
not a criterion in orderto restore the remanent variable
image.

Setting for redundancy at drivers which allow only one
communication connection. For this the driver is stoppec
at the Standby Server and only started at the upgrade.

Attention: If this optionis active, the gapless archiving i
no longer guaranteed.

}  Active
Sets the driver at the neprocessleading Server
automatically in a stoplike state. In contrast to
stopping via driver command, the variable does
not receive statuswitched off
(statusverarbeitung.chm::/24150.htm ) but an empty
value. This prevents that at the upgrade to the
Server irrelevant values are created in the AML, C
and Historian.

Default:inactive

Note: Not avalable if the CE terminal serves as a data
server. You can find further information in theenon
Operator manual in theCE terminal as a data server
chapter.

Setting for the global update times in milliseconds:

}  Active
The setGlobal update time is used for all
variables in the project. The priority set at the
variables is not used.

}  Inactive
The set priorities are used for the individual
variables.
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Exceptions: Spontaneous drivers ignore this option.
They generally use the sht@st possible update time.
For details, see th&pontaneous driver update time
section.

Priority The polling times for the individual priority classes are se
here. All variables with the according priority are polled ii
the set time.

The variables arelcated separately in the settings of
the variable properties.

The communication of the individual variables can be
graded according to importance or required topicality
using the priority classes. Thus the communication load
distributed better.

Attent ion: Priority classes are not supported by each
driver, e.g. spontaneously communicating zenon drivers.

CLOSE DIALOG

OK Applies all changes in all tabs and closes the dialog.
Cancel Discards all changes in all tabs and closes the dialog.
Help Opens online help.

UPDATE TIME FOR SPONANEOUS DRIVERS

With spontaneous drivers, foBet value, advising of variables andRequests, a read cycle is triggered
immediately- regardless of the setipdate time. This ensures that the value is immediately available for
visualization after writing. The update time is generally 100 ms.

Spontaneous drivers ar@rchDrv, BiffiDCM, BrTcp32, DNP3, Esser32 FipDrv32, FpcDrv32, IEC85Q
IEC87Q IEC870_1030tis, RTK900Q S7DCOS SAIA_Slave STRATON32and Trend32.

5.2.1.1Handling update times for BACnetNG

The BACnetNG driver uses optionPriority in order to differentiate between the types of communication
(spontaneous/polliny

} Variables withPriority Normal are communicated spontaneously via théhange Of Value
(DS COV-A) functionality.
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}  For all priorities except prioritiNormal the set update interval equals the polling cycle.

} TheNormaltime must be set to a higher value than all other values. However this time is not

used.

For more information refer to chapteAccess methodgon page 130Q in this manual.

5.2.2 Settings

The settings configured in tis tab are valid for all configured BACnet devices.

Configuration

General Seftings  Devices

Local broadcasts
Additional UDP broadcast ports

Addressing
Addressing mode
Met address, Object name, Property D w

Object name separator  Property separator

0 ms

Device settings

o]
Netwark Foreign device registration
Network connection [ Register as foreign device Cancel
| ~
| | BBMD address / host name BBMD port Help
Emor wait time 47308
20000 ms
Registration lfetime
Local BACnet network number Local UDF port 0| s
Ijl 47808 Timeout Rletries

Device name Server 1 |BacNetNG Driver 1

Device name Server 2 |BacNetNG Driver 2

Device ID Server 1 4193284

Device ID Server 2 4193285

Property used for symbolic addressing APDU Segment Timeout 2000] ms
Name
APDU Retries Range

NETWORK

Network configurations for communication with the BACnet PLC.

Network connection

Name of the network connection or IP address which

should be used for the BACnet/IP communication.

Selection from dropdown list:
The name matches the name which is displayed undel
Control Panel -> Network connections .
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Configuration and behavior:

}  The drop-down list contains the names of all
connections available at the system. As an
alternative you can enter any hame. Instead of ¢
name, an IP address can also be entered
manually.

}  If you do not enter a name, the first network
adapter of the system is used.
Note: With systems with several network cards,
always enter the connection name.

}  If there is no adapter with a name that
corresponds to theNetwork connection setting,
the IP addresses of all adapters are searched. If
match is found, this address is used.

Error wait time Error wait time in milliseconds.

Default:20000 ms

Local BACnet network number BACnet network number of the local BACnet network.
Default:1
Local UDP port Local UDP port which should be used for the

communication

Default:47808

LOCAL BROADCASTS

Additional UDP broadcast ports In addition to the BACnet/IP port standardd¢BACQor
47809 BACnet/IP broadcasts can be directed to furthe
UDP ports.
Example47809; 47810

Note: Only available iRegister as foreign device has

been activated.

ADDRESSING

Settings for the exchange of data between driver and PLC.

18] 153



Adressing mode Type of addressing zenon variables.

Select from dropdown list:
} Net address, Object name, Property ID
} Net address, Object ID, Property 1D
}  Symbolic, Property ID
}  Symbolic

Default:Net address, Object name, Property ID

For more information about the different types of
addressing refer to chapteAddressing(on page 31 in
this manual.

Property used for addressing Selection of addressing from drojgown list:

}  Name
Corresponds to theName variable property in
the zenon Editor.

} Identification
Corresponds to theldentification variable
property in the zenon Editor.

}  Symbolic address
Corresponds to theSymbolic address variable
property in the zenon Editor.

DefaultName

Note: This option is only available if thAdressing
mode is configured withSymbolic, Property I1Dr
Symbolic

Object name separator Entry of the separator for variable name, identification
or symbolic address, in order to separate the device
name from the object name.

Default: Period

Note: The characterg@ and # are not permitted as
separators. If one of the two characters is used,
communication is not possible.

Property separator Entry of the separator in variable name, identification c
symbolic address, in order to separate the object name
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FOREIGN DEVICE REGIBRATION

from the property name.
Default: Period .

Note : The characterg and # are not permittedas
separators. If one of the two characters is used,
communication is not possible.

Settings for communication with BACnet Broadcast Management Device communication with a
BACnet network in a different subnetwork.

Note: TheRegister as foreign device option must first be activated to configure the section.

Register as foreign device

BBMD address/host name

BBMD port

Registration life -time

Timeout

Checkbox for the activation of communication to a
BBMD:

}  active The BACnetNG driver registeitself on the
configured BBMD (BACnet Broadcast
Management Device) as foreign device

}  Inactive The driver does not communicate to a
BBMD

Default:inactive

Host name or IP address of the BBMD to which the
foreign deviceegistraton of the driver is sent.

Attention: If a host name is used here, this can lead tc
problems with the current BACnet communication in the
event of invalid naming.

Port for communication to theBACnet Broadcast
Management Device

Default47808

Repetition rate in seconds for cyclical registration of the
driver on theforeign device

Default30 s

Time limitation for registration in milliseconds. If no
confirmation for registration is received within the
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Retries

DEVICE SETTING

configured time, a repetition is sent.
Default3000 ms

Repetition of the registration if no confirmation has beetr
received within the configured timeout time. If the
number of repetitions has been completed, this is
considered an error.

Note: After an eror, a new registration is only
attempted once the error wait time configured in the
Error wait time option has expired.

Default3

Configuring the driver aBACnet device. The configurations at the zenoBACnetNG driver must be
unique in the BACnet network (name and ID). For more information about the supported BACnet
services and BACnet device object properties refer to chapteevice object of the drivefon page

130",

Device name Server 1

Device name Server 2

Device ID Server 1

Name of theDevice Objecin the driver on the primary
server or the standalone Runtime. Is to allow tBevice
Objectto be identified uniquely in the network.

Entry of an alphanumeric value. Only ANSI characters
permitted. At least one character must be entered.

DefaultBacNetNG Driver 1

Name of theDevice objecin the driver on the standby
server. Is to allow the device object to be identified
uniquely in the network.

Entry of an alphanumeric value. OnlyNSI characters are
permitted. At least one character must be entered.

DefaultBacNetNG Driver 2

BACnetObjectldentifief the driver on the primary server
or the standalone zenon Runtime. Numeric value in
order to identify theDevice Olectuniquely in the
network.

Default4193284
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Device ID Server 2 BACnetObjectldentifief the driver on the standby
server. Numeric value in order to identify thBevice
Objectuniquely in the network.

Default4193285

APDU Segment Timeout Time in milliseconds between the recurrences of APDU
segments if the driver responds asBACnet device.

Default:2000 ms

APDU Retries Range Maximum number of recurrences for APDUs that are
requested by aBACnet Device. This is applicable for
APDUs that need a confirmation but for which no
confirmation has yet been received.

Default:3

CLOSE DIALOG

OK Applies all changes in all tabs and closes the dialog.
Cancel Discards all changes in all tabs amtbses the dialog.
Help Opens online help.
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5.2.3 Devices

LIST OF BACNET DEVES AND DEVICESPECIKC SETTINGS

Configuration

General Settings Devices
Connection list
Device name Process D De\-'lf:e ljame CrEE
Devicel Help
Process D
Max. concument requests 50
Max. APDU size 1476
Read AP DU timeouts automatically
APDU timeout 3000| ms
APDU segment timeout 2000 ms
APDU retries 3
COV life time 1800| =
COV additional overapping 0 ms
Trendlog polling interval 10| s
Character encoding
ANSI X34
Disable Read-property-muttiple (RPM) service
Enable Write-property-multiple (WFPM) service
Manual address configuration
Router address
New Edit Delete Netwaork number
Device address
= Low Ijl High Save Cancel

Parameter Description

Connection list List of all configured devices.

New Inserts a new device in the list.

Delete Deletes the selected device from the list.

Edit Edit an existing device.

Scan ... Searches the network foBACnet Devicessing their BACnetD. Found
devices are listed in th€onnection list. If no device is found, a
corresponding dialog is displayed.

Low Setting the lower scan area. Set the highest ID oBACnet Device
which can be found during a scan.

DefaultO
High Setting the higher san area. Set the highest ID of BACnet Device

23| 152



which can be found during a scan.

Default4194302

DEVICESPECIFIC SETNGS

Device name Name of the BACnhet device (name of thidevice objedt

Process ID Unique identification for the assignment of incomin@OV-Notifications
or EventNotifications

Incoming COV-Notificationsand EventNotificationsare assigned to a
configured device using the value configured in this option.

Defaultl

In doing so, the folbwing applies:
}  TheProcess IDmust be unique per connection.

}  This ID is automatically used f@OV-Subscriptions

Note: ForEvent-Natifications , this process ID in the
Notificationt Class Objekin the BACnet Device must correspondto
the configuration configured in the driver.

Max. concurrent Maximum number of concurrenthpending requests.
requests } Minimum: 1

} Maximum:256
Default:50

The setting of theMax. concurrent requests influences theinvokelD
of the readProperty(Multipleyequests used. ThénvokelD1 - 255is
used. If256Max. concurrent requests are given, thelnvokelDO is
also used. Some devices do not accelmvokelDO.

If a device sends more requests than have been set, new buffers are
reserveduntil the theoretical maximum of 256 is reached.

Note: The setting should be amended to the number of connected
devices for better performance.

Note: If more than 128 simultaneous requests have been configured
cannot be ensured that duplicates will beeliably detected. It is
therefore absolutely recommended that a value less than 128 is usel
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Parameter

Max. APDU size

Read APDU timeouts
automatically

APDU timeout [ms]

APDU segment timeout
[ms]

APDU retries

COV life time [s]

COV additional
overlapping [ms]

Trendlog poll interval

Character encoding

Disable
Read-property -multiple
(RPM) service

Maximum transferable size of an APDU or an APDU segment.
Default:1476

Active The APDU timeout settings are rday the device and the
timeouts set for the device applies.

Timeout for the acknowledgment of a request.
Default:3000

Timeout for the acknowledgment of one or several segments of a
request.

Default:2000

Request retries in case of a timeout.
Default:3

Life time of COV subscriptions.
Default:60

Additional parameter to determine when the renewed subscription is
sent. Prevents, with a delaydBlACnet reaction, the loss of sent values
through a timeout.

Default:0

Formula:

(APDU _timeout*(APDU _retries+ 1))- COV_additional_overlapping
Interval for the polling query offrendlog driver object type variables.
Default: 10

Used character set. Select from dregown list:

ANSI X3.4

ISO 10646 (UGS8)

ISO 10646 (UGS)

}
}
}
}  1SO 88591

Behavior for receiving values ACnet Device

} activated:
For connection buildup and for reading values BACnet servit
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Enable
Write -property -multipe
(WPM) service

Manual address
configuration

Router address

ReadPropertyis used exclusively.

} inactive:
All values are read using BACnet service
ReadPropertyMultiple. If the ReadPropertyMultipleis
answered byRejec® Service unsupporteduring connection
buildup, the BACnetNG driver repeats the request with BACne
serviceReadPropertyand then uses for thiSACnet Device
only the serviceReadProperty
In this case a renewe®ead PropertyMultipleis tried after a
restart or after reloaing the zenon Runtime.

Default:inactive

Attention: If ReadProperty Multiplds not supported Disable RPM
option activated or the BACnet service is not supported by the BACn
device), noBACnet statudlags property is read and mapped to the
zenon status bits for theresentvalue Thus the variable always has
zenon status SPONTANEOUS regardless of B&Cnet statudlags

Behavior for writing values to the PLC

} activated:
For writing BACnet servic@/rite- PropertyMultiple is used
exclusively.

At that it is tried that if possible alVrite-PropertyRequestsn
the write queue are pooled together in a
Write-PropertyMultiple Requestif the maximum APDU size i<
reached, a rw Write- Property Multiple-Requests sent.

Example: When writing recipes, the single
Write-Property Requestare pooled together in a
Write- Property Multiple- Request

}  inactive:
For writing BACnet servic@/rite-Propertyis used exclusively.

Default:inactive

Active The address is not determined automatically via broadcast an
the device name but can be entered manually vikouter address,
Network number and Device address.

BACnet MAC address of the router. It consists of the IP address of tt
router and the UDP port; e.g. in the following formdt92.168.0.5:4 780t

Note: not active if theManual address configuration property is
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inactive.
Network number BACnet network numbenpf the device.
Device address BACnet MAC address of the device.

For BACnet/IP devices, it consists of the IP address and the UDP pc

(seeRouter address), for examplel92.168.0.5:47808

For all other BACnet devices it consists of a byte sequence in
hexadecimal format separated by (e.g.06:0A:67:BE

Save Saves the configuration for the selectddevice

Cancel Discards the changes of the configuration for the selectBeavice

CLOSE DIALOG

OK Applies settings and closes the dialog.
Cancel Discards all changes and closes the dialog.
Help Opens online help.

6 Creating variables

This is how you can create variables in the zenon Editor:

6.1 Creating variables in the Editor
Variables can be created:

} assimple variables

} inarrays(main.chm::/15262.htin

} asstructure variablegmain.chm::/15278.htin

VARIABLE DIALOG

To create a new variable, regardless of which type:
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1. Select theNew variable command in theVariables node in the context menu

I %= Praject hee| 52 Netwark lﬂpdﬂw|

Replace text in selected column...
Replace text in limits...

The dialog for configuring variables is opened

2. Configure the variable

3. The settings that are possible depends on the type of variables

[T Project Manager =0 Eol =% |
S vokspae WP PRI - [Q & BB X |-V WG| REZ- Y 6| L XA S O
= [ VARIABLE (Start pr.
= . Wariables Statuz Name #  Unit Met address Data block Offset Bit um.. | Abgnm. ..
23} Diiver E E E of b ﬁ lber e i‘ Filter tex E: ¢ i‘ ]
# Datatp dry_grith o 0 1} 0 0
& @ Reactionm.. U g n
W Alocations dry_C Variable new... Ins 0 ] 0 0
= @ Alarm drv_C Create standard function 0 o 1] 0
B Units drv_ty 0 0 0 0
# ® Screens dre_tv Linked elements 0 0 0 0
&3] Functions dry_Ny 0 i 0 0
= Copy Cirl+C
Ei :?;99’9’ teble v o 0 0 0 0
o i) Hlecci::: dne_ S 0 0 0 0
T = Delete Del
& Time control drv_8 0 0 0 0
+ &g Programming interls 2 i Expandicollapse node L - ’ 0
S staon(ECEN3.| || = Inter 0 0 0 0
T Production & Facilt +  Interr grizates 0 0 0 0
& Interlockings Activate
Command Deactivate
& Energy Managemer
8 Message Control Export XML selected..
H Menus
& | Report Gererator Import AML...
£ lJ User administrati... Extended importiexport
7 SAP intesface
4 Files | Extended filter
T4 History of chang... Remove all filter
“ Projekisicherun... < — .
= i 7 PRI = i -
a = | v » 42 t0tair1] Edit selected cell F2 ble |

28 | 153



CREATE VARIABLE DIRG
Create variable @

Settings
MName:  5_Variable

5_Varizble

Driver

SIMUL32 - SIMUL_WIZ -
Driver object type

PLC marker -
Datatype

REAL

Array settings
Startindex is 0
@) Startindexis 1
Dim 1 Dim 2 Dim 3
i)

Addressing options

Automatic addressing

|  Fnish | Cancel | Help
Name Distinct name of the variable. If a variable with the same name

already exists in the project, no additional variable can be create
with this name.

Maximum length: 128 characters

Attention: the characters# and @ are not permitted in variable
names. If nonpermitted characters are used, creation of variable
cannot be completed and theFinish button remains inactive.
Note: For some drivers, the addressing is possible over the
property Symbolic address, as well.

Drivers Select the desired driver from the drelown list.

Note: If no driver has been opened in the project, the driver for
internal variableslftern.exe (Main.chm::/Intern.chm::/Intern.htm ))
is automatically loaded.

Driver Object Type Select the appropriate driver object type from the dregown list.
(cti.chm::/28685.htm )

Data Type Select the desirediata type Click on the ... button to open the
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selection dialog

Array settings Expanded settings for array variables. You can find details in the
Arrayschapter.
Addressing options Expanded settings foarraysand structure variablesYou can find

details in the respective section.

Automatic addressing Expanded settings foarraysand structure variablesYou can find
details in the respective section.

SYMBOLIC ADDRESS

The Symbolic address property can be used for addressing as an alternative to theme or
Identification of the variables. Selection is made the driver dialog; configuration is carried out in the
variable property. When importing variables of supported drivers, the property is entered automatically.

Maximum length:1024characters.

The following drivers support th&ymbolic address:
35 V3
AzureDrv
BACnetNG
IEC850
KabaDPServer
OPCUA32
Phoenix32
POZYTON
RemoteRT
S7TIA

SEL
SnmpNg32

L N L S L VU VD S S S )

PA_Drv

INHERITANCE FROM DAA TYPE

Measuring range , Signal range and Set value are always:
} derived from the datatype
}  Automatically adapted if the data type is changed
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Note for signal range: If a change is made to a data type that does not support the ssgnal
range, the signal range is amended automatically. For example, for a change froRT to SINT, the
signal range is changed to127 The amendment is also carried out if thegnal range was not
inherited from the data type. In this case, theeasuring range must be adapted manually.

6.2 Addressing

General Property group for general settings.
Name Name of the variable consists of device name, object name and prope
name.

Devices, object name and property name are separated by a perigd (
Each separator can be configured.

If a single item of an array shdd be addressed, the offset must be
stated as postfix in brackets. (for example:
MyServer.AnalogValue7<priority -array[8])

Attention: For every zenon project the name must be unambiguous.

The device object of a devices is also addressed in accordance thi¢h
scheme mentioned above. In this case, the device name is repeated a
the object name (for exampleMyServer.MyServer<object -name).

Identification Can be used as an alternative for addressing variables if it is set in the
driver configuration. The form&for name and identification is identical.

Addressing

Net address Is used if at driver configuration in th8ettings tab option Adressing
mode is projected withNet address, Object name, Property éDNet
address, Object ID, Property.ID

Data block not used for this driver

Offset not used for this driver

Alignment not used for this driver

Bit number not used for this driver

String length Only available for String variables.
Maximum number of characters that the variable can take.

Driver Object type of the variables. Depending on the driver used, is selected

connection /Driver when the variable is created and can be changed here.
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Object Type

Driver Data type of the variable. Is selected during the creation oéthariable;
connection /Data the type can be changed here.

Type

Attention: If you change the data type later, all other properties of the
variable must be checked and adjusted, if necessary.
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Group/Property

BACnet data type

BACnet object
instance 1D

BACnet object
name

BACnet object type

BACnet property ID

BACnet trend-log
variable type

BACnet string
length

BACnet write
priority

BACnet data type of te property. With the help of the data type you
can define how a numeric variable or a string variable are mapped to ¢
BACnet property. For a description of the possible data types refer to
chapter 'Data types supported by the driver for BACnet object
properties (on page 34)".

Is used if at driver configuration in th8ettings tab option Adressing
mode is projected withNet address, Object ID, Property.|D

Is used if at driver configuration in th8ettings tab option Adressing
mode is projected withNet address, Object name, Property. 1D

For userspecific properties or when you do not want to state the
property in the name or in the identification, you can set the BACnet
Object ID there.

For userspecific properties or when you do not want to state the
property in the rame or in the identification, you can set the BACnet
Property ID there.

Attention: Only if you set-1as Property ID, the property is determinec
via the name or identification.

Selection whictBACnet Trendlog Object propestishould be displayed
for the variable.

} Log status
}  Time chnge

}  Value
Can only be used for variables afriver object type Trendlog
Only available if you sele®@ITSTRIN@GsBACnet data type.
Defines the bit length of the bit string.

Write priority. Valid write priorities aré-16 If you enter0, the variable is
written without a write priority.

Possible entried) ...16
Default:0

The priority is set in theriority-array object property in the
corresponding bit.

To reset the priority of a written value, i.e. to reset the bit in the
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priority-array, you need an additional variable. The variable must be a
Stringdata type, address the same object and have the saBACnet
property ID and BACnet data type 'NULL You set an empty string
to this variable (with write set value function, for example). The set
BACnet write priority is reset; the previoushget set value with this
priority is discarded.

Priority Read priority / ead method

The BACnet driver evaluates this property in order to distinguish the re
method.

Normal: Spontaneous reading via COV subscriptions

Attention: Only for PRESENTVALUEand STATUSFLAGSfor stating
the update cycle in accordance with the driver nfiguration. Possible
values:

} increased

}  high
}  highest
Symbolic address The Symbolic address property can be used for addressing as an

alternative to theName or Identification of the variables. Selection is
made in the driver dialog; configuration is carried out in the variable
property. When importing variables of supported drivers, the property i
entered automatically.

Maximum length:1024characters.

6.2.1 Addressing

88Trenner
NULL Data type withouta  String
value
BOOLEAN Boolean BOOL, String TRUE
UNSIGNED Positive integer UDINT, String 8
SIGNED Integer DINT, String -1
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BACnet data type Compatible IEC types | String coding example

REAL
DOUBLE
OCTETSTRING

CHARACTERSTRI
NG

BITSTRING

ENUMERATED
DATE
TIME

OBJECTIDENTIFIE
R

[Any]

[DateTime]

[TimeStamp]

[PriorityArray]

[Recipient]

[DeviceObjectRef
erence]

[DeviceObjectPro

Float
Float
Bytes sequence

String

Bit string

Enumeration
Date
Time

Object ID

Any value

Date (DATE)
followed by time
(TIME)

BACnetTimeStamp
Contains either:

0: TIME

1: Unsigned

2: [DateTime]

Array with 16
elements of the
same data type as
the PRESENYVALUE
property or NULL

BACnetRecipient

REAL, String
LREAL, String
String

String

String, UDINT(if size <
32)

UDINT, String
UDINT, String
UDINT, String

String

String

String

String

String

String

BACnetDeviceObject String

Reference

BACnetDeviceObject String

8.0
65A8B900

abcd

01110

8
109.12.1.7
17:00:00:000

0008 0000001
[2] 78
{[10] 109.12.1.7},{[11]

17:00:00:000}

{<2> {[10] 109.12.1.7},{[11
17:00:00:000}}

{[0]},{[4] 5.0}{[C1}, ...
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BACnet data type Compatible IEC types | String coding example

pertyReference]

[ObjectPropertyR
eference]

[SetpointReferen
ce]

[ActionList]

[EventParamater]

[DateRange]

[DailySchedule]

[SpecialEvent]

[VTSession]
[SessionKey]

[CalendarEntry]

[AddressBinding]

[COVSubscriptio
n]

PropertyReference

BACnetObjectProper String
yReference

BACnetSetPointRefe String
ence

BACnetActionList String

BACnetEventParame String
ter

Start date (DATE) String
followed by end
date (DATE)

BACnetDailySchedul String
e

List of:

TIME followed by
[Any]

BACnetSpecialEvent String

BACnetVTSession  String
BACnetSessionKey String

BACnetCalendarEntr String
y

Contains either:
0: DATE

1: [DateRange]
2: [WeekNDay]

BACnetAddressBindi String
ng

BACnetCOVSubscrig String
tion

{109.12.1.255},{109.12.2.2

{<0>{(2) 1.1.1}},{<2> {[11]
17:00:00:000},{[1]
TRUE}R{(3) 1}

(2) 255.255.1
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BACnet data type Compatible IEC types | String coding example

[ReadAccessSpec BACnetReadAccess! String
ification] pecification

[ReadAccessResu BACnetReadAccesst String

It] esult
[Destination] BACnetDestination  String
[LogRecord] BACnetLogRecord  String
[WeekNDay] BACnetWeekNDay String 331
BITSTRING Bit string with length String 0010
(StatusFlags) 4
BITSTRING Bit string with length  String 111
(EventTransitionB = 3
its)
BITSTRING Bit string with length String
(ServicesSupport 40
ed)
[Raw] Data should always String %10% 6D071603
be coded as bytes
sequence.

6.2.2 Addressing

ACCUMULATOR(23)
de
object-identifier(75) [Objectldentifier] Read
object-name(77) [CharacterString] Read
object-type(79) ENUMERATED Read
present-value(85) [Unsigned] Read
description(28) [CharacterString] Optional
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PropertyName PropertyDatatype

device-type(31) [CharacterString]
status-flags(111) BITSTRING
event-state(36) ENUMERATED
reliability(103) ENUMERATED
out-of-service(81) [BOOLEAN]
scale(187) [Scale]
units(117) ENUMERATED
prescale(185) [Prescale]
max-pres-value(65) [Unsigned]
value-change-time(192) [DateTime]

value-before -change(190) [Unsigned]

value-set(191) [Unsigned]

logging -record(184) [AccumulatorRecord]
logging -object(183) [Objectldentifier]
pulse-rate(186) [Unsigned]

high -limit(45) [Unsigned]

low - limit(59) [Unsigned]

limit -monitoring -interval(1 [Unsigned]
82)

notification -class(17) [Unsigned]

time -delay(113) [Unsigned]

limit -enable(52) BITSTRING
event-enable(35) BITSTRING
acked-transitions(0) BITSTRING
notify -type(72) ENUMERATED

event-time -stamps(130) [TimeStamp], Array[3]

PropertyConformanceCo

de
Optional
Read
Read
Optional
Read
Read
Read
Optional
Read
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional

Optional

Optional
Optional
Optional
Optional
Optional
Optional

Optional
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PropertyName PropertyDatatype PropertyConformanceCo
de

event-message-texts(351) [CharacterString], Array[3] Optional
event-message-texts-confi  [CharacterString], Array[3] Optional
0(352)

event-detection -enable(35 [BOOLEAN] Optional
3)

event-algorithm -inhibit -re  [ObjectPropertyReference] Optional
f(355)

event-algorithm -inhibit(3 [BOOLEAN] Optional
54)

time -delay-normal(356) [Unsigned] Optional
reliability -evaluation -inhib  [BOOLEAN] Optional
it(357)

property -list(371) ENUMERATED, Array[N] Read
profile -name(168) [CharacterString] Optional

ANALOGINPUT(0)

PropertyName PropertyDatatype PropertyConformanceCo
de

object-name(77) [Objectldentifier] Read
[CharacterString] Read
OBJECTTYPE(79)
present-value(85) ENUMERATED Read
description(28) [CharacterString] Read
device-type(31) [CharacterString] Optional
status-flags(111) [CharacterString] Optional
event-state(36) BITSTRING Read
reliability(103) ENUMERATED Read
out-of-service(81) ENUMERATED Optional
update -interval(118) [BOOLEAN] Read
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PropertyName PropertyDatatype

units(117)

min -pres-value(69)
max-pres-value(65)
resolution(106)
cov-increment(22)
time -delay(113)
notification -class(17)
high -limit(45)

low - limit(59)
deadband(25)

limit -enable(52)
event-enable(35)

acked-transitions(0)

notify -type(72)

event-time -stamps(130)
event-message-texts(351)

event-message-texts-confi

0(352)

event-detection -enable(35

3)

event-algorithm -inhibit -re

f(355)

event-algorithm -inhibit(3

54)

time -delay-normal(356)

reliability -evaluation -inhib

it(357)

[Unsigned]
ENUMERATED
[REAL]

[REAL]

[REAL]

[REAL]
[Unsigned]
[Unsigned]
[REAL]

[REAL]

[REAL]
BITSTRING
BITSTRING
BITSTRING
ENUMERATED
[TimeStamp], Array[3]

[CharacterString], Array[3]

[CharacterString], Array[3]

[BOOLEAN]

[ObjectPropertyReference]

[BOOLEAN]

[Unsigned]

PropertyConformanceCo

de
Optional
Read
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional

Optional

Optional

Optional

Optional

Optional

Optional
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PropertyName PropertyDatatype PropertyConformanceCo
de

property -list(371) [BOOLEAN] Optional
profile -name(168) ENUMERATED, Array[N] Read
object-identifier(75) [CharacterString] Optional
ANALOGOUTPUT(1)
de
object-identifier(75) [Objectldentifier] Read
object-name(77) [CharacterString] Read
object-type(79) ENUMERATED Read
present-value(85) [REAL] Write
description(28) [CharacterString] Optional
device-type(31) [CharacterString] Optional
status-flags(111) BITSTRING Read
event-state(36) ENUMERATED Read
reliability(103) ENUMERATED Optional
out-of-service(81) [BOOLEAN] Read
units(117) ENUMERATED Read
min -pres-value(69) [REAL] Optional
max-pres-value(65) [REAL] Optional
resolution(106) [REAL] Optional
priority -array(87) [PriorityArray] Read
relinquish -default(104) [REAL] Read
cov-increment(22) [REAL] Optional
time -delay(113) [Unsigned] Optional
notification -class(17) [Unsigned] Optional
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PropertyName PropertyDatatype

high -limit(45)

low - limit(59)
deadband(25)

limit -enable(52)
event-enable(35)
acked-transitions(0)

notify -type(72)
event-time -stamps(130)
event-message-texts(351)

event-message-texts-confi
0(352)

event-detection -enable(35
3)

event-algorithm -inhibit -re
f(355)

event-algorithm -inhibit(3
54)

time -delay-normal(356)

reliability -evaluation -inhib
it(357)

property -list(371)

profile -name(168)

ANALOGVALUE(2)

PropertyName PropertyDatatype

object-identifier(75)

object-name(77)

[REAL]

[REAL]

[REAL]

BITSTRING

BITSTRING

BITSTRING
ENUMERATED
[TimeStamp], Array[3]
[CharacterString], Array[3]

[CharacterString], Array[3]

[BOOLEAN]

[ObjectPropertyReference]

[BOOLEAN]

[Unsigned]

[BOOLEAN]

ENUMERATED, Array[N]

[CharacterString]

[Objectldentifier]

[CharacterString]

PropertyConformanceCo

de

Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional

Optional

Optional

Optional

Optional

Optional

Optional

Read

Optional

PropertyConformanceCo

de
Read

Read
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PropertyName PropertyDatatype

object-type(79) ENUMERATED
present-value(85) [REAL]
description(28) [CharacterString]
status-flags(111) BITSTRING
event-state(36) ENUMERATED
reliability(103) ENUMERATED
out-of-service(81) [BOOLEAN]
units(117) ENUMERATED
priority -array(87) [PriorityArray]
relinquish -default(104) [REAL]
cov-increment(22) [REAL]

time -delay(113) [Unsigned]
notification -class(17) [Unsigned]
high -limit(45) [REAL]

low -limit(59) [REAL]
deadband(25) [REAL]

limit -enable(52) BITSTRING
event-enable(35) BITSTRING
acked-transitions(0) BITSTRING
notify -type(72) ENUMERATED

event-time -stamps(130) [TimeStamp], Array[3]
event-message-texts(351) [CharacterString], Array[3]

event-message-texts-confi  [CharacterString], Array[3]
0(352)

event-detection -enable(35 [BOOLEAN]
3)

PropertyConformanceCo

de

Read
Read
Optional
Read
Read
Optional
Read
Read
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional

Optional

Optional
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PropertyName PropertyDatatype

event-algorithm -inhibit -re  [ObjectPropertyReference]

f(355)

event-algorithm -inhibit(3 [BOOLEAN]
54)

time -delay-normal(356) [Unsigned]
reliability -evaluation-inhib  [BOOLEAN]
it(357)

min -pres-value(69) [REAL]
max-pres-value(65) [REAL]
resolution(106) [REAL]

property -list(371) ENUMERATED, Array[N]

profile -name(168) [CharacterString]

AVERAGING(18)

PropertyName PropertyDatatype

object-identifier(75) [Objectldentifier]
object-name(77) [CharacterString]
object-type(79) ENUMERATED
minimum -value(136) [REAL]

minimum -value-timestam  [DateTime]
p(150)

average-value(125) [REAL]
variance-value(151) [REAL]
maximum -value(135) [REAL]
maximum -value-timestam [DateTime]
p(149)

description(28) [CharacterString]

PropertyConformanceCo
de

Optional

Optional

Optional

Optional

Optional
Optional
Optional
Read

Optional

PropertyConformanceCo
de

Read
Read
Read
Read

Optional

Read
Optional
Read

Optional

Optional
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PropertyName PropertyDatatype

attempted -samples(124) [Unsigned]

valid-samples(146) [Unsigned]

object-property -reference  [DeviceObjectPropertyReference]

(78)
window -interval(147) [Unsigned]
window -samples(148) [Unsigned]

property -list(371) ENUMERATED, Array[N]

profile -name(168) [CharacterString]

BINARYINPUT(3)

PropertyConformanceCo
de

Write
Read

Read

Write
Write
Read

Optional

PropertyConformanceCo
de

PropertyName PropertyDatatype

object-identifier(75) [Objectldentifier]
object-name(77) [CharacterString]
object-type(79) ENUMERATED
present-value(85) ENUMERATED
description(28) [CharacterString]
device-type(31) [CharacterString]
status-flags(111) BITSTRING
event-state(36) ENUMERATED
reliability(103) ENUMERATED
out-of-service(81) [BOOLEAN]
polarity(84) ENUMERATED
inactive -text(46) [CharacterString]
active-text(4) [CharacterString]
change-of-state-time(16) [DateTime]
change-of-state-count(15) [Unsigned]

Read
Read
Read
Read
Optional
Optional
Read
Read
Optional
Read
Read
Optional
Optional
Optional

Optional
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PropertyName PropertyDatatype

time -of - state-count -reset(
115)

elapsed-active-time(33)

time -of -active-time -reset(
114)

time -delay(113)
notification -class(17)
alarm-value(6)
event-enable(35)
acked-transitions(0)

notify -type(72)
event-time -stamps(130)
event-message-texts(351)

event-message-texts-confi
0(352)

event-detection -enable(35
3)

event-algorithm -inhibit -re
f(355)

event-algorithm -inhibit(3
54)

time -delay-normal(356)

reliability -evaluation -inhib
it(357)

property -list(371)

profile -name(168)

[DateTime]

UNSIGNED

[DateTime]

[Unsigned]

[Unsigned]
ENUMERATED
BITSTRING

BITSTRING
ENUMERATED
[TimeStamp], Array[3]
[CharacterString], Array[3]

[CharacterString], Array[3]

[BOOLEAN]

[ObjectPropertyReference]

[BOOLEAN]

[Unsigned]

[BOOLEAN]

ENUMERATED, Array[N]

[CharacterString]

PropertyConformanceCo

de

Optional

Optional

Optional

Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional

Optional

Optional

Optional

Optional

Optional

Optional

Read

Optional
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BINARYOUTPUT(4)

PropertyName PropertyDatatype PropertyConformanceCo
de

object-identifier(75) [Objectldentifier] Read
object-name(77) [CharacterString] Read
object-type(79) ENUMERATED Read
present-value(85) ENUMERATED Write
description(28) [CharacterString] Optional
device-type(31) [CharacterString] Optional
status-flags(111) BITSTRING Read
event-state(36) ENUMERATED Read
reliability(103) ENUMERATED Optional
out-of-service(81) [BOOLEAN] Read
polarity(84) ENUMERATED Read
inactive -text(46) [CharacterString] Optional
active-text(4) [CharacterString] Optional
change-of-state-time(16) [DateTime] Optional
change-of-state-count(15) [Unsigned] Optional
time -of -state-count-reset( [DateTime] Optional
115)

elapsed-active-time(33) UNSIGNED Optional
time -of -active-time -reset(  [DateTime] Optional
114)

minimum -off -time(66) UNSIGNED Optional
minimum -on-time(67) UNSIGNED Optional
priority -array(87) [PriorityArray] Read
relinquish -default(104) ENUMERATED Read
time -delay(113) [Unsigned] Optional
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PropertyName PropertyDatatype

notification -class(17)
feedback-value(40)
event-enable(35)
acked-transitions(0)

notify -type(72)
event-time -stamps(130)
event-message-texts(351)

event-message-texts-confi
0(352)

event-detection -enable(35
3)

event-algorithm -inhibit -re
f(355)

event-algorithm -inhibit(3
54)

time -delay-normal(356)
reliability -evaluation -inhib

it(357)

BINARYVALUE(5)

PropertyName PropertyDatatype

object-identifier(75)
object-name(77)
object-type(79)
present-value(85)
description(28)

status-flags(111)

[Unsigned]
ENUMERATED
BITSTRING

BITSTRING
ENUMERATED
[TimeStamp], Array[3]
[CharacterString], Array[3]

[CharacterString], Array[3]

[BOOLEAN]

[ObjectPropertyReference]

[BOOLEAN]

[Unsigned]

[BOOLEAN]

[Objectldentifier]
[CharacterString]
ENUMERATED
ENUMERATED
[CharacterString]

BITSTRING

PropertyConformanceCo
de

Optional
Optional
Optional
Optional
Optional
Optional
Optional

Optional

Optional

Optional

Optional

Optional

Optional

PropertyConformanceCo
de

Read
Read
Read
Read
Optional

Read
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PropertyName PropertyDatatype

event-state(36) ENUMERATED
reliability(103) ENUMERATED
out-of-service(81) [BOOLEAN]
inactive -text(46) [CharacterString]
active-text(4) [CharacterString]

change-of-state-time(16) [DateTime]
change-of-state-count(15) UNSIGNED

time -of -state-count-reset( [DateTime]
115)

elapsed-active-time(33) UNSIGNED

time -of -active-time -reset(  [DateTime]

114)

minimum -off -time(66) UNSIGNED
minimum -on-time(67) UNSIGNED
priority -array(87) [PriorityArray]
relinquish -default(104) ENUMERATED
time -delay(113) [Unsigned]
notification -class(17) [Unsigned]
alarm-value(6) ENUMERATED
event-enable(35) BITSTRING
acked-transitions(0) BITSTRING
notify -type(72) ENUMERATED

event-time -stamps(130) [TimeStamp], Array[3]
event-message-texts(351) [CharacterString], Array[3]

event-message-texts-confi  [CharacterString], Array[3]
0(352)

PropertyConformanceCo

de

Read
Optional
Read
Optional
Optional
Optional
Optional

Optional

Optional

Optional

Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional

Optional
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PropertyName PropertyDatatype PropertyConformanceCo
de

event-detection -enable(35 [BOOLEAN] Optional

3)

event-algorithm -inhibit -re  [ObjectPropertyReference] Optional

f(355)

event-algorithm -inhibit(3 [BOOLEAN] Optional

54)

time -delay-normal(356) [Unsigned] Optional

reliability -evaluation -inhib  [BOOLEAN] Optional

it(357)

property -list(371) ENUMERATED, Array[N] Read

profile -name(168) [CharacterString] Optional
CALENDAR(6)

de

object-identifier(75) [Objectldentifier] Read

object-name(77) [CharacterString] Read

object-type(79) ENUMERATED Read

description(28) [CharacterString] Optional

present-value(85) [BOOLEAN] Read

date-list(23) [CalendarEntry], List Read

property -list(371) ENUMERATED, Array[N] Read

profile -name(168) [CharacterString] Optional
COMMAND(7)

de
object-identifier(75) [Objectldentifier] Read
object-name(77) [CharacterString] Read
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PropertyName PropertyDatatype PropertyConformanceCo
de

object -type(79) ENUMERATED Read
description(28) [CharacterString] Optional
present-value(85) [Unsigned] Write
in-process(47) [BOOLEAN] Read
all-writes-successful(9) [BOOLEAN] Read
action(2) [ActionList], Array[N] Read
action -text(3) [CharacterString], Array[N] Optional
property -list(371) ENUMERATED, Array[N] Read
profile -name(168) [CharacterString] Optional
DEVICE(8)
de

object-identifier(75) [Objectldentifier] Read
object-name(77) [CharacterString] Read
object-type(79) ENUMERATED Read
system-status(112) ENUMERATED Read
vendor-name(121) [CharacterString] Read
vendor -identifier(120) UNSIGNED Read
model-name(70) [CharacterString] Read
firmware -revision(44) [CharacterString] Read
application -software -versi  [CharacterString] Read
on(12)

location(58) [CharacterString] Optional
description(28) [CharacterString] Optional
protocol -version(98) [Unsigned] Read
protocol -revision(139) [Unsigned] Read
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PropertyName PropertyDatatype

protocol -services-support
ed(97)

protocol -object -types-sup
ported(96)

object-list(76)
structured -object -list(209)

max-apdu-length -accepte
d(62)

segmentation -supported(1
07)

max-segments-accepted(1l
67)

vt-classessupported(122)
active-vt-sessions(b)
local-time(57)
local-date(56)
utc-offset(119)

daylight -savings-status(24
)

apdu-segment-timeout(10

)
apdu-timeout(11)

number -of -apdu-retries(7
3)

time -synchronization -reci
pients(116)

max-master(64)
max-info -frames(63)

device-address-binding(3

BITSTRING

BITSTRING

[Objectldentifier], Array[N]
[Objectldentifier], Array[N]

[Unsigned]

ENUMERATED

[Unsigned]

ENUMERATED, List
[VTSession], List
[Time]

[Date]

[INTEGER]

[BOOLEAN]

[Unsigned]

[Unsigned]

[Unsigned]

[Recipient], List

[Unsigned]
[Unsigned]

[AddressBinding], List

PropertyConformanceCo

de

Read

Read

Read
Optional

Read

Read

Optional

Optional
Optional
Optional
Optional
Optional

Optional

Optional

Read

Read

Optional

Optional
Optional

Read
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PropertyName PropertyDatatype

0)

database-revision(155) [Unsigned]

configuration -files(154) [Objectldentifier], Array[N]
last-restore-time(157) [TimeStamp]

backup-failure -timeout(15 UNSIGNED
3)

backup-preparation -time(  UNSIGNED
339)

restore-preparation -time(  UNSIGNED
341)

restore-completion -time(3 UNSIGNED
40)

backup-and-restore-state( ENUMERATED
338)

active-cov-subscriptions(1  [COVSubscription], List
52)

slave-proxy -enable(172) [BOOLEAN], Array[N]

manual-slave-address-bin  [AddressBinding], List
ding(170)

auto-slave-discovery(169) [BOOLEAN], Array[N]
slave-address-binding(171) [AddressBinding], List
last-restart-reason(196) ENUMERATED

time -of -device-restart(203  [TimeStamp]

)

restart-notification -recipie [Recipient], List
nts(202)

utc-time -synchronization -  [Recipient], List
recipients(206)

time -synchronization -inte  [Unsigned]
rval(204)

PropertyConformanceCo

de

Read
Optional
Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional
Optional
Optional

Optional

Optional

Optional

Optional

53| 152



PropertyName PropertyDatatype

align-intervals(193) [BOOLEAN]
interval -offset(195) [Unsigned]
serial-number(372) [CharacterString]

property -list(371) ENUMERATED, Array[N]

profile -name(168) [CharacterString]

EVENTENROLLMENT(9)

PropertyConformanceCo
de

Optional
Optional
Optional
Read

Optional

PropertyConformanceCo

PropertyName PropertyDatatype

object-identifier(75) [Objectldentifier]
object-name(77) [CharacterString]
object-type(79) ENUMERATED
description(28) [CharacterString]
event-type(37) ENUMERATED
notify -type(72) ENUMERATED
event-parameters(83) [EventParameter]

object-property -reference  [DeviceObjectPropertyReference]

(78)

event-state(36) ENUMERATED
event-enable(35) BITSTRING
acked-transitions(0) BITSTRING
notification -class(17) [Unsigned]

event-time -stamps(130) [TimeStamp], Array[3]

event-message-texts(351) [CharacterString], Array[3]

event-message-texts-confi
0(352)

[CharacterString], Array[3]

event-detection -enable(35 [BOOLEAN]

de
Read
Read
Read
Optional
Read
Read
Read

Read

Read
Read
Read
Read
Read
Optional

Optional

Read
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PropertyName PropertyDatatype PropertyConformanceCo
de

3)
event-algorithm -inhibit -re  [ObjectPropertyReference] Optional
f(355)
event-algorithm -inhibit(3 [BOOLEAN] Optional
54)
time -delay-normal(356) [Unsigned] Optional
status-flags(111) BITSTRING Read
reliability(103) ENUMERATED Read
fault -type(359) ENUMERATED Optional
fault -parameters(358) [FaultParameter] Optional
reliability -evaluation -inhib  [BOOLEAN] Optional
it(357)
property -list(371) ENUMERATED, Array[N] Read
profile -name(168) [CharacterString] Optional
FILE(10)
de
object-identifier(75) [Objectldentifier] Read
object-name(77) [CharacterString] Read
object-type(79) ENUMERATED Read
description(28) [CharacterString] Optional
file-type(43) [CharacterString] Read
file-size(42) [Unsigned] Read
modification -date(71) [DateTime] Read
archive(13) [BOOLEAN] Write
read-only(99) [BOOLEAN] Read
file-accessmethod(41) ENUMERATED Read
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PropertyName PropertyDatatype PropertyConformanceCo
de

record-count(141) [Unsigned] Optional
property -list(371) ENUMERATED, Array[N] Read
profile -name(168) [CharacterString] Optional
GROUP(11)
de

object-identifier(75) [Objectldentifier] Read
object-name(77) [CharacterString] Read
object-type(79) ENUMERATED Read
description(28) [CharacterString] Optional
list-of-group -members(53 [ReadAccessSpecification], List Read

)

present-value(85) [ReadAccessResult], List Read
property -list(371) ENUMERATED, Array[N] Read
profile -name(168) [CharacterString] Optional

LIFESAFETYPOINT(21)

PropertyName PropertyDatatype PropertyConformanceCo
de

object-identifier(75) [Objectldentifier] Read
object-name(77) [CharacterString] Read
object-type(79) ENUMERATED Read
present-value(85) ENUMERATED Read
tracking -value(164) ENUMERATED Read
description(28) [CharacterString] Optional
device-type(31) [CharacterString] Optional
status-flags(111) BITSTRING Read

56 | 152



PropertyName PropertyDatatype

event-state(36) ENUMERATED
reliability(103) ENUMERATED
out-of-service(81) [BOOLEAN]
mode(160) ENUMERATED
accepted-modes(175) ENUMERATED, List
time -delay(113) [Unsigned]
notification -class(17) [Unsigned]

life -safety-alarm-values(16 ENUMERATED, List
6)

alarm-values(7) ENUMERATED, List
fault -values(39) ENUMERATED, List
event-enable(35) BITSTRING
acked-transitions(0) BITSTRING

notify -type(72) ENUMERATED

event-time -stamps(130) [TimeStamp], Array[3]
event-message-texts(351) [CharacterString], Array[3]

event-message-texts-confi  [CharacterString], Array[3]
g(352)

event-detection -enable(35 [BOOLEAN]
3)

event-algorithm -inhibit -re  [ObjectPropertyReference]
f(355)

event-algorithm -inhibit(3 [BOOLEAN]
54)

time -delay-normal(356) [Unsigned]

reliability -evaluation-inhib  [BOOLEAN]
it(357)

PropertyConformanceCo

de
Read
Read
Read
Write
Read
Optional
Optional

Optional

Optional
Optional
Optional
Optional
Optional
Optional
Optional

Optional

Optional

Optional

Optional

Optional

Optional
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PropertyName PropertyDatatype PropertyConformanceCo
de

silenced(163) ENUMERATED Read
operation -expected(161) ENUMERATED Read
maintenance-required(158 ENUMERATED Optional
)

setting(162) UNSIGNED Optional
direct-reading(156) [REAL] Optional
units(117) ENUMERATED Optional
member -0f(159) [DeviceObjectReference], List Optional
property -list(371) ENUMERATED, Array[N] Read
profile -name(168) [CharacterString] Optional

LIFESAFETYZONE(22)

PropertyName PropertyDatatype PropertyConformanceCo
de

object-identifier(75) [Objectldentifier] Read
object-name(77) [CharacterString] Read
object-type(79) ENUMERATED Read
present-value(85) ENUMERATED Read
tracking -value(164) ENUMERATED Read
description(28) [CharacterString] Optional
device-type(31) [CharacterString] Optional
status-flags(111) BITSTRING Read
event-state(36) ENUMERATED Read
reliability(103) ENUMERATED Read
out-of-service(81) [BOOLEAN] Read
mode(160) ENUMERATED Write
accepted-modes(175) ENUMERATED, List Read
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PropertyName PropertyDatatype

time -delay(113)

notification -class(17)

[Unsigned]

[Unsigned]

life -safety-alarm-values(16 ENUMERATED, List

6)

alarm-values(7)

fault -values(39)
event-enable(35)
acked-transitions(0)

notify -type(72)
event-time -stamps(130)
event-message-texts(351)

event-message-texts-confi
0(352)

event-detection -enable(35
3)

event-algorithm -inhibit -re
f(355)

event-algorithm -inhibit(3
54)

time -delay-normal(356)

reliability -evaluation -inhib
it(357)

silenced(163)
operation -expected(161)

maintenance -required(158

)

zone-members(165)

member -0f(159)

ENUMERATED, List
ENUMERATED, List
BITSTRING

BITSTRING
ENUMERATED
[TimeStamp], Array[3]
[CharacterString], Array[3]

[CharacterString], Array[3]

[BOOLEAN]

[ObjectPropertyReference]

[BOOLEAN]

[Unsigned]

[BOOLEAN]

ENUMERATED
ENUMERATED

[BOOLEAN]

[DeviceObjectReference], List

[DeviceObjectReference], List

PropertyConformanceCo

de
Optional
Optional

Optional

Optional
Optional
Optional
Optional
Optional
Optional
Optional

Optional

Optional

Optional

Optional

Optional

Optional

Read
Read

Optional

Read

Optional
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PropertyName PropertyDatatype

property -list(371) ENUMERATED, Array[N]
profile -name(168) [CharacterString]
LOOP(12)

PropertyName PropertyDatatype

object-identifier(75) [Objectldentifier]
object-name(77) [CharacterString]
object-type(79) ENUMERATED
present-value(85) [REAL]
description(28) [CharacterString]
status-flags(111) BITSTRING
event-state(36) ENUMERATED
reliability(103) ENUMERATED
out-of-service(81) [BOOLEAN]
update -interval(118) [Unsigned]
output -units(82) ENUMERATED

manipulated -variable-refe  [ObjectPropertyReference]

rence(60)

controlled -variable-refere  [ObjectPropertyReference]

nce(19)

controlled -variable-value( [REAL]
21)

controlled -variable-units( ENUMERATED
20)

setpoint -reference(109) [SetpointReference]
setpoint(108) [REAL]
action(2) ENUMERATED

PropertyConformanceCo
de

Read

Optional

PropertyConformanceCo
de

Read
Read
Read
Read
Optional
Read
Read
Optional
Read
Optional
Read

Read

Read

Read

Read

Read
Read

Read
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PropertyName PropertyDatatype

proportional -constant(93) [REAL]

proportional -constant-uni ENUMERATED
ts(94)

integral -constant(49) [REAL]

integral -constant-units(50 ENUMERATED
)

derivative -constant(26) [REAL]

derivative -constant-units( ENUMERATED
27)

bias(14) [REAL]
maximum -output(61) [REAL]
minimum -output(68) [REAL]
priority -for-writing(88) [Unsigned]
cov-increment(22) [REAL]

time -delay(113) [Unsigned]
notification -class(17) [Unsigned]
error -limit(34) [REAL]
deadband(25) [REAL]
event-enable(35) BITSTRING
acked-transitions(0) BITSTRING
notify -type(72) ENUMERATED

event-time -stamps(130) [TimeStamp], Array[3]
event-message-texts(351) [CharacterString], Array[3]

event-message-texts-confi  [CharacterString], Array[3]
0(352)

event-detection -enable(35 [BOOLEAN]
3)

PropertyConformanceCo

de
Optional

Optional

Optional

Optional

Optional

Optional

Optional
Optional
Optional
Read

Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional

Optional

Optional
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PropertyName PropertyDatatype
de

event-algorithm -inhibit -re

f(355)

event-algorithm -inhibit(3

54)

time -delay-normal(356)

reliability -evaluation -inhib

it(357)
property -list(371)

profile -name(168)

MULTISTATEINPUT(13)

PropertyConformanceCo

[ObjectPropertyReference] Optional
[BOOLEAN] Optional
[Unsigned] Optional
[BOOLEAN] Optional
ENUMERATED, Array[N] Read

[CharacterString] Optional

PropertyConformanceCo

PropertyName PropertyDatatype
de

object-identifier(75)

object-name(77)
object-type(79)
present-value(85)
description(28)
device-type(31)
status-flags(111)
event-state(36)
reliability(103)
out-of-service(81)
number -of - states(74)
state-text(110)
time -delay(113)

notification -class(17)

[Objectldentifier] Read
[CharacterString] Read
ENUMERATED Read
[Unsigned] Read
[CharacterString] Optional
[CharacterString] Optional
BITSTRING Read
ENUMERATED Read
ENUMERATED Optional
[BOOLEAN] Read
[Unsigned] Read
[CharacterString], Array[N] Optional
[Unsigned] Optional
[Unsigned] Optional
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PropertyName PropertyDatatype

alarm-values(7)

fault -values(39)
event-enable(35)
acked-transitions(0)

notify -type(72)
event-time -stamps(130)
event-message-texts(351)

event-message-texts-confi
0(352)

event-detection -enable(35
3)

event-algorithm -inhibit -re
f(355)

event-algorithm -inhibit(3
54)

time -delay-normal(356)

reliability -evaluation -inhib
it(357)

property -list(371)

profile -name(168)

MULTISTATEOUTPUT(14)

[Unsigned], List
[Unsigned], List
BITSTRING

BITSTRING
ENUMERATED
[TimeStamp], Array[3]
[CharacterString], Array[3]

[CharacterString], Array[3]

[BOOLEAN]

[ObjectPropertyReference]

[BOOLEAN]

[Unsigned]

[BOOLEAN]

ENUMERATED, Array[N]

[CharacterString]

PropertyConformanceCo
de

Optional
Optional
Optional
Optional
Optional
Optional
Optional

Optional

Optional

Optional

Optional

Optional

Optional

Read

Optional

PropertyConformanceCo

PropertyName PropertyDatatype

object-identifier(75)
object-name(77)
object-type(79)

present-value(85)

[Objectldentifier]
[CharacterString]
ENUMERATED

[Unsigned]

de

Read
Read
Read

Write
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PropertyName PropertyDatatype

description(28) [CharacterString]
device-type(31) [CharacterString]
status-flags(111) BITSTRING
event-state(36) ENUMERATED
reliability(103) ENUMERATED
out-of-service(81) [BOOLEAN]
number -of -states(74) [Unsigned]
state-text(110) [CharacterString], Array[N]
priority -array(87) [PriorityArray]
relinquish -default(104) [Unsigned]

time -delay(113) [Unsigned]
notification -class(17) [Unsigned]
feedback-value(40) [Unsigned]
event-enable(35) BITSTRING
acked-transitions(0) BITSTRING
notify -type(72) ENUMERATED

event-time -stamps(130) [TimeStamp], Array[3]
event-message-texts(351) [CharacterString], Array[3]

event-message-texts-confi  [CharacterString], Array[3]
0(352)

event-detection -enable(35 [BOOLEAN]
3)

event-algorithm -inhibit -re  [ObjectPropertyReference]
f(355)

event-algorithm -inhibit(3 [BOOLEAN]
54)

time -delay-normal(356) [Unsigned]

PropertyConformanceCo

de
Optional
Optional
Read
Read
Optional
Read
Read
Optional
Read
Read
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional

Optional

Optional

Optional

Optional

Optional
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PropertyName PropertyDatatype

reliability -evaluation -inhib

it(357)
property -list(371)

profile -name(168)

MULTISTATEVALUE(19)

PropertyName PropertyDatatype

object-identifier(75)
object-name(77)
object-type(79)
present-value(85)
description(28)
status-flags(111)
event-state(36)
reliability(103)
out-of-service(81)
number -of - states(74)
state-text(110)
priority -array(87)
relinquish -default(104)
time -delay(113)
notification -class(17)
alarm-values(7)

fault -values(39)
event-enable(35)

acked-transitions(0)

[BOOLEAN]

ENUMERATED, Array[N]

[CharacterString]

[Objectldentifier]
[CharacterString]
ENUMERATED
[Unsigned]
[CharacterString]
BITSTRING
ENUMERATED
ENUMERATED
[BOOLEAN]
[Unsigned]
[CharacterString], Array[N]
[PriorityArray]
[Unsigned]
[Unsigned]
[Unsigned]
[Unsigned], List
[Unsigned], List
BITSTRING

BITSTRING

PropertyConformanceCo

de

Optional

Read

Optional

PropertyConformanceCo

de
Read
Read
Read
Read
Optional
Read
Read
Optional
Read
Read
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional

Optional
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PropertyName PropertyDatatype

notify -type(72)
event-time -stamps(130)
event-message-texts(351)

event-message-texts-confi
0(352)

event-detection -enable(35
3)

event-algorithm -inhibit -re
f(355)

event-algorithm -inhibit(3
54)

time -delay-normal(356)

reliabil ity -evaluation -inhib
it(357)

property -list(371)

profile -name(168)

NOTIFICATIONCLASS(95

ENUMERATED
[TimeStamp], Array([3]
[CharacterString], Array[3]

[CharacterString], Array[3]

[BOOLEAN]

[ObjectPropertyReference]

[BOOLEAN]

[Unsigned]

[BOOLEAN]

ENUMERATED, Array[N]

[CharacterString]

PropertyConformanceCo
de

Optional
Optional
Optional

Optional

Optional

Optional

Optional

Optional

Optional

Read

Optional

PropertyConformanceCo
de

PropertyName PropertyDatatype

object-identifier(75)
object-name(77)
object-type(79)
description(28)
notification -class(17)
priority(86)
ack-required(1)

recipient -1ist(102)

[Objectldentifier]
[CharacterString]
ENUMERATED
[CharacterString]
[Unsigned]
[Unsigned], Array[3]
BITSTRING

[Destination], List

Read
Read
Read
Optional
Read
Read
Read

Read
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PropertyName PropertyDatatype PropertyConformanceCo
de

property -list(371) ENUMERATED, Array[N] Read
profile -name(168) [CharacterString] Optional
PROGRAM(16)
de

[Objectldentifier] Read
OBJECTIDENTIFIER(7%
object-name(77) [CharacterString] Read
object-type(79) ENUMERATED Read
program -state(92) ENUMERATED Read
program -change(90) ENUMERATED Write
reason-for -halt(100) ENUMERATED Optional
description -of-halt(29) [CharacterString] Optional
program -location(91) [CharacterString] Optional
description(28) [CharacterString] Optional
instance-of(48) [CharacterString] Optional
status-flags(111) BITSTRING Read
reliability(103) ENUMERATED Optional
out-of-service(81) [BOOLEAN] Read
event-detection -enable(35 [BOOLEAN] Optional
3)
notification -class(17) [Unsigned] Optional
event-enable(35) BITSTRING Optional
event-state(36) ENUMERATED Optional
acked-transitions(0) BITSTRING Optional
notify -type(72) ENUMERATED Optional
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PropertyName PropertyDatatype

event-time -stamps(130) [TimeStamp], Array[3]
event-message-texts(351) [CharacterString], Array[3]

event-message-texts-confi [CharacterString], Array[3]
g(352)

reliability -evaluation-inhib  [BOOLEAN]

it(357)

property -list(371) ENUMERATED, Array[N]

profile -name(168) [CharacterString]
PULSECONVERTER(24)

PropertyName PropertyDatatype

object-identifier(75) [Objectldentifier]
object-name(77) [CharacterString]
object-type(79) ENUMERATED
description(28) [CharacterString]
present-value(85) [REAL]

input -reference(181) [ObjectPropertyReference]
status-flags(111) BITSTRING
event-state(36) ENUMERATED
reliability(103) ENUMERATED
out-of-service(81) [BOOLEAN]
units(117) ENUMERATED
scale-factor(188) [REAL]
adjust-value(176) [REAL]
count(177) [Unsigned]
update -time(189) [DateTime]

PropertyConformanceCo

de
Optional
Optional

Optional

Optional

Read

Optional

PropertyConformanceCo

de
Read
Read
Read
Optional
Read
Optional
Read
Read
Optional
Read
Read
Read
Write
Read

Read
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PropertyName PropertyDatatype

count-change-time(179)
count-before -change(178)
cov-increment(22)
cov-period(180)
notification -class(17)
time -delay(113)

high -limit(45)

low - limit(59)
deadband(25)

limit -enable(52)
event-enable(35)
acked-transitions(0)

notify -type(72)
event-time -stamps(130)
event-message-texts(351)

event-message-texts-confi
g(352)

event-detection -enable(35
3)

event-algorithm -inhibit -re
f(355)

event-algorithm -inhibit(3
54)

time -delay-normal(356)

reliability -evaluation -inhib
it(357)

property -list(371)

[DateTime]
[Unsigned]

[REAL]

[Unsigned]

[Unsigned]
[Unsigned]

[REAL]

[REAL]

[REAL]

BITSTRING
BITSTRING
BITSTRING
ENUMERATED
[TimeStamp], Array[3]
[CharacterString], Array[3]

[CharacterString], Array[3]

[BOOLEAN]

[ObjectPropertyReference]

[BOOLEAN]

[Unsigned]

[BOOLEAN]

ENUMERATED, Array[N]

PropertyConformanceCo

de

Read
Read
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional

Optional

Optional

Optional

Optional

Optional

Optional

Read
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PropertyName PropertyDatatype

profile -name(168) [CharacterString]

SCHEDULE(17)

PropertyName PropertyDatatype

object-identifier(75) [Objectldentifier]
object-name(77) [CharacterString]
object-type(79) ENUMERATED
present-value(85) [Any]

description(28) [CharacterString]
effective -period(32) [DateRange]
weekly-schedule(123) [DailySchedule], Array[7]
exception -schedule(38) [SpecialEvent], Array[N]
schedule-default(174) [Any]

list-of-object -property -ref = [DeviceObjectPropertyReference], L
erences(54)

priority -for-writing(88) [Unsigned]
status-flags(111) BITSTRING
reliability(103) ENUMERATED
out-of-service(81) [BOOLEAN]
event-detection -enable(35 [BOOLEAN]

3)

notification -class(17) [Unsigned]
event-enable(35) BITSTRING
event-state(36) ENUMERATED
acked-transitions(0) BITSTRING

notify -type(72) ENUMERATED

PropertyConformanceCo
de

Optional

PropertyConformanceCo
de

Read
Read
Read
Read
Optional
Read
Optional
Optional
Read

Read

Read
Read
Read
Read

Optional

Optional
Optional
Optional
Optional

Optional
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PropertyName PropertyDatatype PropertyConformanceCo
de

event-time -stamps(130) [TimeStamp], Array[3] Optional
event-message-texts(351) [CharacterString], Array[3] Optional
event-message-texts-confi  [CharacterString], Array[3] Optional
g(352)

reliability -evaluation-inhib  [BOOLEAN] Optional
it(357)

property -list(371) ENUMERATED, Array[N] Read
profile -name(168) [CharacterString] Optional

TRENDLOG(20)
de

object-identifier(75) [Objectldentifier] Read
object-name(77) [CharacterString] Read
object-type(79) ENUMERATED Read
description(28) [CharacterString] Optional
enable(133) [BOOLEAN] Write
start-time(142) [DateTime] Optional
stop-time(143) [DateTime] Optional

log-device-object-propert  [DeviceObjectPropertyReference]  Optional
y(132)

log-interval(134) [Unsigned] Optional
cov-resubscription -interva  [Unsigned] Optional
1(128)

client-cov-increment(127)  [ClientCOV] Optional
stop-when-full(144) [BOOLEAN] Read
buffer -size(126) UNSIGNED Read
log-buffer(131) [LogRecord], List Read

71| 153



PropertyName PropertyDatatype PropertyConformanceCo
de

record-count(141) UNSIGNED Write
total -record -count(145) UNSIGNED Read
logging -type(197) ENUMERATED Read
align-intervals(193) [BOOLEAN] Optional
interval -offset(195) [Unsigned] Optional
trigger(205) [BOOLEAN] Optional
status-flags(111) BITSTRING Read
reliability(103) ENUMERATED Optional
notification -threshold(137) UNSIGNED Optional
records-since-notification( UNSIGNED Optional
140)

last-notify -record(173) UNSIGNED Optional
event-state(36) ENUMERATED Read
notification -class(17) [Unsigned] Optional
event-enable(35) BITSTRING Optional
acked-transitions(0) BITSTRING Optional
notify -type(72) ENUMERATED Optional
event-time -stamps(130) [TimeStamp], Array[3] Optional
event-message-texts(351) [CharacterString], Array[3] Optional
event-message-texts-confi  [CharacterString], Array[3] Optional
9(352)

event-detection -enable(35 [BOOLEAN] Optional
3)

event-algorithm -inhibit -re  [ObjectPropertyReference] Optional
f(355)

event-algorithm -inhibit(3 [BOOLEAN] Optional
54)
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PropertyName PropertyDatatype

reliability -evaluation -inhib  [BOOLEAN]
it(357)

property -list(371) ENUMERATED, Array[N]
profile -name(168) [CharacterString]
ACCESSDOOR(30)

PropertyName PropertyDatatype

PropertyConformanceCo
de

Optional

Read

Optional

PropertyConformanceCo
de

object-identifier(75) [Objectldentifier] Read
object-name(77) [CharacterString] Read
object-type(79) ENUMERATED Read
present-value(85) ENUMERATED Write
description(28) [CharacterString] Optional
status-flags(111) BITSTRING Read
event-state(36) ENUMERATED Read
reliability(103) ENUMERATED Read
out-of-service(81) [BOOLEAN] Read
priority -array(87) [PriorityArray] Read
relinquish -default(104) ENUMERATED Read
door -status(231) ENUMERATED Optional
lock-status(233) ENUMERATED Optional
secured-status(235) ENUMERATED Optional
door-members(228) [DeviceObjectReference], Array[N] Optional
door -pulse-time(230) [Unsigned] Read
door -extended-pulse-time  [Unsigned] Read
(227)

door -unlock-delay-time(2  [Unsigned] Optional
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PropertyName PropertyDatatype

32)

door -open-too -long -time(  [Unsigned]
229)

door -alarm-state(226) ENUMERATED

masked-alarm-values(234) ENUMERATED, List

maintenance-required(158 ENUMERATED

)

time -delay(113) [Unsigned]
notification -class(17) [Unsigned]
alarm-values(7) ENUMERATED, List
fault -values(39) ENUMERATED, List
event-enable(35) BITSTRING
acked-transitions(0) BITSTRING

notify -type(72) ENUMERATED

event-time -stamps(130) [TimeStamp], Array[3]
event-message-texts(351) [CharacterString], Array[3]

event-message-texts-confi  [CharacterString], Array[3]
0(352)

event-detection -enable(35 [BOOLEAN]
3)

event-algorithm -inhibit -re  [ObjectPropertyReference]
f(355)

event-algorithm -inhibit(3 [BOOLEAN]
54)

time -delay-normal(356) [Unsigned]

PropertyConformanceCo

de

Read

Optional
Optional

Optional

Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional

Optional

Optional

Optional

Optional

Optional
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EVENTLOG(25)

PropertyName PropertyDatatype PropertyConformanceCo
de

object-identifier(75) [Objectldentifier] Read
object-name(77) [CharacterString] Read
object-type(79) ENUMERATED Read
property -list(371) ENUMERATED, Array[N] Read
description(28) [CharacterString] Optional
status-flags(111) BITSTRING Read
event-state(36) ENUMERATED Read
reliability(103) ENUMERATED Optional
enable(133) [BOOLEAN] Write
start-time(142) [DateTime] Optional
stop-time(143) [DateTime] Optional
stop-when-full(144) [BOOLEAN] Read
buffer -size(126) UNSIGNED Read
log -buffer(131) [EventLogRecord], List Read
record-count(141) UNSIGNED Write
total -record -count(145) UNSIGNED Read
notification -threshold(137) UNSIGNED Optional
records-since-notification( UNSIGNED Optional
140)

last-notify -record(173) UNSIGNED Optional
notification -class(17) [Unsigned] Optional
event-enable(35) BITSTRING Optional
acked-transitions(0) BITSTRING Optional
notify -type(72) ENUMERATED Optional
event-time -stamps(130) [TimeStamp], Array[3] Optional
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PropertyName PropertyDatatype

event-message-texts(351)

event-message-texts-confi
9(352)

event-detection -enable(35
3)

event-algorithm -inhibit-re
f(355)

event-algorithm -inhibit(3
54)

reliability -evaluation -inhib
it(357)

profile -name(168)

LOADCONTROL(28)

PropertyName PropertyDatatype

[CharacterString], Array[3]

[CharacterString], Array[3]

[BOOLEAN]

[ObjectPropertyReference]

[BOOLEAN]

[BOOLEAN]

[CharacterString]

PropertyConformanceCo
de

Optional

Optional

Optional

Optional

Optional

Optional

Optional

PropertyConformanceCo
de

object-identifier(75)
object-name(77)
object-type(79)
description(28)
present-value(85)
state-description(222)
status-flags(111)
event-state(36)
reliability(103)
requested-shed-level(218)
start-time(142)

shed-duration(219)

[Objectldentifier]
[CharacterString]
ENUMERATED
[CharacterString]
ENUMERATED
[CharacterString]
BITSTRING
ENUMERATED
ENUMERATED
[ShedLevel]
[DateTime]

[Unsigned]

Read
Read
Read
Optional
Read
Optional
Read
Read
Optional
Write
Write

Write
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PropertyName PropertyDatatype PropertyConformanceCo
de

duty -window(213) [Unsigned] Write
enable(133) [BOOLEAN] Write
full -duty -baseline(215) [REAL] Optional
expected-shed-level(214)  [ShedLevel] Read
actual-shed-level(212) [ShedLevel] Read
shed-levels(221) [Unsigned], Array[N] Write
shed-level-descriptions(22 [CharacterString], Array[N] Read

0)

notification -class(17) [Unsigned] Optional
time -delay(113) [Unsigned] Optional
event-enable(35) BITSTRING Optional
acked-transitions(0) BITSTRING Optional
notify -type(72) ENUMERATED Optional
event-time -stamps(130) [TimeStamp], Array[3] Optional
event-message-texts(351) [CharacterString], Array[3] Optional
event-message-texts-confi  [CharacterString], Array[3] Optional
9(352)

event-detection -enable(35 [BOOLEAN] Optional
3)

event-algorithm -inhibit -re  [ObjectPropertyReference] Optional
f(355)

event-algorithm -inhibit(3 [BOOLEAN] Optional
54)

time -delay-normal(356) [Unsigned] Optional
reliability -evaluation -inhib  [BOOLEAN] Optional
it(357)

property -list(371) ENUMERATED, Arrayj[N Read
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PropertyName PropertyDatatype PropertyConformanceCo
de

profile -name(168) [CharacterString] Optional

STRUCTUREDVIEW(29)

PropertyName PropertyDatatype PropertyConformanceCo
de

object-identifier(75) [Objectldentifier] Read
object-name(77) [CharacterString] Read
object-type(79) ENUMERATED Read
description(28) [CharacterString] Optional
node-type(208) ENUMERATED Read
node-subtype(207) [CharacterString] Optional
subordinate -list(211) [DeviceObjectReference], Array[N] Read
subordinate -annotations(  [CharacterString], Array[N] Optional
210)

property -list(371) ENUMERATED, Array[N] Read
profile -name(168) [CharacterString] Optional

TRENDLOGMULTIPLE(27)

PropertyName PropertyDatatype PropertyConformanceCo
de

object-identifier(75) [Objectldentifier] Read
object-name(77) [CharacterString] Read
object-type(79) ENUMERATED Read
description(28) [CharacterString] Optional
status-flags(111) BITSTRING Read
event-state(36) ENUMERATED Read
reliability(103) ENUMERATED Optional
enable(133) [BOOLEAN] Write
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PropertyConformanceCo

PropertyName PropertyDatatype
de

start-time(142) [DateTime] Optional
stop-time(143) [DateTime] Optional
log-device-object-propert = [DeviceObjectPropertyReference], Read
y(132) Array[N]

logging -type(197) ENUMERATED Read
log -interval(134) [Unsigned] Read
align-intervals(193) [BOOLEAN] Optional
interval -offset(195) [Unsigned] Optional
trigger(205) [BOOLEAN] Optional
stop-when-full(144) [BOOLEAN] Read
buffer -size(126) UNSIGNED Read
log -buffer(131) [LogMultipleRecord], List Read
record-count(141) UNSIGNED Write
total -record -count(145) UNSIGNED Read
notification -threshold(137) UNSIGNED Optional
records-since-notification( UNSIGNED Optional
140)

last-notify -record(173) UNSIGNED Optional
notification -class(17) [Unsigned] Optional
event-enable(35) BITSTRING Optional
acked-transitions(0) BITSTRING Optional
notify -type(72) ENUMERATED Optional
event-time -stamps(130) [TimeStamp], Array[3] Optional
event-message-texts(351) [CharacterString], Array[3] Optional
event-message-texts-confi  [CharacterString], Array[3] Optional
g(352)
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PropertyName PropertyDatatype

event-detection -enable(35 [BOOLEAN]
3)

event-algorithm -inhibit -re  [ObjectPropertyReference]
f(355)

event-algorithm -inhibit(3 [BOOLEAN]

54)

reliability -evaluation-inhib  [BOOLEAN]

it(357)

property -list(371) ENUMERATED, Array[N]
profile -name(168) [CharacterString]

ACCESSPOINT(33)

PropertyName PropertyDatatype

object-identifier(75) [Objectldentifier]
object-name(77) [CharacterString]
object-type(79) ENUMERATED
description(28) [CharacterString]
status-flags(111) BITSTRING
event-state(36) ENUMERATED
reliability(103) ENUMERATED
out-of-service(81) [BOOLEAN]

authentication -status(260) ENUMERATED

active-authentication -poli  [Unsigned]
cy(255)

number -of -authentication  [Unsigned]
-policies(289)

authentication -policy-list(  [AuthenticationPolicy], Array[N]
258)

PropertyConformanceCo

de

Optional

Optional

Optional

Optional

Read

Optional

PropertyConformanceCo

de
Read
Read
Read
Optional
Read
Read
Read
Read
Read

Read

Read

Optional
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