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1. Welcome to COPM®ATA help

ZENON VIDEQOUTORIAE

You can find practical examples for project configuration with zenon in our YouTube channel
(https://Iwww.copadata.com/tutorial_menu). The tutorials are grouped according to topics and
give an initial insight into working with different zenon modules. All tutorials are available in
English.

GENERAL HELP
If you cannot find any information you require in this help chapter or can think of anything that you

would like added, please send an emaititmcumentation@copadata.com
(mailto:documentation@copadata.com

PROJECT SUPPORT

You can receive support for any real project you may have from our Support Team, who you can contact
via email asupport@copadata.corfmailto:support@copadata.com

LICENSES AND MODULES

If you find that you need other modules or licenses, our staff will be happy to help you. Email
sales@copadata.cofmailto:sales@copadata.cogm

2. IEC850

Communication between the driver and the PLC is based on the IEC 61850 protocol with client/server
MMSservices via TCP/IP (AL/T1 profile). The driver acts as a client (master) when communicating.


https://www.copadata.com/tutorial_menu
mailto:documentation@copadata.com
mailto:support@copadata.com
mailto:sales@copadata.com

You can create and configure the driver manuallyiarenergy Edition - with the help of thelecsso
Driver Configuration wizard, using an SCL file (SCD, Gigsilply ICD etc).

Furthermore, you can create the variables manually or import them, even without the wizard:
o  Offline-from an SCL file

o Online- in communication with an 850 server.

Note: For simplified import of the variables from tBatasetdn RCB, the IEC850 Driver Configuration
wizard provides additional possibilities.

A Attention

Configurations that have been amended with a driver from a later version can n
longer be opened with older drivers.

3. IEC850 Data sheet

General:

Driver file name IEC850.exe

Driver name IEC 61850 driver

PLC types IEC 61850 compatible PLCs (Server) Edition 1 or Edition 2
PLC manufacturer ABB; Siemens; IEC; SAT,; Sprecher Automation; Kalki; GE Mul

Schweitzer Engineering Laboratories; SEL; NR Electric; NARI,;

Driver supports:

Protocol IEC 61850;
Addressing: Addredsased | --
Addressing: Nambased X

Spontaneous X
communication

Polling communication X

Online browsing X



IEC850 Datasheet

zenon
Offline browsing X
Realtime capable X
Blockwrite -
Modem capable --
Serial logging --
RDA numerical -
RDA String --
Hysteresis -
extended API --
Supports status bVR-SUC | X
alternative IP address X
EICCE
Hardware PC standard Network Adapter
Software PC XMlL:Lite is required, it is included in Microsoft Internet Explore
7.0; xmllite.dll, can alsbe downloaded from Microsoft
Homepage.
Hardware PLC --
Software PLC -
Requires xdll --
Reoms
Operating systems Windows CE 6.0, Embedded Compact 7; Windows 7, 8, 8.1, 1

Server 2008R2, Server 2012, Server 2012R2, Server 2016;

CE platforms x86; ARM,;




4. Requirements

This chapter contains information on the requirements that are necessary for use of this driver.

41 PC

XML Lite, which is part of Microsoft Internet Explorer 7.0, is necessary; xmllite.dll can also be
downloaded separately from the Microsoft website.

This driver supports a connection via the standard network card of the PC. Make sure that the PLC and
the PC are in the same network range and that the subnet masks are set accordingly on both devices.

5. Configuration

In this chapter you will learn how to use the driver in a project and which settings you can change.

Y Information

Find out more about further settys for zenon variables in the chapariables
(main.chm::/15247 .htof the online manual.


main.chm::/15247.htm

Configuration
zenon

5.1 Creating a driver

In thecreate driver ~ dialog, you create a list of the new drivers that you want to create.

Avaiable drivers Driver information
1Sprecher Automation o A
E 23]35 < L D change with extarnal fle basis. from a file and displayed resp. archived in zenon. Values can also
be written into a file by zenan.
-] ABB
-] Actisense Supported PLC types:
- ) Allen-Bradley -
-3 Alstom )
-3 Areva wmw&
- Asfinag
[-{) Bachmann Supported communication protocols:
-5 BAChet unknown
23 Beckhof? The drver is avalable for the folowing operating systems:
(-] Bernecker +Rainer Windows 7, 8, 8.1, 10, Server 2008R2, Server 2012, Server 201202
{1 Biffi-Tyco Flow Control
-3 Bosch Rexroth The driver is available for the folowing CE processors:
-] Brodersen -
(1 Buderus Necessary additional hardware on the PC:
-3 can -
-3 cMoN
COPADATA Necessary addibonal software on the PC:
Archive driver RAW format) -
B8} DDE Client driver Necessary additional hardware on the PLC:

 mET

|~ M8 OPC Client ¥2-0 driver

Necessary additional software on the PLC:

External time stamping: YES.
L Lt Modem supported:  NO
[#-{] Echelon Poling: YES
E-Cg e Spontaneous:  NO
e =
o Hysteress: MO
-] Esser WR-SUC supported: ~ NO
-] Euchner Alternate [P Adress:
- Festo Driver EXEname:  DATEI32.exe
-] Files
[-{1] Gantner
-] G Automation&Controls v
Driver name
Fle driver

[ ok ]| coed || wep




Parameter Description
Available drivers List of all available drivers.

The display is in a tree structure:

[+] expands the folder structure and shows the drivel
contained therein.

[-] reduces the folder structure

Default:no selection
Driver name Uniqueldentification of the driver.

Default:Empty

The input field is prdilled with the predefined
Identification after selecting a driver from the list of
available drivers.

Driver information Further information on the selected driver.
Default: Empty
The information on the selected driver is showrthis
area after selecting a driver.

CLOSE DIALOG

Option Description

OK Accepts all settings and opens the driver configuration dialog ¢
the selected driver.

Cancel Discards all changes and closes the dialog.

Help Opens online help.

¥ Information

The content of this dialog is saved in the file called Treiber_[Language].xml. You cz¢
this file in the following foldeiC: \ ProgramData \ COPA DATA zenon [version
number].

CREATE NEW DRIVER

In order to create a new driver:

1. Rightclick onpriver in the Project Manager and sele@iw driver  in the context menu.
Optional: Select thaew driver  button from the toolbar of the detail view of theariables
Thecreate driver ~ dialog is opened.

10



2. The dialog offers a list of all available drivers.

Available drivers Driver information
) ] 'Sprecher Automation
CREE
®-0] ABB
#)-(Z] Actisense
4] Alen-Bradiey
323 Alstom
5.0 Areva
{1 Asfinag
#-{] Bachmann
-2 BACnet
3] (] Beckhoff
#-{]) Bernecker + Rainer
-] Bffi-Tyco Flow Control
i#)- (2] Bosch Rexroth
)-(Z] Brodersen
4] Buderus
-0 CAN
@I cIMoN
(5] COPA-DATA
-] Copalp
#-{Z] Costronic
@ cn
(s1{] Daimles
#-{_]) Database
3] Dateien
5.2 DNP3
&2 Echelon
#-] EB
-] Bau
-] EsA
#]-(_]) Esser
-] Eudhner
#] Festo
3] Files
#-{Z]) Gantner
-3 GE Automation&Controls
¥ (£ GE Multiin
(&)-{Z] Gossen Metrawatt
{2 Helmholz
{23 Hischer
5. Hitachi
(#{Z] Hydrometer
i BH

Driver name

oK Cancel Help

3. Select the desired driver and name it in thever name input field.
This input field corresponds to theentification property. The name of the selected driver is
automatically inserted into this input field by default.
The following is applicable for thziver name:

1 TheDriver name must be unique.
If a driver is usedhore than once in a project, a new name has to be given each time.
This is evaluated by clicking on the button. If the driver is already present in the project,
this is shown with a warning dialog.

1 TheDriver name is part of the file name.
Therefore i may only contain characters which are supported by the operating system.
Invalid characters are replaced by an underscaoye (

1 Attention: This name cannot be changed later on.

4. Confirm the dialog by clicking on tlo& button.
The configuration dialog for the selected driver is opened.

Note: The language of driver names cannot be switched. They are always shown in the language in
which they have been created, regardless of the language of the Editor. This also applies tobjiister

types.

11



DRIVER NAME DIALOG ALREADY EXS$S

If there is already a driver in the project, this is shown in a dialog. The warning dialog is closed by clicking
on theok button. The driver can be named correctly.

This driver name already exists!
Please enter an unique driver name!

<CD_PRODUCNTAME> REQT

The following drivers are created automatically for neeryated projects:

4 Intern
4 MathDr32
4 SysDrv

¥ Information

Only the required drivers need to be present in a zenon project. Drivers can be
added at a later time if required.

5.2  Settings in the driver dialog

You can change the following settings of the driver:

12



5.2.1 General

The configuration dialog is opened when a driver is created. In order to be able to open the dialog later
for editing, double click on the driver in the list or click on Guafiguration property.

Configuration &
General
0K
Mode:
[ Hardware - Help

[7] Keep update list in memory
[T Outpits writeable

[7] Variable image remanert
[7] Stopped on Standby-Server

|Updatz time global
Global updatetime in ms:
1000

Priority

1000
U

£
JUl

o
300

nn

13



Option
Mode

Keep update list in the memory

Output can be written

Variable image remanent

Description

Allows to switch between hardware mode and simulation mod

4 Hardware :
A connection to the control is established.

4 Simulation- static:

No communication between to ghcontrol is established,
the values are simulated by the driver. In this modus the
values remain constant or the variables keep the values
which were set by zenon Logic. Each variable has its own
memory area. E.g. two variables of the type marker with
offset 79 can have different values in the Runtime and do
not influence each other. Exception: The simulator driver.

4 Simulation - counting
No communication between to theoatrol is established,
the values are simulated by the driver. In this modus the
driver increments the values within a value range
automatically.

4 Simulation - programmed :
No communication is established to the PLC. The values
calculated by a freely pgyammable simulation project. The
simulation project is created with the help of the zenon Lo
Workbench and runs in a zenon Logic Runtime which is
integrated in the driver. For details sebapter Driver
simulation(main.chm::/25206.htri

Variables which were requested once are still requested from
control even if they are currently not needed.

This has the advantadkat e.g. multiple screen switches after
the screen was opened for the first time are executed faster
because the variables need not be requested again. The
disadvantage is a higher load for the communication to the
control.

Active :Outputs can be written.
Inactive : Writing of outputs is prevented.
Note: Not available for every driver.

This option saves and restores the current value, time stamp &
the states of a data point.

Fundamental requirement: The variable must have a valid valt
and time stamp.

The variable image is saved in mode hardware if:

4 one of the states S_ MERKER_1(0) up to S_MERKERS(7)
REVISION(9), AUS(20) or ERSATZWERT(27) is active

The variable image is alwagaved if:

14


main.chm::/25206.htm

Stop on Standby Server

Global Update time

Priority

4 the variable is of the driver object tyg@ommunication
details

4 the driver runs in simulation mode. (not programmed
simulation)

The following states are not restored at the start of the Runtim
4 SELECT(8)

4 WRACK(40)

4 WRSUC(41)

The modeSimulation - programmed  at the driver start is not a
criterion in order to restore the remanent variable image.

Setting for redundancy at drivers which allow only one
communication connection. For this the driver is stoppec
the Sandby Server and only started at the upgrade.

Attention: If this option is active, the gapless archiving i
no longer guaranteed.

Active : Sets the driver at the ngtrocessleading Server
automatically in a stoflike state. In contrast to stopping vi
driver command, the variable does not receive status
switched off  (statusverarbeitung.chm::/24150.htm ) but an
empty value. This prevents that at the upgrade to the
Server irrelevant values are created in the AML, CEL an
Historian.

Note: Not available if the CE terminal serves as a data
server. You can find further information in taenon
Operatormanualin the CE terminal as a data server
chapter.

Active : The setGlobal update timein msis used for all
variables in the project. The priority set at the variables is not
used.

Inactive : The set priorities are used for thedividual
variables.

The polling times for the individual priority classes are set here
All variables with the according priority are polled in the set tinr

The variables are allocated separately in the settings of the
variable properties.

Thecommunication of the individual variables can be graded
according to importance or required topicality using the priority
classes. Thus the communication load is distributed better.

Attention: Priority classes are not supported by each driver F
example, drivers that communicate spontaneously do not
support it.

15
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Configuration
zenon

CLOSE DIALOG

OK Applies all changes in all tabs and closes the dialog.
Cancel Discards all changes in all tabs and closes the dialog.
Help Opens online help.

UPDATE TIME FOR CWCAL DRIVERS

The following applies for cyclical drivers:

ForSet value advising of variables andRequests a read cycle is immediately triggered fordailvers- regardless
of the set update time. This ensures that the value is immediately available for visualization after writing. Update
times can therefore be shorter than peet for cyclical drivers.

5.2.2 Driver dialog basic settings

Konfiguration
Basic settings | Connections
oK
Configuration file name
IEC850 |EC 61850 Treiber bd l:l
["] Deactivate standard double paint valus mapping

[ Do not purge BRCE buffer at start
() Variable name () Variable identification (@) Symbolic address

Criginator category (orCat)

| Station-control W |

Directory for file transfer
[caTEMP |

Configuration file name Name of the file in which the driveapecific configurations
are saved. Click on the button to open thedialog for
selecting a drop folder.

Note: You can read about the structure of this configuratio
file in theDriver configuration fildon pagel8) chapter.

Deactivate standard double point value 4 Inactive : The values dbouble Point Valueare
mapping adjusted to the operating elements of zenon. Use this
configuration if you want to use the modules of the




Do not purge BRCB buffer at start

Addressing:

Originator category (orCat)

zenon Energy Edition.
You can find details in thBouble Point Value Mapping
(on paged0) chapter.

4 Active : The values of thBouble Point Valueare
forwarded to zenon as they are. In this case, you cann
use the command processing function of zenon Energ
or ALC for example.

Default:Inactive

4 Active : The buffer of the BRCBs are not deleted on t
IED when the connection is first established after
Runtime has started.

Requirement: For thisBRCB the lastEntrylDreceived
has been saved. If ientrylDhas be@& saved yet, the
property is ignored and the driver sets
BRCB.PurgeBuf=TRUE

Only has an effect after the first attempt to activat®RCB
after Runtime has been restarted.

Is ignored with repeated attempts to setBBRCB.RptEna=TRI
- if the RCBs enabek retriestime has expired.

Note: If Runtime has not been stopped and only the
connection to the IEDhas been disconnected, the setting i
irrelevant. After reconnection, the driver attempts to get the
buffered values again; the driver does not delete ttadues.

More in theBuffered reporting (on pagel07) chapter.

States which variable property is used in the driver for the
addressing©bjectReferencé.

4 Variable name (Name)
4 Variable identificationlflentification)
4 Symbolic address$Symbolic addres$
Default: Symbolic address

Note: When importing the variables, the driver fills all three
variable properties with valid references. You can rename |
properties that the driver does not then use for addressing.

The driver sends the configuredCat value n
commands in SBOwand Operstructures- that it writes
to the IED.

Possible settings:

4 1 - Bay- control

4 2 - Station - control

4 3 - Remote- control
4 4

- Automatic - bay

17



4 5 - Automatic - station
4 6 - Automatic -remote

4 7 - Maintenance

Default:2 - Station - control

Directory for file transfer Directory for file transfer. All files loaded are saved in
this folder.

More in theFiletransfer(on paged7) chapter.

In the Editor, the driver saves its configuration in the TXT file as defir@shfiguration file name. In
Runtime, the driver gets its configuration from the copy of the file that the editor has provided.

18



STRUCTURE OF A COBFRATION FILE OF TBHEIVER

1 Number of configured servers
2¢(m-1) | Server configuration (see server configuration)
mg¢n Possible further server configuration(s)

SERVER CONFIGURATION

Configuration

Zzenon

1 Start of a server configuration t=* SERVER *** ) *** SERVER ***

2 Number of items in this server configuration, 44
abbreviated:CNTSRVITEMS

3 Net address 1

4 Server name RELAY1

5 Primary IP address 192.168.250.22

6 Primary IP port 102

7 Polling rate 1000
Read interval in milliseconds

8 Calling AE qualifier 12

9 Called AE qualifier 12

10 Calling AP title[0] 1

11 Called AP title[0] 1

12 Calling AP title[1] 1

13 Called AP title[1] 1

14 Calling AP title[2] 1

15 Called AP title[2] 999

16 Calling AP title[3] 999

17 Called AP title[3] 1

18 Calling AP title[4] -1

19 Called AP title[4] 1

20 Calling AP title[5] -12851

21 Called AP title[5] -1

22 Calling AP title[6] -12851




23
24
25
26
27
28
29
30

31

32

33

34

35
36
37
38
39
40
41
42
43

Called AP title[6]
Calling AP title[7]
Called AP title[7]
Calling AP title[8]
Called AP title[8]
Calling AP title[9]
Called AP title[9]

Max. auto used URCBs

Maximum number ofJnbuffered Reports (URCBBat the driver
activates with automatic assignment peogical Device

* -in newer configurations

With old configuration: names of the assigne®uffered Reports
(BRCBs)xeparated with commas

Use preconfigured (SCL) options

0 = subsequently configurdRICBsettings TrgOps, OptFlds, IntgPd,
BufTn) are used

1 = theRCBsettings that have already been preconfigured in the
IEC61850 servetin its SCL fileare used

Use ReportID for RCB assignment
0 = TheRCBnstances of the server are identified by name.

1 =Report IDthat is used instead of the report name inetldialog
for RCB assignment

Use Authentication
0 = nolSGAuthenticationused

1 = If active, the driver sends tiieithentication String at
establishing the connection.

Authentication String

Alternative IP address

Alternative IP port

TrgOp datechange 0 = inactive ; 1 = active

TrgOp qualitychange 0 = inactive ; 1 = active
TrgOp dataupdate O = inactive ; 1 = active

TrgOp integrity O = inactive ; 1 = active

TrgOp generahnterrogatiort 0 = inactive ; 1 = active

GetNameList on DO

-12851
-12851
-12851
-12851
-12851
-12851
-12851
10

O/ r O O k|| O
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44
45
46

47

48
49
50
51

52¢
(m-1)

mg¢n

CLIENT

Line

1

7¢(i-1)
iq(-1)

ke (-1)

0 = NormalGetNamelList

1 = The driver reads the object model by requesting data objects
(DO) for eaclogical Nodavailable in the server and each
Functional Constraint (FGJC) defined in the IEC618&andard.

Integrity Period 7000
Buffer Time 500
OptFlds 73

Optional fieldsof the RCB
RCBs enable reties 7

Cycle in seconds in which an attempt is made to actiRE8shat
were not activated successfully again. Only preseBNTSRVITEM

>=is 45

Automatic Watchdog 1
Data consistency scan 300
Use SCADA network orldend 0

Number of client configurations

Client configuration (see Client configuration)

Possible further client configurations

CONFIGURATION

Description Beispiel

Start of a client configuration ¢&* CLIENTCFG *** ) *»** CLIENTCFG
—

Number ofltemsin this client configuration 1

Hostname (RT computer name) WKS007

Name of the computer on which the driver is running that receives the reports

ClientLN.iedName SCADA_Serverl

orldent

Number ofRCRonfigurations 2

RCB configuration (see RCB configuration)
Possible furtheRCB configurations
Number of dynamic dataset configurations

Dynamic dataset configuration (see dynamic dataset configuration)
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Configuration
zenon

I¢m

Possible further dynamic dataset configuration

RCB CONFIGURATION

Start of anRCBR:onfiguration (=** RCBCFG *** )

*+% RCBCFG ***

Number of items in thiRCB:onfiguration

2

RCB name or ID

UP_CTRL/LLNO/urcb_QxCSWI1_Pos02[RP]

1
2
3
4

Name of the dynamic data set.

NEW_DYN_DATASET

DYNAMIC DATASET COGBRATION

1 Start of a dynamic dataset (2** DATASET *** ) **x DATASET ***

2 Number of items in this dynamic dataset configuration 1

3 Name of the dynamic data set NEW_DYN_DATASET

4 Number ofObject Referencesf the dynamic dataset 2

5 Object Reference UPCTRL/Q1CSWI1$CF$Pos

6¢n | Possible furtheObject Reference UPCTRL/Q1CSWI1$ST$Pos
5.2.3 Connections

The connections of the IEC850 driver are set incidi@ections

tab of the driver dialog.




Configuration
zenon

Basic settings | Connections

Servers ol

Serverl 1

[ Mew | | Delete | | Edt

Servers List of the alreadyonfigured connections to the IEC 61850 server.

New Creates a new connection to an IEC 61850 server. Operseihe
dialog.

Delete Removes the selected connection from the list.

Edit Opens theserver dialog to edit the selected connection

CLOSE DIALOG

OK Applies all changes in all tabs and closes the dialog.
Cancel Discards all changes in all tabs and closes the dialog.
Help Opens online help.

Server

Clicking omvew or Edit in the dialogConnection  (on page22) opens the dialog for the configuration of a
connection to an IEC 61850 server:

Note: This dialog is only available in English.

Note: In order to be able to establish an initial the first connection to a server, it is sufficient if the
following propertieshave been configured:




a  Server name
o Net address

o |P address

Configuration

Zzenon

You can therefore communicate with the server in Runtime or creat@bles by means of online
import (on pages7) in the zenon Editor.

General

Server name Met address
| Serverl | | 1 |

Link Layer [TCP)

IP address [primary] IP Port [primary]
[192.168.0.55 | [tz |

IP address [redundant] IP Port [redundant]

| e

Application Layer [ACSE]

Calling AP title Calling AE qualifier
[1.1.1.999 L |

Called AP title Called AE qualifier
[1.1.989.1.1 e |

[ Use Authentication

[] GetMameList on DO

Polling
Autamatic W atchdog

Polling rate Data consistency scan

Fieporting
Max. auto used URCBs RCBs enable retries

T s

[ Use preconfigured [SCL) options [ Use ReportD for RCE assignment
TrgOp data-change [ Use SCADA netwark clisnt orldent

Trg0p quality-change RCE assignment/dynamic datasets
TrgOp data-update

TrgOp integrity

TrgOp general-interogation

Hostname  ClientLM.iedMame  orldent

Integrity Period Buffer Time
7000 [ms 500 ms

£ >
Mew Edit Delete

GENERAL

] | | Cancel |

Server name

Freely definable name. Is used during variable import forméee,
identification andsymbolic addressof the variables, syntax:Server
name>!<ObjectReference >

- in order to guarantee the uniqueness of the variable name in systems
where 850 Server have the sariteDand LDevicenames.

Note: keep theServer nameshort (just one letter is sufficient). The ma
is only for the uniqueness of the variable name. The assignment of the
variables to the connection (to the 85Berver) is undertaken by the drive
from the Net addressproperty, not from this name.

Default:Serverl




Net address

LINK LAYER (TCP)

Parameter
Link Layer (TCP)
IP adress (primary)

IP Port (primary)

IP adress (redundant)

IP Port (redundant)

POLLING

Parameter

Automatic Watchdog

Polling rate

Corresponds to thé&let addressproperty (property groupAddressing) in
variable configuration. Freelselectable number.

The driver assigns the zenon variables to the 850 Server using this
property.
Maximum value65535

Description

Connection settings
IP address of the 850 server to which a connection is to be made.

IP port of the 850 server to which the connection is to be made.
Default:102

Alternative IP address. If the connection to the first IP address fails, the
alternative IP address will be used after the net error waiting time has
passed20 - 30 sec., depending on the network) . The
alternative address will be kept until the driver istarted (via driver
functions or restart of the zenon Runtime) or until the connection fails.
Then, the first IP address will be used again.

Attention: In order to detect a loss of a connection, tAatomatic
watchdogwatchdog property should be activatext at least one variable,
such agLLNO/Mod/stVal[ST] should always be polled.

Alternative IP port.

Description

Checkbox to activate the watchdog.

If active, the driver automatically sends, for ed®blling rate configured,
a read request forLLNO$ST$Mod$stVal in order to detect a possible
loss of connection

Note: At least one data attribute should always be polled even if all da
of the project igoresent in the report. Otherwise the failure of the
IEC61850 server cannot be detected.

Only deactivate this property if it is guaranteed in the project that at lee
one polled variable is always signed in.

Default:active

Defines the updee frequency in milliseconds. The driver supports this r
to poll data that is not in activeeports. At this a possible failure of the
IEC61850 server is also considered.
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Data consistency scan

REPORNG

Parameter
Reporting

Max. auto used URCBs

Vertical group of the
settings

Maximum value4294967295
If a higher value is entered, it is automatically chahge1 when saved.

Default:1000 ms

Attention: Exchange of data in Runtime does not depend on this settil

or on theglobal update time This is set td00ms and fixed.

Defines the cycle in which the driver checks the data model to see tha

consistent. Is only used if, in configured reports, the datasets contain
individual data attributes instead of data objects.

Default:300 seconds
Input range0 - 999999

Description

Settings for theeports(on page9s).

Maximum number ofJnbuffered Reportsvhich the driver activates at
automatic allocation pekogical Devicd.e. in addition to RCBs that
were configured in th&kCB assignment  dialog.

Default:10

Entry is only valid fodnbuffered Reports (URGBIpes not affect any
BRCB.

Note: the setting makes the use of reporting easier in the test phase
the project dready- even before the target settings for reporting have
been set.

Configure the use dJRCBn the RCB assignment  dialog and set the
property to O before you approve the project.

you can find more information on automatic allocation in the
Unbuffered  Report (on pagel04) chapter.

Settings for URCBs that the driver automatically assigns and default
values for properties with the same name in tReB assignment
dialog.
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Use preconfigured (SCL)
options

Integrity Period

Active

The driver activates a report without overwriting the data attributes o
the RCB. The content of the SCL file of the server is defined as a re:
this. The following data attributes are affected by this:

o IntgPd

o  BufTime

a  TrgOps

o OptFields
Inactive

The driver writes the data attributes of the RCB during activation.

You can activate/deactivate the following trigger options regardless ¢
one another.

4 TrgOp: data - change

4 TrgOp: quality - change

4 TrgOp: data - update

4 TrgOp: integrity

4 TrgOp: general - interrogation
Default: allactive

Note: Not all servers support TrgOgata-changeanddata-update
together. TrgOpntergity can also lead to an unnecessary overload of
communication if a atntgPd (Integrity Period) that is too short was
defined in the server for RCB. In case of doubtTsgOps:
data-change + qualitghange + generahterrogation

Time intervalIntgPd)in milliseconds in which the server sends
Integrity Report

Default:7000 ms

Note: not active ifTrgOp integrity is deactivated otse
preconfigured (SCL) optionsis activated.

Because aimntegrity Reporidoes not normally contain value
changes, it is expressly recommended that only one single rey
on the server is activated withrgOp: integrity . With an
activated integrity report, the server can detect a connection
failure more quickly. However zenon does not need this report
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Buffer Time

OptFlds

Vertical group of the
settings

RCBs enable retries

Time intervalBufTime)n milliseconds in which the server
collectsthe data for a report.

Default:500 ms
Note: not active ifUse preconfigured (SCL) optionds activated.

Opens thedialog to configure théptional Field¢on page3?2) of
the report.
Note: not active ifUse preconfigured (SCL) optionds activated.

Settings relevant forRCB assignment  dialog.

Configuration of the periods of the renewed attempts to register the
RCB that have not been successfulggistered. If the sigin of anRCB
is rejected by the 850 server, the driver will attempt it agadiepending
on RCBs enable retries

Entry of the time in seconds.
Input range0 - 999999

Default:7 - the driver attempts to write again every 7 seconds
R@®.RptEna=TRUE

Note:

4 The variables are polled for as long as the-#igis not successful.
For this reason, the periods should be greater thanPiodling
rate, otherwise it is not guaranteed the the variables affected ha
the initial values.

4 With an enry of 0, there is no attempt to register @RCBagain.

4 These settings only concern RCBs that are listed iR@B
assignmentsection.
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Use ReportID for RCB
assignment

Use SCADA network
orldend

Decision of whether the driver should search and registerRB
instances using their names (normal process) or with a special proce
by means oReport ID

Inactive : (recommended) ThRCHnstances of the server are
identified by name. This process is supported by [&C61850
standardcompliant- servers.

Active :TheReportID is used instead of the report name in the
staticRCBassignment in th&CB assignment  dialog. The process is
only suitable for special applications. The driver will sign IRGB
instances that have the same ID.

Requires corresponding nbiguration in the SCL file of the 850 server:

4 A separate report ID must be defined for each client in the syste
i.e. a different ID for eacHostname

4 With different RCBs, precisely one instance each is marked with
ID. Instances that need a clieate thus marked.

Note: The IEC61850 standard allows several RCBs to have tt
same value ifRptID. In Runtime, the driver will search fall
RCBs with the respective Report ID and register them. The dr
can thus configurén such a way that it signs in several RCBs
just one entry in the list and also those that did not yet exist at
the time of driver configuration.

Default:inactive

Attention: Do not activate if you are not sure that you want to
use this special feate in the driver.

If this option is amended later, all RCB assignments irtiae
assignment  dialog are deleted, the driver configuration is close
and opened again argks assignment IS set up again.

If this checkbox is activatedldent is used in commands,
based on the name of the computer on which the user has
triggered the command. The computer name is resolved from
list of host names

This configuration is carried out in ti@ient configuration dialog
(on page3?3).

If the checkbox is not activated, tleeldentof the Primary SCAD.
Server is used.

Default:Inactive
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RCB assignment/dynamic
datasets

New

Del

Edit

APPLICATION LAYERCEE)

Parameter

Application Layer (ACSE)

Calling AP title

Calling AE qualifier

Called AP title

Note:
The defaulorigin.orldent 'zenon: <computer_name>' is
used in commands if:

4 In the client configuration for the corresponding computer (=
Hostname), noorldentis configured.

4 in the client configuration for the corresponding computer, no en
with Hostnamehas been configured.

StaticReport Control Bloc#llocations and settings fddbynamic Data
Sets

a  Hostname
o ClientLN.iedName
o orldent
As configured in th€lient configuration (on page33) dialog.

The width of the column display can be increased or reduced by clic
the mouse. The section can be moved with the scroll bar.

Note: If you have activated 'Use redundancy' in your zenon project,
(Network active property activated anderver 1and Server 2
configured), you must create at least two entries here: one for the
server and one for the standby.

Creates a new entry in the list. Opens thient configuraton (on
page33) dialog
Removes the selected entry from the list.

Opens theClient configuration (on page33) dialog to edit the
selected entry.

Description

Setting forACSE

Settings according to ISO 865(ACSE), the value for tlS| ACSE AP
Title  of the client in theUniversal Identifienotation.
Should not normally be amended.

Settings according to ISO 865(ACSE).
Should not be used in standard cases.

Settings according to ISO 865ACSEQSI- AP- Title  of the server in
the format forUniversal Identifier
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Called AE qualifier

Use Authentication

[Input field for
Aut hentication
String ]

GetNamelList on DO

Should not normally be amended.

Settings according to ISO 865(ACSE).
Should not be used in standard cases.

Activate this checkbox if you want to use authentication accordil
to 1ISO 86541.

Active : If active, the driver sends thisuthentication Stringat
establishing the connection.

Input field forAuthentication String
Note the length limitation of 55 characters in accordance with IS
8327-1 OSI session protocol.

Note: Only active itUse Authenticationis active.

Active : The driver reads theala model of the 850 server by
guerying data objectd)O for eachLogical Nod@resent in the
server for alFunctional Constraint$Q defined in the IEC61850
standard.

Data models can thus also be read if sdmgical Nodeare larger
than thePDUsize supported by the server.

Attention: If this option is active, it can take much longer to
establish the connection. Only activate this option if reading in
cannot be carried out in full due to server limitations.

Default: Inactive
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CLOSE DIALOG

Option Description
oK Applies settings and closes the dialog.
Cancel Discards all changes and closes the dialog.

v Information

OSl value (ACSE)

The driver uses the following OSI selector values:
Presentation Selector (OBBEL) = "00000001"

4 Session Selector (GSSEL) = "0001"

4 Transport Selector (O$SEL) = "0001"

S

In a server SCL file, it corresponds to the following entries:

4 <P type="OSARTitle">41,999,1,1</P>
- coded in accordance witBasic Encoding Ruld&C 8825) faDbject Identifier-
corresponds to default values of théniversal Identifierin the Called AP title.

4 <P type="OSAEQualifier">12</P>
- corresponds talefault values in th€alled AE qualifier.

4 <P type="OSPSEL">00000001</P>
- set in the driver; cannot be changed

4 <P type="OS$SEL">0001</P>
- set in the driver; cannot be changed

4 <P type="OSTSEL">0001</P>
- set in the driver; cannot be chaad

Optional Fields

TheOptional Fieldsre written on the server when a report is activated. These correspond to the bits in
the OptFldsdata attribute of theRCB

"Sequence numbel, "Data set namé and 'Entry ID " are activated by default:

a  Data set namecannot be changed, because without this option the driver cannot evaluate the
reports received.

o Entry ID is required foBuffered Report$BRCBIn order to request the buffered values after
the connection has beereestablished. Does not existWRCB is thus not written even if it has
been configured.

o Sequence numbeis only to check whether the reports have been transferred without omissions.
Is possibly evaluated in LOG.
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Note: To do this, activateReason fa inclusion” in order to be able to detect in theOTx status bits
whether their value has been received via a spontaneous ref@ddr Integrity.

Attention: Activation of the Data reference' bit leads to the reports becoming velgrge- they then
contain theObjektReference as a readable stringfor each data attribute (variable) of the data set. It
makes analysis easier, for exampl&\imeshark, however it is not suitable for an approved system.

Optional Fields
Sequence number [ Buffer overflow
|:| Report time stamp Entry ID
[Ireason for indusion [ conf revision
+| Data set name |:| Segmentation
[pata reference

CLOSE DIALOG

Option Description
OK Applies settings and closes the dialog.
Cancel Discards all changes and closes the dialog.

Client configuration

Clicking orNew or Edit in the RCB assignments/dynamic datasetist of theserver dialoggon page23)
opens the dialog for the client configuration settings:
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Note: This dialog is only available in English.

Client configuration

Hostname (RT computer name)
| |
ClientLN jedName
| |
orldent
| |
Static RCB assignments
RCE name DataSet New
[ynamic datasets
Name New

OK

Configuration

Zzenon




Parameter

Hostname (RT computer name)

ClientLN.iedName

orldent

Description

Name of the computer on which the driver is running that receives th
reports:

4 For standalone projects:
Computer namef the computer on which zenon Runtime is
running

4 In the zenon network:
Computer name of the project server or project standby server

Note: Do not uselbcalhost "; use the computer names from the
operating system instead.

TheHostnamemust not be empty if at least one of the following
configuration settings has been configured.

Attention: If the driver does not find host namethat
corresponds to the currerftuntime computer name , it cannot
activate the reports. It is loggess an error/warning.

IEDname of the IEC61850 clients as stated in tHeCile and given
there underRCB.RptEnabled.ClientLN

Permitted characters:
Ato Z,atozand 0to 9 and underscore _
maximum 64 characters.

Default:empty

Hint: In order to easily configure the driver withSCHile, use the
IEC850 Driver Configuration Wizard
You can find further details in th&izard documentation

Input field for the configuration of therldent. For each computen the
zenon network, a freebgefinableorldent entry can be configured.

You can use up to 32 characters.
Default:empty (=  'zenon: <computer_name>' )

Note: TheOriginator that is used in commands is also dependent o
the configuration in the Bastetti ngs  dialog prCat property) and in
the Server dialog Use Client orldentcheckbox).

If the Use Client orldentcheckbox is not active, therldent of the
Primary Server is always used in commands.

If the Use Client orldentcheckbox is active:
The defaulorigin.orldent 'zenon: <computer_name>' is
used in commands if:

4 In the client configuration for the corresponding computer (=
Hostname), noorldentis configured.

4 in the client configuration for the corresponding computer, no en
with Hostnamehas been configured.
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LIST: STATIC RCB REMENTS

Settings for the static assignment of RCBs (the samdribufferedand Buffered RCS.

Note: Buffered Reportsnust be configured in the driver configuration. Otherwise they are not used.

Parameter Description

RCB name Name of the configure®RCBs.
RCBsre configured in thétatically assigned RCBubdialog.
This configuration is started by clicking on the correspondisg
button.

DataSet Displays thelynamic DataSef the RCB was allocated one.
Allocation:

1. Configure, in théynamic datasetdist with the attendant
New button, a correspondingynamic dataset

2. Thisdynamic datasetan be selected in thstatically
assigned RCBdialog in theDynamic datasetdrop-down
list.

Note: the use ofdynamic Data Sas optional. Not all 850 servers
support the dynamic creation of additional data sets.

New Creates a new entry in the list. Opens thtetically assigned RCB
(on page37) dialog, in order to create a new entry with a report name
(or a report ID} you can either enter it manually or browse in the 850
server and link to thd®ynamic Datasetfrom the lower list if necessary.

Edit Opens theStatically  assigned RCB  (on page37)' dialog to edit the
selected entry.

Delete Removes the selected entry from the list.

LIST: DYNAMIC DATARE

Settings fodynamic data sets

Note: Dynamic data sets are not a requirement Rufferedor Unbuffered ReportsThey are optional settings if
the IEC61850 server that is used supports this and, in sel&@®&| there is no unsuitable or replaceable
configuration of theDataset.

For more information, sedynamic data setéon pagell2).

Parameter Description

Name Shows the previousigntered Datasets they are then available in the
upper list.

New Opens the dialog to create@ataset

Edit Opens theDynamic DataSet configuration (on page4?) dialog to

edit the selected entry.

Delete Removes the selected entry from the list.
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WARNING NOTICES

If the configuration is not correct, you are notified of this with a corresponding warning dialog. Confirm
this dialog by clickingn the OKbutton to return to the configuration dialog. Then correct the error.

IEC850

l ke Hostname cannot be empty!

IEC850

Mot valid IED name., According 830-6 the name must start with a letter
l % and can contain only ASCIl letters, numbers and underline () char.
Mazximal length is 64,

Note: The warning dialog is only available in English.

Statically assigned RCB

Clicking orNew or Edit in the Static RCB assignment list of theclient configuration (on page33) dialog
opens the dialog to create an assignmenRGBor to assign alRCBa dynamic DataseiRCB are
defined using their name (standard case) or ID (special case):

Statically assigned RCB

RCE name
brebAD|

Dynamic dataset

[[] Use preconfigured (SCL) options
TrgOp data-change
TrgOp quality-change
[ TraOp data-update
[[] TrgOp integrity
TrgOp generalintemogation

Integrity Period Buffer Time

7000 ms (500 ms | OptFlds
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Parameter

RCB name/ReportID

dynamic DataSet

Description

The name (unique) or theptID (possibly not unique) of
the report- buffered or unbuffered- that the driver is to
use.

When establishing a connection, the driver will register
configured RCBnstancesénable. Must correspond
exactly to the name/report ID in the PLC (IEC61850
server).

Clicking on.. starts online browsing of the configured
850 server and shows, if therver is running, all
instances of eacReport Control Blocthat are currently
in the data model of the server. You can find more dete
later in this chapter.

Note: RCB name is expected here by default. The
RCB name is saved with the fobjectReference

and is thus unique. The use of tREB namecan be
changed to report ID using thdse ReportID for

RCB assignmentproperty in theserver (on page23)
properties.

Report-ID: the report ID is saved as it iceved
from the 850 server; the same ID can thus affect
several RCBs. The standard allows several RCBs
have the same value RptID.

Attention: In Runtime, the driver will search for al
RCB with the respective Report i@nd register
them. In the event of configuration errors, it may
lead to the driver registering all instances of a
certainRCBeven though they are all supplying the
same data. There is also thus no free instance for
the other clients.

Note: If Runtime is B0 running at the same time
on the same computer, some 850 servers can refi
the second connection from the same IP. The driv
can then not browse th&CB in the Editor. Close
Runtime beforehand.

You can also optionally select &ataSetfrom the
drop-down list of the data sets that have already been
entered into theDynamic dataSet configuration(on
page4?) dialog.

Note: If you do not define Data Sehere, a data
set that has already been definedthre controller
(IEC61850 Server) is used for RSB (in the SCL
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Use preconfigured (SCL) options

Integrity Period

file).
Active

The driver activates a report without overwriting the dai
attributes of the RCB. The content of the SCL file of the
server is defined as a result of this. The following data
attributes are affected by this:

o IntgPd

o BufTime

a  TrgOps

o OptFields
Inactive

Thedriver writes the data attributes of the RCB during
activation.

You can activate/deactivate the following trigger option
regardless of one another.

TrgOp: data - change
TrgOp: quality - change
TrgOp: data - update
TrgOp: integrity

N O

TrgOp: general - interrogation

Default: allactive

Note: Not all servers support TrgOgata-change
anddatarupdatetogether. TrgOpntergity can also
lead to an unnecessary overload of communicatio
if a anintgPd (Integrity Period) that is too short
was defined in the server for RCB. In case of
doubt, setTrgOps: datehange + qualitgghange +
generalinterrogation

Time intervalintgPd)in milliseconds in which the
server sends amtegrity Report

Default:7000 ms

Note: not active ifTrgOp integrity is
deactivated otUse preconfigured (SCL) optionds
activated.

Because amtegrity Reporidoes not normally
contain value changes, it is expressly recommenc
that only one single report on the server is activats
with TrgOp: integrity . With an activated
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integrity report, the server can detect a connectior
failure more quickly. However zenon does not nee
this report.

Buffer Time Time intervalBufTime)n milliseconds in which the
server collectshe data for a report.

Default:500 ms

Note: not active ifUse preconfigured (SCL) options
is activated.

OptFlds Opens thedialog to configure th®©ptional Fields
(on page32) of the report.

Note: not active ifUse preconfigured (SCL) options

is activated.
CLOSE DIALOG
Option Description
OK Applies settings and closes the dialog.
Cancel Discards all changes and closes the dialog.

ONLINE BROWSING OHETRCB INSTANCES

Clicking on.. starts online browsing of the 850 server and shows, if the server is running, all instances of
eachReport Control Blockhat are currently in the data model of the server.

Attention: In order to be able to establish the connection to tReaddressof the 850 server, the driver
configuration must be saved at least once beforehand.
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After the driver has read thRCB online from the IEC 61850 server, the following list is shown:

l'

Select a RCB

=)

RCBs

RCE name

MULTBCO1CTRL/LLNO/breb AD[BR]
MULTBCO1CTRL/LLND/brebBO[BR]
MULTBCOT1CTRL/LLND/urcb AD[RP]
MULTBCOT1CTRL/LLND/urchBO1[RP]
MULTBCO1CTRL/LLND/urchCO1[RP]
MULTBCOT1CTRL/LLND/urch DO1[RP]
MULTBCOT1CTRL/LLND/urchED[RP]
MULTBCOTMEAS/LLNO/urcb ADT[RP]
MULTBCOTMEAS/LLNO/urck BO1[RP]
MULTBCOTMEAS/LLNO/urchCO1[RP]
MULTBCOTMEAS/LLNO/urcb DO1[RP]
MULTBCOTMEAS/LLNO/urch EDT[RP]
MULTECO1PROT/LLNO/breb AD1[BR]
MULTECO1PROT/LLNO/brcbBO1[BR]
MULTECOT1PROT/LLNO/urcb ADT[RP]
MULTECO1PROT/LLNO/urck BO1[RP]

B TOENARAAT A LA o LT

Report-ID
MULTBCOICTRL/LLNOSBRSBRCBA
MULTBCOICTRL/LLNOSBRSBRCEB
MULTBCOICTRL/LLNOSRPSURCEA
MULTBCOICTRL/LLNOSRPSURCEB
MULTBCOICTRL/LLNOSRPSURCEC
MULTBCOICTRL/LLNOSRPSURCED
MULTBCOICTRL/LLNOSRPSURCEBE
MULTBCOIMEAS/LLNOSRPSURCEA
MULTBCOIMEAS/LLNOSRPSURCEB
MULTBCOTMEAS/LLNOSRPSURCEC
MULTECOIMEAS/LLNOSRPSURCED
MULTECOIMEAS/LLNOSRPSURCEE
MULTBCO1PROT/LLNOSBRSERCEA
MULTBCO1PROT/LLNOSBRSERCEB
MULTECO1PROT/LLNOSRPSURCEA
MULTBCO1PROT/LLNOSRPSURCEB

AU TOENA AOAT AL K INARNAl Inene

4

I

m

[ ok

][ Cancel ]

Select the desired instance oReeport Control Blockom the list and click OK. You can repeat the

procedure as many times as you want to assign further RCBs.

Note: Ensure that, for eacHostname the instances with other names (and/or other number), or other

report ID are selected. In accordance with the IEC61850 standard, an instancer@Bben only be
registered énabled by one client.
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Dynamic dataset configuration

Clickingon New or Edit in the dynamic data sets  list of theClient configuration (on page33) dialog
opens the dialog to define a dynanidata Set

dynamic DataSet configuration X))

Name

MYDATASET1

Members

Data Object Reference

C264PCONTROL/CILO185TSBeh
C264PCONTROL/CILO185TSMod
C264PCONTROL/CSWI185TSBeh
C264PCONTROL/CSWI18STSMod
C264PCONTROL/CSWI185TSPos
C264PCONTROL/CSWI285TSBeh
C264PCONTROL/CSWI28STSMod
C264PPROTECTION/GGIO28STSInd1

HE k

[ OK ] [ Cancel
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Parameter

Name

Members

Add

Remove
Export

Import

Description

Name of theData Set
Note: enter very short names, for example 'DS1'.

The driver will automatically add the curreRtntime computer name

to the name-in order to be able to distinguish separate dynamic data
sets from data sets of other clients. The RCB is thus registered with tl
DatSetparameter:ZENONhostname <Name>

TheRCB.DatSgtarameter has, in accordance with the IEC61850
standardEd.2 a maximum length of 32 (more precised/16$32. The
other characters can be cut off.

List of preconfigured data objects.

Starts the browsing dDbjectReference from the variable list of the
zenon project and displays all dathjects for which a variable has
already been created in the project.

Note: The driver does not read the data objects from the IEC61850
server, but from the variable list in the Editor. If the Runtime is also
running at the same time on the same computdre tvariables cannot be
browsed.

Removes the selected entry from the list.
Exports members to a TXT file.

Imports members to a TXT fle.

In the open dialog:

4 Select the corresponding file.

4 Select the desired variables.

4 Confirm the settings by clicking on OK.

The following list is displayed once you have browsed suitable project variables:
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B’ Select Variable '

Data Object | -

C264PCONTROL/CS W335 T $Health
C264PCONTROL/CSWI3$ST$Beh
C264FPCONTROL/CSWI2$5T $Pos
C264PCONTROL/CSWI2$5T $hod
C264PCONTROL/CS W25 T $Health
C264PCONTROL/CSWI2$5 T $Beh
C264PCONTROL/CSWIT$ST$Pos
C264PCONTROL/CSWI$5T $kod
C264PCONTROL/CSWIT$5 T $Health
C264PCONTROL/CS WIS T$Beh |
C264FCONTROL/CILOT$ST $Mod -
262/0

Data Object

The driver displays all data objectdhat are appropriate for data reportingfrom the variable list of the
zenon project, except those that have already been selected for the data set. In the upper list, you can
filter and select the listed variableBlultiple selection is possible (with the Alt or Shift key held down).

Clicking on thedd button adds your selection to the lower list. Objects that have already been selected
are kept. Use thek button to add the selected variables (as references todhta objects) to the
members  Of the dynamic data set.

6. Creating variables

This is how you can create variables in the zenon Editor:

6.1 Creating variables in the Editor

Variables can be created:
o  assimple variables
o inarrays(main.chm::/15262.htr

o asstructure variablegmain.chm::/15278.htri
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VARIABLE DIALOG

To create a new variable, regardless of which type:

1. Select thenewvariable command in thevariables node in the context menu

[T Project Manager =0 Eol =% |
TR e T O W[ = MM X B -V OO RBEE- Y- R Z XA |d O
=l art pn
= . Wariables Statuz Name #  Unit Met address Data block Offset Bit um.. | Abgnm. ..
= D i : WlFive B i ton W Fiter e W § W Wl
& @ Reactionm.. — dry_grithmenti X — 0 1] 0 1]
Afocations drv C Variable new... Ins 0 ] 0 0
= @ Alarm drv_C Create standard function 0 o 1] 0
B Units drv_ty 0 0 0 0
5 ® Screens dre_tv Linked elements 3 0 0 0 0
&3] Functions dry_Ny 0 i 0 0
mf Language table UN_N Copy Ctri+C @ = 7 0
[ % ::?;‘:: vy Lk 0 0 0 0
5l & Time control = drv_£ Delete Del 0 0 0 0
+-%g Programming interfz o L Expandicollapse node 4 ¢ - . 0
S straton[ECE113..| ||+  Inter R 0 0 0 0
T Production & Facilt +  Interr grizates 0 0 0 0
& Interlockings Activate
‘ Command Deactivate
& Energy Managemer
,& :maﬂe Control Export XML selected..
enus
& | Report Gererator Import AML...
3] lJ User administrati... Extended importfexport 3
7 SAP intesface
4 Files | Extended filter 3
T4 History of chang... Remove all filter
“ Projekisicherun... Pl p— — .
= i 7 PRI = i -
a = | v » 42 t0tair1] Edit selected cell F2 ble |
S - Replace text in selected column...
I = Project hee| sﬁi’ Metwork tupdngﬂ
| Replace text in limits...

The dialog for configuring variables is opened

2. Configure the variable



3. The settings that are possible depends on the type of variables

Create variable @
Settings
MName:  5_Variable
5_Varizble
Driver
SIMUL32 - SIMUL_WIZ -
Driver object type
PLC marker -
Datatype
REAL
Array settings
Startindexis 0
@ Startindexis 1
Dim 1 Dim 2 Dim 3
i)
Addressing options
Automatic addressing
1 eleme
Fnish | [ Cancel | | Hel
Property Description
Name Distinct name of the variable. If a variable with the same name already
exists in the project, no additional variable can be created with this nar
Maximum length: 128 characters
Attention: The characterg and @are not permitted in variable names. |
non-permitted characters are used, creation of variables cannot be
completed and theminish button remains inactive.
Note: For some drivers, the addressing is possible over the property
Symbolic address as well.
Drivers Select the desired driver from the drafpwn list.

Driver Object Type
(cti.chm::/28685.htm)

Note: If no driver has been opened in the project, the driver for interna
variables Iptern.exe  (Main.chm::/Intern.chm::/Intern.htm )) is
automatically loaded.

Select the appropriate driver object type from the drdpwn list.
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Data Type Select the desiredata type Click on the ... button to opehe selection

dialog

Array settings Expanded settings for array variables. You can find details iArtiags
chapter.

Addressing options Expanded settings farraysandstructure variablesYou can find details
in the respective section.

Automatic element Expanded settings farraysandstructure variablesYou can find details

activation in the respective section.

SYMBOLIC ADDRESS

TheSymbolic addressproperty can be used for addressing as an alternative td\tir@e or Identification
of the variables. Selection is made in the driver dialog; configuration is carried out in the variable
property. When importing variables of supported drivers, the property is entered automatically.

Maximum length: 1024 characters.

INHERITANCE FROM DATYPE

Measuring range Signal rangeand Set valueare always:
o derived from the datatype
o Automatically adapted if the data type is changed

Note for signal range: If a change is made to a data type that does not support theigetal range the signal
rangeis amended automatically. For example, for a change fromto SINT , the signal rangeis changed to

127. The amendment is also carried out if thignal rangewas not inherited from the data type. In this case, the
measuring rangemust be adapted manually.

6.2  Addressing

The addressing is based on the variable names.
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Name

Name

Identification

Net address

Data block
Offset
Alignment
Bit number

String length

Symbolic address

Description

Freely definable name

Note: The addressing of the variable is symbolic by means of a reference. Vae
takes the reference from theame, identification or symbolic addressproperty of
the variable- depending on théasic Settingsdriver configuration Addressing

If the name is used to address the variables, it must have a @ajectReference
with "*I " prefix; whereby* is any desired text (just one letter is sufficient).

In addition to the reference, the driver will identify the connection with the help ¢
the Net addressproperty (i.e. not using the prefix). This applies fodalNer object
types

Attention: The name must be unique in each project. If several 850 servers pro
the variables with the same references, differentiate the variable names througk
prefixes with different server names or use thgmbolic addresgor addressig.

Note: Foronline andoffline import , the name, identification, symbolic address
andNet addressare configured automatically.

Enter any desired text; for example resource name, comments, ...

Can be used for addressing (optional).

Is set automatically during online import.

Net address of the variablenumber of the connection in the driver configuration.

This address refers to theNet addressin the Connections - Server list of the
driver configuration. It identifiethe 850 server on which variables are saved.

not used for this driver
not used for this driver
not used for this driver
not used for this driver

Only available for String variables.
Maximum number of characters that the variable can take.

The symbolic address of the variable, comparable toQbgctReferencen
accordance with the IEC61850 standard, in a naming configuration ame
to the requirements for uniquenesin addressing in a SCADA system.

Note: The variable is addressed symbolically by mearsywibolic address, name
or identification, depending on th@asic Settingdriver configuration
addressing

If the symbolic addresss used for addressing the variables, it must contain a val
ObjectReferenceavith *!  prefix. In addition to the reference, the driver will identify
the connection with the help of thdlet addressproperty. This applies for alriver
object types

Note: Foronline andoffline import , the name, identification, symbolic address
andNet addressare configured automatically.
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Driver Depending on the type of variable, the object type is selected when the variable

coqnectiodDriver created; the type can be changed here later. For more information, see also the
Object Type driver objects(on page51).

Driver Data type of variables that were selected when the variable was created; the tyj
connectior/ Data can be changed here later.

Type

Attention: If you subsequently change the data type here, you must check all
variable properties, such amlue rangefor example, and change theiihnecessary.

Driver IPriori not used for this driver The driver does not support cycligadijng
connectionPriorty | - mmunication in priority classes.

Note: You can create several variables with the s@hgectReferencd the variable names for this are
different, such as with a different prefix, for example.

SYNTAX OF THE REAERES FOR ADDRESSTME VARIABLES

Addressing of the variables is symbolic via its references. The driver takes the reference from one of the
properties of the variablesymbolic address, namer identification) - depending on théBasic Settings

driver configuration addressing In addition to the reference, the driver will identify the connection with

the help of theNet addressproperty.

The fdlowing syntax is applicable for the referenc6&RVER!LD/LN/DataObject/DataAttr[FC]

In doing so:

o The prefix SERVER is separated from the following identifiers by an exclamation maukt (s
for the uniqueness of the variables in the project, not addressing.

o  Further identifiers are separated from one another by a slgsh (

o Only if an identifier itself is a structure are their elements are separated by a)gdfuir(example:
SERVER!LD/LN/DataObject/DataAttr.item[FC]

a  TheFunctional Constrairis defined in brackets [], at the end.

The designations are:
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Parameter Description

SERVER Freelydefinable name, whereby just one letter is sufficient. It can, for example, be an
abbreviated name of the 850 server.

If the reference is in th&lameproperty of the variable, the prefix should ensure that all
variable names in the zenon project are unique.

Recommendation: Use the same names as defined in driver diddgog Servefon page
23). However, the driver does not recognize the connection to be used froragheer name
(i.e. not from the prefix in the reference) but fronet addresssettings.

LD Name of thelEDand Logical Devigesuch as "GE_F650" for example.
LN Name of the logical nodé-¢gical Nodg for example "LLNO", "MMXU".
DataObject Name of the data object, for example "Mod", "PhV.phsA",

See Appendix Bdata objects/data attributes
DataAttr Name of the data attribute, for example "stVal", "cVal.mag.f
See Appendix Bdata objects/data attributes
FC Functional Constraintf the data attribute, for example "ST", "MX",

See Appendix ADescription of the functional constraints (FCs):

A Attention

The naming convention for references of the variables is not exactly the same as tt
OpjectReference  defined in the IEC618501 standard.

In the standard, a slash) (s only used as separator betwean and LD and otherwise
separated by dots) If bataObject is a structure, dots make it impossible to distingu
what is aDataObject and what is apataAtr . Therefore an own naming conversion i
used for the variable addressing.

EXAMPLE:
The XCBR1ogical node (circuit breaker 1) has, among other things, a data oBjesiof CDC

(Common Data Clas<ontrollable Double Poin{DPQ. ThisPos data object in turn has data attributes
'stval, 'q' and t', whose name and semantics are defined in IEC6X850through itsCDC
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LN/DO/DAJ[FC] Name IEC 61850 Standard

XCBR1/Pos Switching position | In accordance with LN definition XCBR in 61880
XCBR1/Pos/stVal[ST] position value In accordance with CDC definition DPC in 61830
XCBR1/Pos/q[ST] Quality In accordance with CDC definition DPC in 61830
XCBR1/Pos/t[ST] Timestamp In accordance with CDC definition DPC in 61830

XCBR1/Pos/Oper.ctlVal[CO] Command values | Inaccordance witfOpertype definition in 6185€8-1,
Table E.9

All objects in the data model of an 850 server are constructed in this way. For this reason, the driver
knows, for example, that the attributeg[ST] and*/t[ST] contain the quality and theime stamp for

the */stVal[ST]variable, becausstValwas defined in the standard as the main data attribut&@®ST.

This allows the driver to automatically assign the existing values for quality and time stamp to the actual
values of the main variables.

Operate command: If, in Runtime, the user has set a value*t®per.ctlVal[CO}ariable, the driver
can, thanks to the specific variable naming, note thaOgreratecommand can be sent to tH&D The
driver then sends the required sequence of special telegrams to the 850 server.

TIME STAMP AND QUAIM

Time stamp and quality attribute are always parts of variables in zeé/gprand*/t variables do not

need tobe created. The driver automatically uses the time stamp and the quality of the data object for
its variables witltFC=ST and MX(FCstands forFunctional Constrair(on pagel18)). Without taking into
account whether a vaable for the t ' attribute has been created, the received time stamp is used for all
ST andMXvariables, for examplaval variable forceEL, AML or Historian . Selected quality bits that

have been received in thgq"attribute are also assigned the status bits of then variable (see also

Quality, time stamp and status bits of the variable )

6.3  Driver objects and datatypes

Driver objects are areas available in the PLC, such as markers, data dotleye you can find out
which driver objects are provided by the driver and which IEC data types can be assigned to the
respective driver objects.

6.3.1 Driver objects

The following driver object types are available in this driver:
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Driver ObjectType Channel Read  Write

type
PLC marker 8 X X
File Transfer 9 X X
Connection state 36 X --
Command Info 11 X --

Supported
data types

REAL, LREAL,
WSTRING,
DINT, UDINT,
BOOL, INT,
UINT,
STRING,
USINT, SINT

STRING

UDINT

UINT

Comment

Variables that correspond
to direct data attributes in
the data model of the 850
server

Command and return
variables for the file
transfer.

Note: The string length
should correspond to the
maximum length of the file
names (including the path]
in the PLC; a maximum of
260 characters for
*ICommand variable for
example, (but moredr
*IDirectory ).

You can find more
information in the chapter
File transfeflon paged7)

Internal variables of this
object type show the
status of the connection to
the 850 server.

The variable must have
ConnectionState as
a reference and the
correctNet address

Example: Nameor
Symbolic address
*IConnectionState

You can find more
information in the chapter
Establishment of a
connection and detection
of a connection failur¢on

page77).

Internal variables show the
current status of the
command; transferred
from the driver to Runtime
(not by the PLC).
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Service tracking

Settings

Communication
details

Key:
X => supported

-- => not supported

64

65

35

REAL, LREAL,
DINT, UDINT,
BOOL, INT,
UINT,
STRING,
USINT, SINT

USINT

BOOL, SINT,
USINT, INT,
UINT, DINT,
UDINT, REAL,
STRING

You can find more
information in the chapter
Additional Cause Diagsis
(on pageB3).

AdditionalService tracking
(*[SR]) variables.

You can find more
information in the chapter
Service tracking
(Main.chm::/IEC850.chm::
117281.htm).

In accordance with
Standard 6185®-1,
8.1.3.7:

o TimeQuality
o TimeAccuracy

For the Tattribute in
SBOwOper and
Cancel commands.

You can find more
information in the chapter
TimeQualityund
TimeAccuracyon page
96).

Variables for the static
analysis of the
communicdion; is
transferred between driver
and Runtime (not to the
PLC).

Note: The addressing is
based orOffset and not
name based. The behavio
is the same for most zenol
drivers.
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6.3.2 Assignment of data types

All variables in zenon are derived from IEC data types. The following table compares the IEC datatypes
with the datatypes of the PLC.

54



PLC
BOOLEAN
INT8
INT8U
INT16
INT16U
INT24
INT24U
INT32
INT32U
INT64/INT128

FLOAT32
FLOAT64
ENUMERATED
CODED ENUM

OCTET STRING
VISIBLE STRING
UNICODE STRING
PACKED LIST

TIMESTAMP

EntryTime

Zenon
BOOL
SINT
USINT
INT
UINT
DINT
UDINT
DINT
UDINT
LINTLREAL

REAL

LREAL

INT
UDINTSTRING

STRING
STRING
WSTRING
UDINTSTRING

LREAL

LREAL

Data type

8

=
o

w WO A O DO

4,12
12
12
21
4,12

ASSIGNMENT OF DATKPES FROM THE PLCZENON DATA TYPES

Remark

Attention: In the (U)LINT
variable value, only the lowest
52-bit is applied.

The other bitsare cut off and
not taken into account.

Alternatively, the variable can
be configured with the LREAL
data type. As a result, it is
possible to transfer the total
value.

In doing so, please note that fo
values that are greater than 52
bit, the precision bthe lowest
points is lost.

MMS Bitstring

Coding is carried out in UB~

MMS Bitstring  , inverted bit
order

Only octets 0..7 (see also
TimeQualityBit mapping(on
page7e))
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TriggerConditionCheck UDINTSTRING 4,12 MMS Bitstring  , inverted bit
order

Data type: The propertyData typeis the internal numerical name of the data type. It is also used for the
extended DBF import/export of the variables.

MMS BITSTRING DATAHE

The data attribute types that were assigned to #!S Bitstring  in accordance with the standard
(see IEC61858-1), for exampleCODED ENUMPACKED LIST, Check andTrigerConditions ,
correspond to the UDINT data type by default in@e Whereby in the case of nGODED ENUMhe bit
0 was defined as the highest value in its octet. The driver also afliostidng variables with the
STRING data type instead of creating UDINT manually (copying).

The value of the variable if it was ated as a string contains only the characters "0" and "1" in the same
sequence as how the bits are defined in the IEC 61850 standard and limited to the length of the
Bitstring

Example: the value of theTrgOps attribute - Bitstring(6):
o asastring=011111"
o  as UDINTR4

means that all TriggerCondition bits except bitReserved' are set.
And the value "000010" (in UDINT=8)as only bit 4 'intergity"

DATA TYPE BTYPE IM{W®) AND INT128

INT64 and INT128 data types are supported at MMS communication level in full.

In zenon, they are mirrored by default to théNT data type. The driver also allows them to be imaged REAL
data type variables.

The folbwing limitations are applicable for this data type:

o  IntheLINT variable value, only the lowest 83t is applied.
The other bits are cut off and not taken into account.

o  InLREALVvariables, the value of the 64 bits is taken, however with a loss of jpedfghe value
is greater than 52 bit.

"ARRAY OF" TYPE DAAATRIBUTES
If there is an array level in the IEC61&%ta Classghis level is placed at the end of the variable

structure for display in zenon. This means that, frommarAY oF that may havenested structures,
there are one or several arrays of scaled values in the zenon variable model. This remapping is carried

56



out at the start of the configuration time during online import and in the runtime environment during
the allocation between the zem variable list and the IEC61850 object model.

As a result of this, there is the restriction that only one array level is supported. The support for arrays is
also limited to the data attribute.

Example

The data attributedaamp.har  of the Common Data ClagCDC;7-3) MHAN - as defined in the IEC61850
standard:ARRAY[0..numHar] of Vector - becomes the following array in zenon:

-1 | ARIArLD1/MHANL/HaAmp/har.ang.f[MX]
ARALDL/MHANL/HaAmp/ har.ang.f{MX][0]
ARArrLD1/MHANL/HaAmp/har.ang.f{MX][1]
AR!ArrLD1/MHANL/HaAmp/har.ang.f{MX][2]
rrLD1/MHANL/HaAmp/har.ang.f[MX][3]
rrLD1/MHAN]/HaAmp/har.ang. f[MX][4]
rrLD1/MHANL/HaAmp/har.ang.f[MX][5]
rrLD1/MHAN]/HaAmp/har.ang f[MX][6
rrLD1/MHANL/HaAmp/har.ang f[MX][7
ARArrLD1/MHANL/HaAmp/ har.ang.f{MX][8]
ARALDL/MHANL/HaAmp/ har.ang.f[MX][9]
ARIArLD1/MHANL/HaAmp/har.ana.fIMXI1101

In addition, there are of course also the arraysdayi , mag.f andmag.i .

6.4  Creating variables by importing

Variables can also be imported by importing them. The XML and DBF import is available for every driver.

Y Information

You can find details on the import and export of variables inrtport-Export
(main.chm::/13028.htmmanual in theVariablegmain.chm::/13045.htmsection.

6.4.1 Online import

Variables in a zenon project can be created in <CD_PRODUKTNAME> Editor with the import of the
driver. The driver can read the data model of the IEC 61850 s@x@vsing) and display it as a variable
list.

A Attention
If Runtime is running on the same computer at the same time, the variables in the ¢

cannot be imported by the PLC, because the driver in Runtime uses the given setti
communication.
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You call up the import using the context menu of the drivahadriver list.

A dialog is opened.

SELECT A SERVER

Parameter Description
Server List of the connections to IEC61850 servers created in the driver.

You can read further information about the configuration of server
connections in theConnectiongon page22) chapter.

Source Source of the data model:

s PLC Browsing
Variables are imported from an IEC61850/setthat is available

online.

o File Browsing
Variables are imported from an SCL file.
You can read further information about the SCL file in the
IEC6185® standard.

OK Applies settings and closes the dialog.

Cancel Discards all changes and closes the dialog.

PROCEDURE FOR PLOWRING

o  In the dialog that opens, select th.C Browsingption and select a server from which the
variables can be imported.

o The connection to the server is established and the list of existing data points (LDs, LNs, data
objects, data attributes) is read.
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