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1 Welcome to zenon Analyzer help  

 

 

PROJECT SUPPORT 

You can receive support for any real project you may have from our Support Team, who you can 

contact via email at support@copadata.com. 

 

 

LICENSES AND MODULES 

If you find that you need other modules or licenses, our staff will be happy to help you. Email 

sales@copadata.com. 
 

2 Basics 

Here you can find information on installation and updates, new versions, technical basics and licensing. 

METADATA SYNCHRONIZER 

The Metadata Synchronizer (on page 180) takes on a major role when using zenon Analyzer: It transfers 

metadata from zenon Editor to zenon Analyzer. 

In contrast to the Analyzer Export Wizard , the Metadata Synchronizer  is implemented in zenon and 

zenon Analyzer directly. This results in many benefits, most of all: 

} The transfer runs much more quickly. 

} Increased stability and tolerance of errors. 

} Version independence starting from zenon 8.10 and zenon Analyzer 3.30. 
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3 Upgrade information  

Note when switching from a version prior to version 3.20: 

In version 3.30, report templates (zams_rep files) that have been created with the versions 2.00 to 3.20 

can be created. These are converted and saved as version 3.30 files. 
 

4 New in version 3.30  

EMBEDDED HELP 

Embedded help is now available in ZAMS, in the Prediction Model Manager and in the dialog for the 

report styles. It is displayed below the properties by default. If a property is selected, a short help text 

and a link to the manual are shown. Links to the manual or to other texts of the embedded help are 

opened in a separate window. 

PREDICTION MODEL MANAGER 

GETTING SECONDS FOR GETTING DATA AND PERIODICITY 

In the Prediction Model Manager , it is now possible to use seconds for getting data and to use 

periodicity for prediction models.  

The model start time of a time-based model is now also applicable as the start time of all period 

calculations. 

  Attention  

The database version has been updated from version 6 to version 7. 

Due to the changes in the periodicity calculation, it is highly recommended that 

all time-based prediction models from zenon Analyzer 3.20 are retrained. 

Otherwise the formulas in the time-based models no longer suit the 

periodicities, which leads to calculation errors. 

REPORT STYLES: COLORS 

Colors have been enhanced and the definition and assignment amended. 

Recommendation:  Check the assignment of colors with converted report templates. 
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AMENDED AND NEW COLORS 

The following were changed most of all: 

} New series colors 11 - 14 added. 

} Series colors redefined and various properties reassigned. 

} Trend lines 6 and 7 added and colors for all amended. 

} Trend markers 6 and 7 added and colors for all amended. 

} Borders for trend markers  6 and 7 added and colors amended for all. 

} Trend line with markers  6 and 7 added and colors amended for all. 

SERIES COLORS 

The series colors have been extended from 10 to 14, redefined and rearranged. 

Overview of changes: 

Series color Color previously 

HEX 

New RGB decimal New HEX 

1 9A1933 86 / 133 / 54 568536 

2 B53B2E 204 / 32 / 50 CC2032 

3 D69132 29 / 108 / 180 1D6CB4 

4 97BD3A 253 / 211 / 1 FDD301 

5 5E9C3B 129 / 41 / 140 81158C 

5 509FCA 246 / 138 / 49 F68A31 

7 38529D 127 / 127 / 127 7F7F7F 

8 262068 41 / 89 / 43 29592B 

9 3B1D65 131 / 20 / 47 83142F 

10 441B6A 14 / 88 / 120 0E5878 

11 (new) --  180 / 168 / 57 B4A839 

12 (new) --  82 / 30 / 94 521E5E 

13 (new) --  174 / 101 / 39 AE6527 

14 (new) --  52 / 52 / 52   343434 
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REPORT STYLES FOR STATISTICS AND PREDICTION 

New styles have been implemented for report templates for statistics and predictions. 

The dialog to configure report styles has been enhanced with the following areas: 

} Series style: Defines styles for displaying the fill of columns and bars. 

} Style properties \ series: Configuration of the display of series via the subgroups: 

} Statistics 

} Prediction  

NUMBER OF REPORT TEMPLATES PER REPORT 

A maximum of 20 report templates per report can be used. This functionality has also been 

implemented for ZAMS 3.20 from build 50583. Zams_Rep files with more than 5 report templates can 

also be opened and edited with a version older than version 3.20. However, no further report templates 

can be added, if 5 or more report templates are already contained therein. 

Note:  The more report templates and time filters are used in a report, the more data must be 

processed. Certain operations can thus take longer and files created can be large accordingly. 

LANGUAGE TABLE 

In the language table, previously an arrow next to the symbol needed to be clicked for symbols that 

provide further functionality via drop-down lists. Now the list can also be opened by clicking on the 

symbol directly. 

In the dialog to select key words, the number of possible suffixes for the Append suffix to tex t has 

been increased from 10 to 50. This has been necessitated by the increase of the maximum number of 

report templates (on page 13) per report. 
 

5 Reports and report elements  

REPORTS, GENERAL 

FOOTER 

The footer can now be dynamically amended for reports. The format Width from report, custom height 

has been introduced to do this. The page width is thus calculated as the report width plus side margins. 

The height can be set by the user. 
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REPORT TEMPLATES 

NUMBER OF REPORT TEMPLATES PER REPORT 

A maximum of 20 report templates per report can be used. This functionality has also been 

implemented for ZAMS 3.20 from build 50583. Zams_Rep files with more than 5 report templates can 

also be opened and edited with an older version 3.20. However, no further report templates can be 

added, if 5 or more report templates are already contained therein. 

Note:  The more report templates and time filters are used in a report, the more data must be 

processed. Certain operations can thus take longer and files created can be large accordingly. 

NEW "N LAST ALARMSó REPORT TEMPLATE 

There is a new report template available: N last alarms. 

Reports that are based on this template create an alarm list in table form for a time range and show the 

selected number of last alarms. In doing so, the number of alarms provided is directly limited before the 

output of data. The number to be displayed is predefined using the Default value for N  report settings 

and stipulated in the report using the Number of alarms/events  option. In doing so, the alarms are 

sorted according to incoming time stamp and only the given number of alarms are output with the 

most recent incoming alarm. 

AMENDED "TOP N ALARMSó REPORT TEMPLATE 

The Top N alarms report template now allows the output of the shortest alarm duration gross or net per: 

} Project 

} Project and alarm class 

} Project and alarm group 

} Project and equipment group 

Note on the transfer of previous report templates:  If an existing report top N alar ms report 

template is loaded, the previous setting is applied. 
 

6 Technical basics 

The zenon Analyzer: 

1. acquires data 

2. compresses data 

3. manages meta data such as equipment structure 
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4. manages templates 

5. manages access rights and authorizations 

6. calculates evaluations 

7. distributes evaluations to Clients 

  Attention  

Variable names must not contain two or more consecutive spaces. If several 

consecutive spaces are included, this can lead to a Javascript error when called 

up in the Report Launcher (Error 500). 

GENERAL REQUIREMENTS 

zenon Analyzer needs for: 

} the creation and management of reports: 

} An SQL Server 2016 database and 

} the SQL Server 2016 reporting services 

} the display of reports: Browser 

A good knowledge of SQL and MS Report Builder 3.0 is required in order for you to create your own 

reports. 

For details on the technical requirements, see the technology  (on page 16)/ framework conditions  (on 

page 22) section. 

DATA PREPARATION 

The data preparation (on page 178) is done in several levels. With this data from different sources and 

formats can be evaluated universally and maintained easily. 

DATA STRUCTURES 

The data origin either from static project data or from dynamic user data. For details see chapter Data 

structure. 

DATA COLLECTION 

The zenon Analyzer accesses data non-invasively via connectors. Source systems need not be 

reconfigured. The existing infrastructure is embedded in the reporting of the zenon Analyzer 

independent of the manufacturers. For systems other than zenon 6.x, only a connector container is 

installed. This installation does not interfere in the Runtime system and does not interrupt the process. 
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7 Technology 

In this section you learn about the technically needed requirements for 

} Server 

} Client 

} Data Sources 

} Development station 

and the supported standards for 

} Interfaces 

SERVER 

SQL SERVER 2016 DATABASE 

In the database there are the meta data and possibly also user data saved in SQL. For the query, stored 

procedures (Level 2 (on page 180)) are executed. They again revert to user defined functions  for data 

acquisition and data abstraction. If needed, they load the connector stub which requests the user data 

from the target system online. In addition there are the user defined functions  which provide auxiliary 

functions for the evaluation. 

SQL SERVER 2016 REPORTING SERVICES 

The reporting services run as web application and as web server provide the Clients with all reports for 

displaying in the web browser. In addition, the parameters for the data source, reports, etc. are set using 

the  Report Launcher web front end. 

The path to Report Launcher is: http://[computer name]/Reports_za3.  

REPORTING LICENSE SERVICE (ZRSLICSRV) 

The reporting license service checks the CodeMeter dongle and the license (on page 128) available at 

the Server and forwards the licensing information to all involved components. It also has the list of all 

Client leases. 
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DATA SOURCE 

CONNECTOR CONTAINER 

On all computers which can server as data source, the connector container together with its different 

connectors must be installed and started. The TCP port of the connector container must be reachable 

from outside. 

DEVELOPMENT STATION 

ANALYZER EXPORT WIZARD 

The Analyzer Export Wizard is integrated in the zenon Editor and is used to import the metadata to the 

SQL Server 2016 database. The wizard offers full support for zenon 7.xx. Older versions of the zenon 

Editor are not supported. 

INTERFACES 

zenon Analyzer supports the following interfaces: 

} zenon Runtime 5.50, 6.x, 7.x 

} SQL 
 

7.1 Client 

There must be a web browser on the client to display and configure reports. 

  Information  

zenon Analyzer was designed and tested for the following browsers: 

} Microsoft Internet Explorer from version 10 

} Chrome 

} Firefox 

Note:  

} Compatibility view must be deactivated for Internet Explorer. 

} Zoom is only available for the Chrome browser. 
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DOUBLE CLICK IN THE TREE STRUCTURE FOR EQUIPMENT MODEL DEPENDENT 

ON BROWSER 

Different browsers react differently to a double click on a node in the tree structure: 

} Internet Explorer:  

The opposite of the currently visible stats of the node that has been clicked on is passed on to 

the lower objects and transferred to the nodes.  

For example: The checkbox of the node is not ticked. Double clicking ticks the checkboxes of 

the node and all its sub-items. 

} Chrome and Firefox:  

The current status does not change and is passed on to the lower objects. 

For example: The checkbox of the node is not ticked. Double clicking does not tick the 

checkboxes of the node and all its sub-items. 
 

8 Architecture  

The zenon Analyzer links data from different, heterogeneous sources to valid reports in real time. The 

reports react dynamically to data base changes. 

COMMUNICATION FROM PROCESS POINT OF VIEW 
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COMMUNICATION FROM DATA POINT OF VIEW 

 

STRUCTURE OF ZENON ANALYZER 

The zenon Analyzer consists of: 

} Data Sources 

} Connectors to the data sources 

} Container for connectors and data harmonization 

} Data filing 

} Report Builder with filter and calculations 

} zenon Analyzer Management Studio for creating and administering reports 

} Web Server 

} User interface at the Client for calling up and managing reports at the Client 

PROCEDURE 

Reports are configured and published by administrators or users. 

Reports can also be created by administrators with Microsoft Report Builder 3.0. Prerequisite is a wide 

knowledge in SQL. For information about MS Report Builder refer to the corresponding help of the 

Microsoft Report Builder. End-users call up reports via the interface of their Client. 

Data required for the report is collected via connectors and harmonized before use. With this, reports 

are also meaningful for different sources, time zones, etc. 
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9 Time formats  

Three time formats are used: 

} Local time: is used in reports 

} UTC: is used in abstracted historical and current values and in database tables 

} Unix time: is used in SQL tables 

LOCAL TIME 

Queries in the report and the display of results is done in local time. 

UTC 

Abstracted historical and current values are stated in UTC. For the display in the reports it is converted 

to local time. 

UTC means Coordinated Universal Time. The time unit is second. UTC is the uniform basis for the 

international time determination and is made available to the public via time senders and other time 

services. Dependent on the time zone certain time periods must be added or subtracted to or from  

UTC. This time period can vary one hour because of the day light saving time.  

Examples: 

Country Local 

time  

Alaska UTC -9  

Australia, Queensland UTC 

+10 

Bulgaria UTC +2 

United Kingdom UTC 

Korea UTC +9 

Central Europe (CET) UTC +1 

Central Europe (CET) Daylight Saving 

Time 

UTC +2 

Saudi Arabia UTC +3 

USA East coast UTC -5 

United Arabic Emirates UTC +4 
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CONSEQUENCES TO THE CONFIGURATION 

Engineered date and time mean different date and time depending on the execution location of the 

Runtime. 

For example: In the Editor you engineer in the PFS for the execution of a function in time zone UTC +1 

the local time 14:00 o' clock. After transferring the files to a Runtime in tiem zone UTC +10, the function is 

carried out at 23:00 o' clock.Unix time 

In the SQL databases Unix time is used, e.g..: 

} evacuated archives 

} exported archives 

} exported alarms 

} exported CEL 

PROCEDURE 

} Query in reports are dispalyed in local time. 

} The hand over from report to the table valued user defined functions is done in UTC. 

} Query to SQL are converted to Unix time. 

} Results are converted to UTC and displayed in the report as local time. 

CHANGE STANDARD TIME/DAY LIGHT SAVING TIME 

The switch from standard time to daylight saving time and vice versa can lead to anomalies with 

intervals at the time of switching. These arise as a result of the functions provided by the  .NET 

Framework , DateTime.ToLocalTime and DateTime.ToUniversalTime. 

INTERVALS 

Compression DSTstart DSTend 

Minutes  } Interval in local time: DSTstart 

ð 1 minute, DSTstart + 1 hour) 

} Interval in UTC: 1 minute 

} Interval in local time: DSTend 

-1 minute, DSTend 

} Interval in UTC: 1 hour and 1 

minute 

Hour  Interval (DSTstart, DSTstart+1) is not 

present. 

} Interval in local time: DSTend 

ð2, DSTend ð1 

} Interval in UTC: 2 hours 

Key: 
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} DSTstart: Time of the switch from standard time to daylight-saving time in local time.  

This means: The clocks are moved forward by 1 hour at the time of DSTstart. 

} DSTEnd: Time of the switch from standard time to daylight-saving time in local time. 

This means: The hours are put back by 1 hour at the time of DSTend. 

The zrsGetCompressionIntervallsCarpetPlot  UDF is used for the calculations. 
 

10 Prerequisites 

The following prerequisites are applicable for work with the zenon Analyzer: 

ANALYZER SERVER HARDWARE AND SOFTWARE 

HARDWARE 

Analyzer Server: 

Parameters Recommended Minimum  

CPU Quad-Core Server CPU   

(maximum 24 cores/4 sockets) 

Quad-core 

RAM Up to 128 GB 12 GB 

Free memory 200 GB 10 GB 

Engineering computer:  

Parameters Recommended Minimum  

CPU Dual Core Pentium IV 

RAM 4 GB 1 GB 

Free memory 200GB 2 GB 

Monitor (pixels)  1920 x 1080 1024 x 768 

SOFTWARE 

Analyzer Server: 

A 64-bit operating system is required for the database server. The following are supported: 

} Windows Server 2012 

} Windows Server 2012 R2 
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} Windows Server 2016 

} Windows Server 2019 

} Windows 8.1 64-Bit 

} Windows 8.1 Pro 64-Bit 

} Windows 8.1 Enterprise 64-Bit 

} Windows 8 64-Bit 

} Windows 8 Pro 64-Bit 

} Windows 8 Enterprise 64-Bit 

} Windows 10 Home 64-Bit 

} Windows 10 Professional 64-Bit 

} Windows 10 Enterprise 64-Bit 

Note: An installed IIS service (on page 34) is required for the installation of the server. 

Engineering computer:  

The following are supported for ZAMS, the manual data editor, metadata editor and migration tool: 

} Windows Server 2012 R2 

} Windows Server 2012 

} Windows Server 2016 

} Windows 8.1 32-Bit and 64-Bit 

} Windows 8.1 Enterprise 32-Bit and 64-Bit 

} Windows 8 32-Bit and 64-Bit 

} Windows 8 Pro  32-Bit and 64-Bit 

} Windows 8 Enterprise 32-Bit and 64-Bit 

} Windows 10 Home 32-Bit and 64-Bit 

} Windows 10 Professional 32-Bit and 64-Bit 

} Windows 10 Enterprise 32-Bit and 64-Bit 

Web browser:  

} Internet Explorer 11 (normal view only) 

} Internet Explorer 10 (normal view only) 

} Chrome 

} Firefox 

Note:  Zoom in the report is only possible with Chrome. 
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Recommended HMI/SCADA system: 

} zenon 8.10 

.NET Framework 4.6.2: 

} .NET Framework 4.6.2 has to be already run capable on the target computer in order to end 

the installation successfully. 

CONNECTORS 

The following is applicable for the SCADA Runtime connector: 

} Timeout: is independent of the report timeout. 

Default: 5 minutes (can be configured) 

} Variables: Only variables that are listed in metadata are requested 

} String variable: maximum of 4000 characters 

 

The performance of a connector depends on the: 

} Performance of the Analyzer server 

} Performance of the Runtime server 

} Load of the Runtime servers (connector runs with low priority) 

} Network performance and network load 

PROJECTS AND FILTERS 

Reports can generally be created throughout several projects. 

  Attention  

Only archive data with variables from its own project can be evaluated. 

This means: For example, in an integration project, if a variable from a 

subproject is archived in an archive, then zenon Analyzer cannot access this 

variable. 

SCHEDULES 

} Calendar days in months  are limited to 1 - 28 (corresponds to February in non-leap years) 

} The "Month end" event is not available 
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ANALYZER EXPORT WIZARD 

The  Analyzer Export Wizard works, depending on the version, with different zenon Analyzer versions 

and different zenon versions. For details, read the Analyzer wizard compatibility  chapter. 

 

  Information  

Do not use zenon color palettes for dynamic limit values for zenon projects 

whose data is to be exported for zenon Analyzer. Limit values cannot be 

dynamically amended in zenon Analyzer. Information from color palettes can 

therefore not be evaluated. This can lead to illegible graphics. 

 
 

11 Connection to IP address and port  

zenon Analyzer licensing and connector container are tied to IP addresses and ports.  

The following is applicable for the binding: 

} Port: Always relates to server and clients. 

} IP address: Always relates to the server. Client addresses can differ from this. The server address 

and client address are only identical if both are on the same computer. 

LICENSING 

All zenon Analyzer modules use the stipulated ports and IP addresses for licensing. These can be 

amended in the Startup Tool in the  Listening Ports  tab using the Services/Analyzer License Service 

option. If a network adapter is set, the adapter name is resolved for the IP address. 

In doing so, the following applies: 

} The port setting is always applied. 

} The set IP address is applied if a connection to the license server is established on the same 

computer. This is applicable if the application in question is running on the Analyzer server. This 

is always the case for connector stub, Report Launcher, CRIs and SPs.  

The Analyzer server is considered to be the same computer as the client if the given server 

name is one of these names: 

} localhost 

} 127.0.0.1 

} Name of the computer 
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} Fully-qualified name of the computer (with domains) 

CONNECTOR CONTAINER 

The connector container opens the listening socket via the established port and the established IP 

address. These can be amended in the Startup Tool  in the  Listening Ports  tab using the 

Services/Analyzer Connector Service option. The IP address is always derived from the computer name. 

If the connector is only to listen for the loopback adapter (127.0.0.1), the IP address can be set in the 

Startup Tool . This IP address must then also be entered as the server name in the metadata table 

PROJECT. 
 

12 Installation and updates  

The installation of zenon Analyzer consists of several components: 

} Analyzer Server:  

Central SQL server. 

} zenon Analyzer Management Studio:  

Tool for the administration of zenon Analyzer and to create reports. It must be installed on the 

engineering computer: 

} Editors 

  Attention  

Ensure that you have the appropriate licenses (on page 128). 

You can find the hardware and software requirements in the Prerequisites (on page 22) chapter. 

  Attention  

The computer name can no longer be changed after installing zenon Analyzer! 

zenon Analyzer can no longer be used if the computer name is changed. 

To change the computer name, you must reinstall the operating system with a 

new computer name and zenon Analyzer. 

NOTE: 

Note the following before installation: 
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Theme Description  

User authorizations:  Windows administrator rights are required for installation of the zenon 

Analyzer.  

Ensure that, after installation, there is at least one user who can log 

onto zenon Analyzer. 

Attention:  Every user who carries out an installation is automatically 

created as the first user for zenon Analyzer. After installation, only this 

user can log on to zenon Analyzer and add further users.  

For example: User 1 is the local administrator and carries out the 

installation. zenon Analyzer is used by User 2 however. User 1 must 

create User 2 in ZAMS after installation. 

IIS: Before installation, the IIS service (on page 34) must be installed on the 

operating system. 

ISOs and restart: The content of ISO images must be copied to a local hard drive before 

installation and the setup must be started from here.  

The inclusion of an ISO image and the installation of the zenon 

Analyzer by the mounted driver cannot be completed successfully if a 

restart is required during installation. 

Licensing: Licensing is carried out using the License Manager. This can be started 

from ZAMS or from the operating system (on page 50) directly. 

.NET Framework 4.6.2: .NET Framework 4.6.2 has to be already run capable on the target 

computer in order to end the installation successfully. Otherwise, an 

error notification from the zenon Analyzer setup will show up and the 

installation process will be canceled. 

Remote installation:  The installation medium must be on the local computer. Network 

drives may not be available punctually for a reboot during installation. 

For remote installations and virtual installations, copy the content of 

the installation medium to a temporary folder on the computer and 

start the setup. 

Server: The Analyzer Server and the Domain Controller  must not be installed 

on the same computer. 

SQL Server 

Management Studio:  
If the SQL Server Management Studio (SSMS) is to be available, it must 

be installed manually.  

You can find the setup on the installation medium in the following 

path: \AdditionalSoftware\SSMS\SSMS-Setup-ENU.exe. 

Wizards Several wizards are available for zenon Analyzer. This works with 

different zenon Analyzer versions and zenon versions. For details, read 
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Theme Description  

the Analyzer wizard compatibility  chapter. 

CARRYING OUT THE INSTALLATION 

To install zenon Analyzer components: 

1. Ensure that the components required for installation are already installed on the system. 

} General: .NET Framework 4.6.2 

} Server: IIS service (on page 34) 

2. Connect the installation medium to the computer or copy its contents to a local folder. 

If Autorun does not automatically start the setup, use the file named start.exe. 

3. Select the desired language from the drop-down list 

4. Accept the license agreements 

5. Click on the Next  button. 

6. Accept the data protection agreement. 

7. Click on the Next  button. 

8. Select the desired components 

Note:  A Service Hub for the Service Grid must also be installed for the installation of the 

Analyzer Server. This is regardless of whether there is already a Service Hub in the system. The 

Analyzer Server uses the Service Hub to establish the connection to zenon.  

In an additional dialog, you are requested to issue a user name and password for access to the 

Service Hub.  

Atten tion:  Note the password in a safe place. It cannot be displayed or recovered later. 

9. Click on the Next  button. 

The installation or the update will start. 

10. Follow the instructions given to you by the installation wizard. 
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START WINDOW 

 

Option  Description  

Language drop -down list  Selection of the language for the installation. The following are 

available: 

} German 

} English 

} French 

} Italian 

} Spanish 

License agreement License agreement with conditions of use for zenon Analyzer. 

For installation, the requirements must be accepted by ticking 

the I accept the conditions of the license agreement  checkbox. 

Next  Switches to the next step of the installation. Only active if the 

license agreements have been accepted. 
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DATA PROTECTION DECLARATION 

 

Option  Description  

Data protection declaration  Data protection declaration for the use of zenon Analyzer. For 

installation, the data protection must be accepted by ticking 

the I have read the data protection declaration  checkbox. 

I have read the data protection 

declaration  
Checkbox to confirm that the data protection declaration has 

been read and accepted. 

Next  Switches to the next step of the installation. Only active if the 

data protection declaration  have been accepted. 
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COMPONENT SELECTION 

 

Option  Description  

Component selection  Selection of the components to be installed by clicking on the 

product. 

} Analyzer Server:  

Central SQL Server.  

Requirement: 64-bit operating system and installed IIS 

service. 

} zenon Analyzer Management Studio :  

Tool to create and administer sever connections and 

reports. 

Pre-requisite: 32-bit or 64-bit operating system. 

} Metadata database editors:  

Editors for editing the metadata database. 

Note:  If a component cannot be installed, this is shown by an 

error message. 

Next  Starts the installation. 

Only active if components are selected for installation. 
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ENTRY OF ACCESS DATA FOR HUB CONTROLLER 

 

A Service Hub for the Service Grid must also be installed for the installation of the Analyzer Server. You 

issue the user name and password for access here.  

 

Option  Description  

User name User name with which service nodes such as Analyzer Server 

sign into the Service Hub . 

Password Issue a password for signing in. 

Criteria: 

} At least 8 characters 

} At least 1 character of each category 

Categories: 

} A-Z 

} a-z 

} 0-9 
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Option  Description  

} Special characters 

Attention:  Note the password in a safe place. It cannot be 

displayed or recovered later. 

Confirm password  Confirm the selected password by reentering it. 

INSTALLATION PROGRESS 

 

The course of installation is shown in its own window with symbols: 

Symbol Meaning  

 Not yet installed 

 Is currently being installed 

 Installation OK 

 Installation failed 
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After successful installation of all desired components, end the installation wizard by clicking on the Exit 

button. 

 

INSTALLATION ON THE CLIENT 

Only a current browser is needed on the client. The language that is set in the browser determines the 

language for the Report Launcher. The language for zenon Analyzer Management Studio is specified in 

the ZAMS options. 
 

13 IIS Publishing service for Windows and Windows Server 

2012 

The IIS publishing service must be installed before the installation of zenon Analyzer on the system. The 

details of the process are different for different operating systems. 

WINDOWS 8 AND 8.1 

To activate the IIS publishing service: 

1. Press the Windows key + R  keyboard shortcut. 
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The dialog to enter a command for the command processing is opened. 

 

2. Enter appwiz.cpl in the input field. 

Click on OK.  

A new control panel window to configure programs and Windows features  is opened. 

3. In this window, click on Turn Windows features on or off . 

The window to select features of the operating system is opened. 

 

4. Expand the Internet information services  in this node. 

5. Activate all World Wide Web Services  there. 
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6. Expand the General HTTP features node. 

7. Activate Static content . Expand the Application features  node. 

8. Activate ASP.NET 4.5  

9. Expand the Web administration tools  node. 

10. There, activate the IIS administration console . 

11. Expand the Security node. 

12. Activate Windows authentication . 

13. Click on OK. 

Note:  The WebSocket protocol must also be activated. 

WINDOWS 10 

To activate the IIS publishing service: 

1. Press the Windows key + R  keyboard shortcut. 

The dialog to enter a command for the command processing is opened. 

 

2. Enter appwiz.cpl in the input field. 

Click on OK.  

A new control panel window to configure programs and Windows features  is opened. 

3. In this window, click on Turn Windows features on or off . 
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The window to select features of the operating system is opened. 

 

4. Expand the Internet information services  in this node. 

5. Activate all World Wide Web Services  there. 

6. Expand the General HTTP features node. 

7. Activate the static content . 

8. Expand the Application development features  node. 

9. Activate ASP.NET 4.6 

10. Expand the Web administration tools   node. 

11. There, activate the IIS administration console . 

12. Expand the Security node. 

13. Activate Windows authentication . 

14. Click on OK. 
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Note:  The WebSocket protocol must also be activated. 

WINDOWS SERVER 2012 (R2) 

Follow the instructions from Microsoft: https://technet.microsoft.com/en-us/library/hh831475.aspx 

(https://technet.microsoft.com/en-us/library/hh831475.aspx) 

1. Open the Assistant to add roles and features  wizard. 

2. Go to the server roles. 

3. Activate the Webserver (IIS). 

4. Expand the General HTTP features node. 

5. Activate the static content . 

6. Expand the Security node. 

7. Activate Windows authentication . 

8. Expand the Application development  node. 

9. Activate: 

} .NET expandability 4.5 

} ASP.NET 4.5 

} ISAPI extension 

} ISAPI filter 

} WebSocket protocol  
 

13.1 IIS 10 for Windows Server 2016 

For the basic installation of features for Windows Server 2016, please use the corresponding Microsoft 

documentation. This description only only contains the settings required for zenon Analyzer. 

To use zenon Analyzer with IIS 10.0 on Windows Server 2016: 

https://technet.microsoft.com/en-us/library/hh831475.aspx
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1. Open the Server Manager: 

 

2. Open the wizard to add roles and features. 
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3. Go to Server Roles. 

 

4. Activate Web Server (IIS) and ensure that the following properties have been configured 

correctly: 
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5. Expand the Common HTTP-Features node. 

6. Activate the Static Content  option: 

7. Expand the Security node. 

8. Activate the Windows -Authentication  option: 

9. Expand the Application Development  node. 

10. Activate: 

} .NET Extensibility 4.6 

} ASP.NET 4.6 

} ISAPI Extensions 

} ISAPI Filters 

} WebSocket Protocol  

11. Finish your configuration. 

  Attention  

The following settings prevent zenon Analyzer working correctly: 

} A ban on unknown file suffixes:  

File suffixes for zenon Analyzer, ZAMS and Report Launcher must be 

approved. (setting via IIS Management Console.) 

The following are needed: .gif ; .axd; .aspx; .css. 

} Level of trust :  

Medium or fewer. 

With too few rights, the Report Launcher cannot be started. 

(setting via command line appcmd .) 

 
 

14 Licensing 

In order to be able to use COPA-DATA products, they must be licensed. A product runs in demo mode 

(on page 120) until it has been licensed. 

The license is checked when the program starts. The product is started with the licensed modules.  

If no valid license is found when the program is started, a dialog notifies you of this. It is possible to 

choose to cancel starting up the product or to start the product in demo mode. The product cannot be 

started for the demo mode if there is also no license for demo mode. In addition, the License Manager 

can also be opened to assign the product a valid license. 
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  Information  

The mechanism for licensing described in this document is used for different 

products. Screenshots are not created for each individual product in the process. 

It can therefore be possible that the display of a screenshot is different from the 

description for your product. 

VALIDITY 

The information on licensing is applicable for: 

} zenon products: as of version 8.00 

} zenon Analyzer: as of version 3.20 

Products from previous versions are licensed using a different method. You can find information on this 

in the documentation of these products. 

USER DATA 

When licensing COPA-DATA products, user data is obtained, saved and processed. You can find details 

in relation to this in the Data Protection  (on page 44) chapter. 
 

15 Licensing products - overview 

The license is issued in the form of a license certificate and tamper-proof digital information. 

If a licenses is issued, it is stored in the "license depot". This is a database in which the license waits to be 

collected. The license must be saved on your system in order you to be able to use the license as a user. 

A dongle (on page 45) is used as a save location. This dongle is also called a license container. This is 

transferred from the license depot to the dongle when a license is activated. 

Use the License Manager to activate the license. You can thus activate, deactivate, administer and assign 

products. Alternatively, you can also activate licenses automatically (silent ) using the command line tool 

(on page 107). 
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ONLINE ACTIVATION 

During online activation, licenses are activated directly without further applications or data carriers. 

There must be an online connection to the Internet available to do this. 

 

For details, see the Online activation  (on page 54) chapter. 

OFFLINE ACTIVATION 

With offline activation, the substitution of digital license information must be manual. In doing so, three 

files are transferred between the license depot and the dongle. Here too, some form of access to the 

Internet is necessary. 

 

For details, see the Offline activation  (on page 76) chapter. 

ASSIGN LICENSES TO PRODUCTS 

In order for a license to be able to be used, it is not sufficient for it to be saved in the dongle. It must 

also be assigned to the products from which they are used. There are often several licenses on a 

computer, including demo licenses too.For details, see the Assign licenses to products  (on page 61) 

chapter. 
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REMOTE LICENSING 

With remote licensing, all processes that support license administration are not carried out on the local 

computer but on another computer in the local network (LAN). This is primarily useful if the computer to 

be licensed does not have an Internet connection. The computer can then be used with the License 

Manager  as a proxy computer (intermediary computer). 

 

For details see the Remote Licensing (on page 102) chapter. 

TRANSFER/RELOCATE LICENSES 

Licenses can be transfered to other computers or dongles. Even if a virtual machine is transferred from 

one host system to another, the license must also be transferred so that it does not become invalid. 

Transfer or relocate means: The first step is that the license is returned to the license depot of the issuer. 

In the second stage, it is picked up and activated by the new system. For details, see the 

Transfer/relocate licenses  (on page 96). 
 

16 Data protection  

Information on collection, saving and processing of user data by COPA-DATA products. 

PROCESSING OF USER DATA 

When licensing via the License Manager by means of dialog or command line, user data is also 

recorded, saved and processed. This data is to restore lost or damaged licenses. The data is saved and 

processed at Ing. Punzenberger COPA-DATA GmbH. You can find detailed information about data 

processing and data protection online at: https://www.copadata.com/privacy  

(https://www.copadata.com /privacy ). 

DATA COLLECTED 

The following is collected:  

} Operating system: Type and version 

https://www.copadata.com/privacy
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} IP addresses: All IP addresses present on the computer 

} Fully Qualified Host Name: Unique computer name and complete domain address 

} User name and domain 

} Serial number 

Note:  This data is recorded for the computer on which licensing is executed. If the licensing is executed 

remotely, this data is also collected for the target computer. 

TIME POINTS OF DATA COLLECTION 

The data is collected when: 

} Activating licenses 

} Updating licenses 

} Transferring/relocating licenses 

DEACTIVATION 

The collection of this data can be deactivated in License Manager. Licenses can continue to be obtained 

and administered. Support and technical support for licensing is however not possible due to missing 

data. 

If the recording is deactivated, COPA-DATA can no longer offer the following services: 

} Automatic application of licenses to remote computers. 

} Tracing of the computer on which the license was activated and by whom.  

No support can thus be offered when searching for the license in the event of a loss of a 

license. Lost licenses can also not be replaced as part of customer care. 

Data that has been collected up to the point of deactivation remains saved. 

 
 

17 Dongle types  

For licensing, only CodeMeter  dongles from Wibu Systems are used. Dongles are the save location for 

licenses. They are therefore also called a license container. There are two basic types of dongles 

available: Hardware dongles and software dongles. All licenses can be saved as both dongle types, and 

also transferred (on page 96) from one type to another. 

Dongle types:  
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} Hardware dongles:  

The license information is incorporated into special hardware - a security chip. 

Advantages: 

} The license can be easily transferred from one computer to another by reinserting the 

dongle. 

} Different physical forms are available, for example USB sticks, SD cards etc. 

Disadvantages: 

} When using a virtual machine, the license must be transferred from a host system into the 

Virtual Machine using the network (on page 159). 

} Dongles can be stolen or lost. 

} Software dongles - computer-based license protection: 

In doing so, a software dongle is created on the computer directly. The software dongle is 

based on the computer hardware. If the hardware changes too much, the license becomes 

invalid (on page 144). 

Advantage: 

} The dongle cannot be lost or stolen. 

Disadvantages: 

} The license can become invalid if the hardware configuration is changed. 

} The license must be returned before it can be transferred to another computer. 

Both dongle types act the same in practice. All mechanisms can be used for both types. There are only 

limitations for software dongles in a virtual machine (on page 48). 
 

18 Licensing in a few steps 

In order for you to be able to operate zenon licensed, in most cases only a few steps are necessary.  

There are two possibilities for getting a license sent to you: 

1. You receive a pre-programmed hardware dongle. 

2. You get a license certificate for a computer-based software dongle or a license certificate and 

and empty hardware dongle. 

With both variants, you can very easily get a licensed product. 

PRE-PROGRAMMED HARDWARE DONGLE 

To use a pre-programmed hardware dongle: 

1. Insert the hardware dongle into the computer and wait until Windows has detected the dongle. 



Licensing in a few steps 

 

47 | 334 

 

 

2. Start the License Manager via Windows ->  License Manager. 

3. In the start dialog of the License Manager, select the Apply license from hardwar e dongle  

option.  

The license detected is shown in the dialog. 

 

4. Click on the Use License on this Computer button. 

5. End the License Manager. 

You can now start the licensed products.  

You can find more detailed information on the procedure and limitations in the Licensing (on page 41) 

manual in the Apply license from hardware dongle  (on page 56) chapter. 

LICENSE CERTIFICATE FOR COMPUTER-BASED LICENSE 

To use a computer-based license: 

1. Start the License Manager via Windows ->  License Manager. 
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2. In the start dialog of the License Manager, select the Activate license with license certificate  

option. 

 

3. Enter the serial number into the input field for the serial number. 

4. Select Computer -based license (software dongle) . 

5. Click on the Activate license button. 

The license is transferred online via the Internet into the dongle you have selected. 

6. Close the  License Manager. 

You can now start the licensed products. 

You can find detailed information on the procedure, limitations and alternative procedures in the 

Licensing (on page 41) manual in the Activate license  (on page 71) chapter and the following chapters. 
 

19 Virtual machines  

The licensing of a virtual machine is subject to special requirements and properties: 

} Hardware dongles cannot be connected directly. The license must be transferred to the virtual 

environment.  

The following procedures can be used for this: 

} The dongle is connected to a physical computer and activated there as a network (on page 

159). In the virtual environment, the network dongle is entered into the server search list 

(on page 160) and is thus available. 

} The dongle is transferred to the virtual environment via a USB to Ethernet box (dongle 

server). In doing so, a local USB port is emulated in the virtual environment. The CodeMeter 
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Runtime considers the dongle to be directly connected. Such boxes are commercially 

available.  

Recommendation: SEH dongle server 

(https://www.seh-technology.com/products/usb-dongle-servers.html). 

} The dongle is routed to the virtual environment via the virtualization software. VM-ware 

and Virtual Box support such mechanisms. In doing so, a local USB port is emulated in the 

virtual environment. The CodeMeter Runtime considers the dongle to be directly 

connected.  

Note:  This procedure is not recommended by Wibu Systems . 

} With software dongles, there are some limitations for use in virtual environments: 

} Licenses are not unlocked by default for virtual environments. However, you can apply for 

unlocking from the license issuer. 

Caution: Licenses that have already been activated cannot be converted. These must first 

be returned to the license issuer (on page 96). Only then can the license issuer convert the 

license. You can then activate the license in a virtual environment. 

} Demo licenses only have a very limited running time in virtual environments. 

} The license will be invalidated (on page 144) when moving a virtual machine to another 

host system.  

You should therefore return the license to the license issuer (on page 96) before relocating 

the license. The virtual machine can only be moved after this. You can then activate (on 

page 71) the license again. When being used in a data center, a virtual machine can also 

automatically be assigned to different hosts. In this case, you need a Software-Dongle VM 

DataCenter. 

DIFFERENT TYPES OF SOFTWARE DONGLE 

Depending on the type of operating system, different software dongle types are installed by the License 

Manager : 

} Software-Dongle Standard : For use on physical computers. 

} Software-Dongle Virtual Machine : For use with a virtual machine. 

Can be used on a physical computer; not vice versa. 

} Software-Dongle VM DataCenter : For use with a virtual machine in a public data center such as 

Microsoft Azure or Amazon Web Services (AWS), as well as in private data centers. 

Can also be used on a physical computer, but not vice versa. 

Note:  If a virtual machine is converted into a physical computer, you then have both dongles on one 

system. Both are equivalent and both can be used. 

https://www.seh-technology.com/products/usb-dongle-servers.html
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If a physical computer is converted to a virtual machine, the Software-Dongle 

Standard dongle type can no longer be used. All licenses contained therein are 

thus no longer available. You must return the licenses beforehand. See the 

following chapter: Transfer/relocate license (on page 96) 

CONVERSION TO VIRTUAL MACHINE 

If you use software dongles and want to convert a physical computer into a virtual machine, then: 

1. Return all activated licenses (on page 96). 

2. Apply to COPA-DATA for a conversion of the license to a license for a virtual machine.  

If you operate the virtual machine in a data center such as Microsoft Azure or Amazon Web 

Services (AWS), or in a private data center, apply for a license for VM DataCenter 

Caution: Standard licenses cannot be activated on a virtual machine. You can see whether a 

license is suitable for a virtual machine from the license certificate. 

3. Convert the operating system into a virtual machine. 

4. Activate (on page 71) the license again 

CONVERSION OF A VIRTUAL MACHINE INTO A PHYSICAL COMPUTER 

If you use software dongles and want to convert a virtual machine into a physical computer, then: 

1. Return all activated licenses (on page 96). 

2. Convert the operating system into a physical computer. 

3. Activate (on page 71) the license again 

RELOCATION OF VIRTUAL MACHINES TO ANOTHER HOST SYSTEM 

Licenses for software dongles become invalid if the hardware changes. Therefore return (on page 96) all 

licenses that are saved in software licenses before relocation. 
 

20 License Manager 

Licenses are administered in their own application, the License Manager.  

You start these using: 

} Windows Start menu ->  COPA-DATA -> License Manager. 

} Startup Tool : Click on the Tools button, select the License Manager entry in the  Available 

applications  area and click on Start. 
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} Via the Open License Management  button in most About  dialogs in zenon products. 

} Also in ZAMS directly for zenon Analyzer. 

FUNCTIONALITY 

You can license the following in the License Manager: 

} Activate (on page 71) locally or remotely (on page 103):  

Activate licenses for a local computer or a remote computer and assign them to certain 

COPA-DATA products. 

} Activate online (on page 74) and offline (on page 76): 

You can activate licenses directly only or offline using a license request file. 

} Assign products (on page 61) locally or remotely: 

Determine which products are to use which licenses and in which order. 

} Carry out mass activation: 

Use a collective file to activate many licenses. 

} Borrow (on page 88): 

You can lend licenses to other users for up to 90 days.  Service technicians can, for example, 

take licenses for use at customers' premises. 

} Return (on page 96)/relocate: 

You can return licenses and activate it again on another computer. This is how you transfer 

licenses to other computers or prevent license invalidation in the event of changes to hardware 

for software licenses or host systems for a virtual machine. 

Note:   

} You can also activate, update and distribute licenses silently using the command line (on page 

107). 

} All changes in the License Manager are immediately applied and executed.  

} For remote licensing and license borrowing, the appropriate options must be enabled in the 

Startup Tool .  

This can be done under Application -> Options  in the General tab: 
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START DIALOG 

The License Manager starts with a start dialog (on page 53) by default. This provides simple, interactive 

configuration possibilities. The question mark  symbol shows brief help for the respective entry. 

 

LICENSE MANAGEMENT DIALOG 

There is a comprehensive application (on page 60) with several tabs available for individual settings. 

 
 


































































































































































































































































